
Contract Nwnber: HHSREV 10000 I 079 

DEPARTMENT OF STATE HEALTH SERVICES 

Contract number HHSREV100001079 (the "Contract"•), is entered into by Department of State 
Health Services ("DSHS") Vital Statistics Section and City of Austin ("Contractor~). DSHS and 
Contractor are collectively referred to herein as the "Parties.'• 

I. Pumosc of tbc Contract. DSHS agrees to provide access to the OSHS Vital Event 
Electronic Registration System for the purpose of issuing individual birth certificates. 

II. Term of the Contract. This Contract will begin on September 1, 2018 and end on August 
31,2023. 

III. Authority. The Parties enter into this Contract under the authority of Texas Health and 
Safety Code Chapter 191 and Texas Government Code Chapter 791. 

IV. Statemeot of Work. 
A. DSHS agrees to provide on-line computer services in support of Contractor from 7:00 

a.m. to 6:00 p.m. (csn Monday through Friday, except holidays. In the event of an 
emergency or computer application error, DSHS may temporarily suspend services 
without advance notice. 

B. Contractor may search DSHS databases, locate data, and issue Certifications of Birth to 
authorized individuals requesting such data. The certifications will be in a format 
formally approved by DSHS. Contractor will take reasonable efforts to ensure use of the 
DSHS Vital Event Electronic Registration System is not abused by its staff. Abuse of 
the access to confidential information in the DSHS Vital Event Electronic Registration 
System may be cause for termination of this Contract in accordance with Section IX.K. 

C. Contractor will acquire the necessary data processing equipment, communications, 
hardware or software, and purchase "bank note" paper, os specified by DSHS. DSHS 
will assist in coMeclion of the equipment, furnish software program and provide 
technical assistance, if necessary. 

D. Contractor will complete the DSHS Vital Event Electronic Registration System 
registration forms as specified by DSHS. Contractor will remain in compliance with any 
requirements specified by DSHS for accessing the DSHS Vital Event Electronic 
Registration System. Contractor will not be required to pay an additional fee pursuant to 
this Subsection. 

E. Contractor acknowledges that records may not be located in the searching process 
instituted by Contractor. or records which are located may have errors due to: 
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1. Normal key-entry errors in spellings; 
2. Accidental failure on the part of the DSHS to update a file for an amendment 

or paternity detennination; and 
3. The event year does not exist on the system. 

F. Contractor will notify OSHS in writing, at least monthly of errors or suspected errors that 
exist on the database infonnation. 

G. Contractor is to maintain an inventory control and account for each docwnent produced 
on 11bank nole11 paper, including voided documents. 

H. Contractor will issue Certificates of Birth utilizing remote access to the DSHS system in 
conformance with Health and Safety Code Chapters 191, 192 and 195, as well as 25 Tex. 
Admin. Code Chapter 181. 

I. The Parties are required to comply with all applicable state and federal laws relating to 
the privacy and confidentiality of this data and records, which includes Texas 
Government Code Section 552.115. 

J. The Parties will use confidential records and infonnation obtained under this Contract 
only for purposes as described in this Contract and as otherwise allowed by law. 

v. Fees. 
Contractor agrees to pay DSHS ONE DOLLAR AND EIGHTY-THREE CENTS ($1.83) for each 
Certification of Vital Record printed as a result of searches of the database. Contractor 
agrees to charge the same base search fee for a birth certificate as DSHS. Additional fees 
may only be charged as authorized by Texas Health and Safety Code Chapter 191 and 25 
Tex. Admin. Code Chapter 181. 

DSHS acknowledges that Contractor's payment obligations to DSHS are payable only from 
funds appropriated for the current fiscal year and currently available for the purpose ofthis 
Contract. Contractor shall provide DSHS with prompt notice of failure of Contractor to 
make an adequate appropriation or a lack of current revenue for any fiscal year. 

VI. Billing. 
A. DSHS will send an itemized billing to Contractor on a monthly basis for each 

Certification of Birth printed. This billing will be sent through the U.S. Postal 
Service to the Contractor at: 

Name: 

Address: 
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B. Contractor will direct any billing inquiries either by phone to S 12-776-7206 or email 
to vsubusinessscrvjccs@dshs.texas.gov. 

VII. Payment Method. 
A. Contractor will remit payment to DSHS within thirty days after a billing is received 

by them. Payment by the Contractor will be considered made on the date 
postmarked. 

B. Contractor will send payments to DSHS at: 

Texas Department of State Health Services 
Cash Receipts Branch MC 2096 
P.O. Box 149347 
Austin, TX 78714-9347 

C. Contractor will make payment to DSHS out of its current revenues. 

VIII. Representatives. The following will act as the Representative authorized to administer 
activities Wtder this Contract on behalf of their respective Party. 

City of Austin DSHS 
City of Austin Texas Department of State Health Services 
Austin PubUc Health Department Contract Management Section 
Attn: Sandra L. Lackey Attn: Tina Walker 

Mail Code 1990 
P .0. Box 1088 P.O. Box 149347 
Austin, TX 78767-1088 Austin, TX 78714-9347 

Phone: (512) 972-5220 Phone: (512) 776-2732 

Email: sandra.lackey@austintcxas.gov Email: Tina. walkcr@dshs.tcxas.B:ov 

IX. General Terms and Cooditious. 
A. Goverulgg Law. Regarding all issues related to this Contract's formation, performance. 

interpretation, and any issues that may arise in any dispute between the parties, the 
Contract will be governed by and construed in accordance with the laws of the State of 
Texas. 

B. Amendment. This Contract may be modified by written amendment signed by the 
Parties. 

C. CoufidegtiaUtv. 
The Parties arc required to comply with all applicable state and federal laws relating to 
the privacy and confidentiality of records that contain Personal Identifying Information 
(PII) or Personally Sensitive Information (PSI) or other information or records made 
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confidential by law, including Tex. Bus.&. Comm. Code Section 521.002. The attached 
Data Use Agreement (Attachment A) applies to this Contract. 

D. Exchange or Personalldentifvigg Information. This Contract concerns personal 
identifying information. Except ns prohibited by other law, Contractor and DSHS may 
exchange Pll without consent, in accordance with Chapter 19 J of the Health and Safety 
Code. 

E. Records Retention. DSHS will retain records in accordance with DSHS State of Texas 
Records Retention Schedule at http://www.dshs.texas.govlrecgrds'schedules.shtm, 
Department Rules and other applicable state and federal statutes and regulations 
governing medical, mental health, and substance abuse information. 

F. Severabilitv. If any provision of this Contract is construed to be illegal or invalid, the 
illegal or invalid provision will be deemed stricken and deleted to the same extent and 
effect as if never incorporated, but all other provisions will continue. 

G. Notice. Any notice required or permitted to be given under this Contract will be in 
writing and sent to the respective Party's Representative in Section VUI. Notice will be 
deemed to have been received by a Party on the third business day after the date on which 
it was mailed to the Party at the address specified in writing by the Party to the other 
Party, or, if sent by certified mail, on the date of receipt. 

H. Waiver. Acceptance by either Party of partial performance or failure to complain of any 
action, non-action or default under this Contract will not constitute a waiver of either 
Party's rights under the Contract. 

I. Assignment. Neither DSHS nor Contractor will transfer. assign, or sell its interest, in 
whole or in part, in this Contract without prior written consent by both Parties. 

J. Suspension of Services Under This Contnlct. In the event of an emergency or 
information technology system failure, DSHS may temporarily suspend services without 
advance notice. Use of services for purposes inconsistent with applicable law may also 
result in a suspension of services. 

K. Termination. 
1. Convenience. This Contract may be terminated by mutual agreement of the Parties. 

Either Party may terminate this Contract without cause by giving 30 days written 
notice of its intent to terminate to the non-terminating Party. 

2. Couse. This Contract may be tenninated for cause by either Party for breach or 
failure to perform an essential requirement of the Contract. Use of services for 
purposes inconsistent with applicable law may be cause for Contract termination. 
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3. Notice of Termination. Written notice may be sent by any method that provides 
verification of receipt, which will be calculated from the dale of receipt by the non
tenninating Party's Representative provided in Section VIII. 

4. Equitable Settlement. At the end of the Tenn of this Contract or termination as 
provided for in this Section, the Parties will equitably settle their respective accrued 
interests or obligations incuaed prior to termination. 

By signing below, the Parties agree that this Contract constitutes the entire legal and binding 
agreement between them. The Parties acknowledge that they have read the Contract and agree to 
its tenns, and that the persons whose signatures appear below have lhe authority to execute this 
Contract on behalf of their respective Party. 

DEPARTMENT OF STATE HEAL Tit SERVICES 

t1Jruvio. !--ftJJ_ffill_ 
\._ 

Manda Hall, M.D. 
Associate Commissioner 

o·y;;z~ Hem~ s.~ic•• 

Date I 

CITYOFAUmN 

THE FOLLOWING ATTACHMENTS ARE ATTACHED A 
CONTRACT HHSREVlOOOOl079: 

ATTACHMENT A· DATA UsE AGREEMENT 
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TO: 

THRU: 

FROM: 

DATE: 

SUBJECT: 

Austin 
Public 
Health 

PREVENT. PROMOTE , PROTECT. 

MEMORANDUM 

Sarah Hensley, Interim Assistant City Manager 

Stephanie Hayden, Director S\-\ 
Sandra Lackey, Registrar of Vital Records 

January 10, 2019 

lnterlocal Agreement Signature 

We are requesting your signature on the attached lnterlocal Agreement between the 
Department of State Health Services and the City of Austin. 

On 8/23/2018, City Council approved on consent our request to enter into an ILA with the Texas 
Department of State Health Services, Vital Statistics Section (VSS), to allow the Office of Vital 
Records (OVR) to access the VSS database for Issuance of Texas birth certificate abstracts. OVR 
has maintained this access from VSS since 2012 through severaiiLA's and extensions. This 
agreement allows OVR the ability to service customer requests for certified copies of birth 
certificates of individuals born in Texas, but outside the City of Austin. 

Upon approval by City Council, APH Director Stephanie Hayden signed the ILA and it was 
submitted to DSHS for execution. The contract was fullv signed and executed on 8/28/2018, 
with an effective date of 9/1/2018. OVR has been accessing the VSS database and issuing 
certified copies under this new agreement since 9/1/2018. 

When reviewing a request for a DO to provide the mechanism for payment of incurred costs in 
FY 19 under the llA, City Purchasing identified an issue with the signer. Although APH Directors 
have been signing these ILA agreements and extensions since 2013, the correct signatory 
should have been our Assistant City Manager. I contacted the Texas Department of State 
Health Services to request an amendment showing your, Interim ACM Sarah Hensley, as the 
signatory so that we could make that correction on the current document. I have been advised 
by DSHS Legal that they are unable to provide an amendment for this purpose and that they 
consider the contract to be executed In good faith, with services already being provided. 

After providing this information to City Purchasing, they asked that we obtain your signature on 
the signature page along with Director Hayden's. Purchasing will not issue my DO for payment 
of Invoices until this signature is obtained. I am currently holding three invoices to be paid, two 
of which are now overdue. 



ATTACHM£NTA-DATAUSEAGRE~ENT 

DATAUSEAGRE£MENT 
BETWEEHTHE 

TI:XASBEALTH AND DUMAN SERVICES ENTERPRISE 
AND 

CITY OF AUSTIN ("CONTRACTOR") 

this Data Usc Agn:crw:nt ('"DUA") is incolponsted into Syslan Ar,eney CoalrBct No. 
HHSR.EVI00001079 (lhe .. Base Conlmd, between lhc Tc:w Deparunau ofSsate Health Services 
("System Apcy") and City of Auslin ("Contmtor"). 

ARTICLE l.PURfOSE; APPLICABILITY; ORDER OF PRECEDENCE 

ATTACHMENT 1. The purpose of this DUA is lo facilitate =ation, receipt, maint~ 
usc. disclosure or ac:cess to Co.nOdcnlfal lnformatjon with Contractor, and describe 
Contractor's rights and obligations with respect to tbc Confidcntie1 Information and 
abe limited purposes for which &he Contractor may create, receive, maintain. use, disclose or 
have RCCSS to l=onfidenslal Information. tiS CFR 164.S04(e)(l)-(3). This DUA abo 
describes System Agency's remedies fn lhe event of Conlraclor'li noncompliance with 
its obligations under this DUA. Th1s DUA appUes to both Business Associafcs 111d c:ontractoi'S who 
.m: not Busjness Associates who create, receive, maintain. use. disclose or have access 10 Confidemlpl 
Jnfonnation on bchllf of System AJ.ell1:)', its pmpams or clients as described in the Bee Conlnct. 

N. aflhc Eff'cdlvc Daleoflhe Coatnct, if any pmvlsfon of the Due Contract, induding any Gcncnl 
Provisions or Unironn Tams and CcmditioPS, conOiclS with lhis DUA.Ihis DUA conuols. 

ARTICLE 2. DEFINITIONS 

For the pwposc:s of this DUA, caplbUzed, aaderUaed knns bave tbe lllellllnp set fonb Ia the 
roDowiDJ; Heallh ln&w1.Dce Pot1ablllly and AccountabUily Act of ag96, PubUe Lew 104-191 (42 U.S.C. 
§l320d, d seq.) and resulatiom therasnder in 45 CFR PlltS 160 and 164, including all ammimenls, 
regulations and pddanc:c issued thc:lpftcr; The Soc:lal Security Act, includina Section 1137 (42 U.S.C. 
§§ 1320b-7), Title XVI of the Act; 1be Privacy Act of 1974, as amended by lhe Computer Matching and 
Privacy Protection Ad of 1988, S U.S.C. § SS2a and n:auJatlons 111d guidance thereunder; lntcmal Revenue 
Code, Title 26 of the Unib:d Slala Code IIIIi regulations and publlations adopted W1dcr that code, including 
mB Publication 1075i OMB Mcmomndwn 07 .. 18; Texas Business and Commm:e Code: Cb. 521; TClW 
GovanDICIII Code, Ch. 552, and Texas Govemmenl Code §2054.1125. In additioo, the foUowina tenns in 
this DUA are defined as follows: 

"Autbqrlzed Pprpos" means the specifiC purpose or purposes described in the icooe o[Worlc of 
the Base COIIIract for Conlnldar 10 IW6U its C!bliptlons under the Base ConlJact, or Ill)' other pwpose 
expressly autboJRA:d by System Agency in writlns in adVIJJc:e, 

uAutbort.mJ Usu" means a l.m9A: 
(1) Who is authorized to cn::atc. ra:c:ivc, IJIIIiJUin, have aa:as to, process, view, handle, 

examine, interpret. or analyze Confidcmliallnfoanation piU'SlWII to Ibis DUA; 

(l) For whom Conlnctor wanants and repi'I!SCDlS has a demonstrable need to create, reccJ ve, 
maintain, use, disclose or have ac:ccss lo dle Confidmtl•l Jnfoll!llllon; and 

SJ~tem AacneyD•ta Use AlfCCIDcnl V.8.3 HlPM Omai'blasCompJiant April I, 20J5 
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(l) Who has agreed in wri&iaaco be boUDd by the dlsclosurc ud use limitations pcrtatniag lo 
tbe Confidential Jnfonnation as required by this DUA. 

"Coppldeptlal lalonpatlop" means uy c:onununlcation or rcconl {whether m1, written, 
dcctronlcatly stored or lraasmiUcd. or in my other form) provided to or made available to Conli'Ktor or chat 
Conllactor may c:n::ate, rccelvc; IMinlala, ~ disctosc or have access to on behalf of System At,atcy lbll 
cons!sts of or includes any or all of the folio win:: 

(l) Client Information; 

(2) Prolccled Health Information in any fonn mcludin3 without linlitatioa, E1cctroois 
Protected Health IQfOIJDI!Ion or Unsecured Erotected Hgllh Information; 

(3) Smsjtive PmonaJ lnf'ormltlon defined by Teas Business and Commerce Code Ch. 521; 

(4} 

(5) 

(6) 
informacion; 

(7) 

FecieraJ Tp Informallon; 

Pgsooally JdcnUfaabJe lnfomJ!IIon; 

Social Security Administ[Jtfon Dlla. including, whhaut limhltion, Medieaid 

All privileged work product; 

(8) All inf'orm~tion designated as confidenlial under the constitution and laws of the Sllle of 
Texas and of the United States. lncludiaa lbe Tcxu Health cl Safety Code and the Texas Public 
Information Act, Texas Government Code. Chapter SSl. 

"J..mlly AvtbarizFd Bpescp!Jtiye" of the J.ndiyjdqa!. as defined by Tcw law, including as 
provided ln 45 CFR 435.923 (Medicaid); 45 CFR 164.502(11)(1) (HJPM): Tex. Occ. Code§ 151.002(6): 
Tex. H. & s. Code§ 166.164; Estales Code 0\. 7Sl and Texas Pmb. Code§ 3. 

ARTICLE 3,CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATlON 

Sesti!D 3.Ql Obllgatlons of CtmtnfttDr 

Contractor IJR=I that! 

(A) Conlrador will cxcn:isc reasonable care and no less than the same dcgn:c: of care 
Contnc:tor uses to protect lls own confidan&ial, proprietary ud lrade sccn:t information to pcevcat any 
paction of lha Confideotjal lnfonnation liom being used in I DWUlc:r that Is not expressly Ill Aulbodml 
Pumose under this DUA or as Becmire4 by Lew. 4S CFR IU.SDZ(b)(l); 4S CFR IU,$14(11) 

(B) Conlnldor will not, wilhout System Agcaey•s prior written consent, disclose or allow 
access to any portion of the Conftdmtiallnfomptipn to any Em2o or Giber entity, other lbau Aulbqpzed 
Usa Workfon:c or 5ubconlrfdp1J of Contnctor who have COD1plc:ted trainin& jn c:onfidenliaUty, 
priwcy. sccurhy aad 1lu: importance of promptly n:poctiaJ any iDul or Bia£h to Contractor's 
manascmcml. to cany outlhe Aulhorig.d Pumose. or as Reauire4 by Lfw. 

System Aac:acy. at its election. may esist Contractor in balDing and c:ducalian an specific or 
unique Syslem Agency procc:ssc:s. systems or requirmu:ats. Contrador will produce evidence of 
complc:ted tralninJID System Aac:ncY upon rap~cst. 4S CF.R. 1U.308{11)(S)(l): TtxM Httlllllr & Sa/lty 
Col• §111.101 

(C) Contractor will cstlblisb. implement and maintain •ppropriale sanctlo115 •aalnst any 
member of i\S Workforce or SuJJcontlidpr who fhils to comply with this DUA, the Base Conlrlcl or 
applicable Jaw. Conlractor will maintain evidence of saacdons and produce it to System Aaency upon 
request.4S CF.R.JU.J08(11)(1J(IJJ(C): lWJO(•)i IU.4lO(b); l64.5JO(bJ(l) 

Syslem A&~ Data Use Ap=menl V.1.3 HIPMOIIlnibus Caraplianl Apn1 I, lOIS 
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(D) Conlrador wiD not. without prior written appro\111 of System Agency, disclose or pntvide 
ICCC:SS to any ConfukoJit1 lnfonnation on the basis that sucb act is Required by J.aw without DOlifyinJ: 
System Ageacy 10 thllt System Apncy may have lbc: opportunity lo object to the ~losure or access aad 
sec:lc appropriate n:Uef. lC System Aact11:1 objects to such di!closure or access, Concractor wm relilln 
fi'om disclosing or pmvidinsaceess to the Conficlentitl lnfonnatfoo until System AJoncy hes exhausted 
all alternatives forretict 4S CFR 161.S04(e)(l)(ii)(A) 

(E) CoDtnctor wHI aol attempt co re-ldentJfy or further identify Con6clendollnformtllog or 
De·islcntifiecl lnformatioa. or Dllempl to contld any JndjvjdUJis whose records m contained in the 
Confidegtlallnfonnation, except for an Autborimt PyiJHI& without express wriUen authorization liom 
Syatcm AgeQ~:Y or u expressly pc:nnjtted by lhe Base Contract 4S CFR l61.SD2{d)(J)(iJ and (il) 
Contractor wiU not eopJe in prohibited marketlu1 or ulc ofConfidcntiallnfonnatjon. 4S CFR 16tSD1, 
16-I.SOI(II)(J) 11ntl (4); T4U.S H~Dit/1 & Safely CtJd~ C/1. 1Bl.DD2 

(P) Contractor will nol pc:nnit. or enter lnlo any agreement with a Smnti'ICjlor Co, etal~ 
rcr:civ~ mainlaln. usc, dlsctosc. have aca:ss to or lr1nsmit ConOcJentyJ Jnfonnalion. oa behalf of 
Contractor without RCJuirins lhal SulqoJgctor first execute the Fonn Subconcractor Agreement. 
AUtdvnent t. which ensures that the $ubcont!JIC1or wlll comply wllh the identical tenns, conditions. 
safcauarcls aod RSlric:lions as contained in this DUA for PHI and uy other relevant Confickruiat 
InfonDtlion and which permits more strictlimltatlons; and 4S CFR 164.502(t:){l)(l)(il); 164.S04(~)(1}(1) 
and(2) 

(G) Comnctor is directly responsible ror complilnce with. and enfon::ement oft all condklons for 
crcadon, mabttc:naDCet usc, disclosure, trusmission and Destn!crioo of t;onfidenlial Information lllJd the acts 
or omissions of SVbcooJqctors as may be nrasonably aecc:GII)' to preveul unaulhorizcd use. 4S CFR 
1 64.504(-J(S); 41 CFR 4JJ.JOO, d sq. 

(H) If Coutnldor m.inlains I!Hl in a DesiiDiled Record S~ ContJKior will make EHl 
available to System Agency in a Designated Record Set or, as directed by System Agency, provide fiD 
to lhe Jndividua). or keglly AulhoriJed RlmresenJetive or the 1Qdb151ut who is rcquestlug EHl in 
compliance wiUa the requirements of the HJPM PriYJSY ReayJatiqos. Coatraclor will make other 
Con6cJenUal Jn(oiJDIIIIon in Contractor's possession available pwsuant to lhe requirements of .IIIEM or 
other applicable law upon a dcletmlnation af a BrHm of Unsecured PHI as defined ia HJlM. 4S CFR 
164.S24and 164.S04(tt){1)(ii)(E) 

(I) Contractor will make: I!H1 as rcquin:d by HlU,A available to System AI~Y for 
amendment and incorporate any amendments to this information lhal System Agency direcls or agrees to 
pursuant to the HlfM. 4S CFR 1U.5DI(t!)(1)(ii)(E) cmd (F] 

(J) Contractor wlll documcot and JDila: available to System Agency the fill rcquJrc::d to 
ptovide aa:ess, IIR ICCOUnting of disclosures or amendment in compliance wllh lhc requiremeots of the 
HIPM Priyacy Begultllons. IS CFR 164.SfU(c){1)(li)(G) ad JU.SZI 

(K.) If Contractor receives a request far acc=ss, amendment or accounting or fl:ll by any 
Jndlvjdual subjecl to this DUA. it will promplly forward the request to System Aaency; however. if il 
would violate ~ lo forward lhc request, Contractor will promptly notify of lhe mauest and of 
Conlnetor•s response. UnJc:ss Contrl~tor is prolu"bltcd by law ftum forwarding a request. System Agency 
will n:spond to all such RqUCSts. unless System Ageoc:y has given prior wriuen con$Cid for Contractor to 
rcspoad to lAd ICCOUDl ror aU such requests. 4S CFR 164.SD4(~)(l) 

(L) CoolnK:Ior will provid~ and wlll cause ils SUbconl!!ctm end asents 10 provide, to 
System A.cenq periodic written certUicatJons of c:ompUuce with collliOls and provisions relating to 
lnfonnalian privacy, sccwity 1nd brac:b noti6Cillon, including wilhout lbnitattoa Information n:laled to 

Sys~e~~~ AII*Y Data Usc AJRCIDCIIl V.B.l HIPM Omnibus Comptianl April I, 201S 
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datatransfen and the handling and disposal ofCouOckntfal Infonnotism. 45 CFR 164.301; 161.SJD(c); 1 
TACZD1 

(M) Except as otherwise limiled by this DUA, the Base Contract, or Jaw applicable lo the 
Confichmtlal Joformallon, Conlnlclor may usc or disclose J!H) ror lh.: prop~:r ~laad adm&listralfoa 
arContrletoror Ia W1Y oul Canii'ICUir'J lepl rcspoasibWtic:s iC: 45 CFR IU.SDI(~(li)(JJ(I4J 

(I) Disclosure is Remdn:d by Law. provided that Conlractorcomplies wilh Section 3.01(0); 

(2) Contrac:tor obtains reasonable assurances &om the flrmn to whom the Information is 
disclosed lhltlhc Emsm will: 

(a) Maintain the confidcntiaUty of the Conftdcntlallnfonnation in accordance with Ibis DUA; 

(b) Use or fUrther disclose lhc lnrormalion only as Reauiml by Law or for the Authorim;l 
Purpos Cor which it vias disclosed lo the Eamn: and 

(c) Notify Conlractor in accordance with Secllon 4.01 of any ~ or Jkzh of ConlldenlW 
Jnrormauon or whlc:h the J!mQn dlseovm or should have discovered with chc exercise of 
casonablc dillscacc. 4S CFR 1USD4(t)(4)(N)(B) 

(N) Except u othcnvisc limllcd by this DUA, Contrac:tor wiU. if requested by Sy&tem 
Agency, use EHito provide data aagrcgatlon services to System Agcacy, 15 lhat term is defined In the 
HJPM. 4S C.F.R. §164.501 and permiUed by J:111!M. 4S CFR 161.SII4(t)(l)(l)(B) 

(0) Cont~tor wll~ on the termlaallon or expiration of this DUA or the Bil5C Conlracl, al its 
expense, return to S,Yitan Aacnc:y or D§lmy, at S)ISlcm Aaency•s clcetion. and to the c=x~cnt rcuoaably 
feasible and penolss11Jia by law, all Confidential IofonnatJon r=elved tom System Asency or created or 
mabllained by Coatractor or any of Conlnctor's apats or SUbcoOI!"Idors on S~em Asencts bcbalf if 
that data contains CDOftdcnljallnfortnltlQn. Coatraclor will cenl~ ln wriUnato Syslcm Acency that all 
the Confidential Informalfon dill bas been cn:ated, received, maintained, used by or disclosed to 
Contractor, has been Pestmved or returned to System Ascncy, ami tbat Contnctor and ill agcn(l and 
Subc9!!1m:tors ha'lc retaiaed no copies thereof. Notwithstanding lhc forcsotna. Cantnctor aclcnowlcdacs 
and apees that it 1IUI)' not D&tmy any ConDdenUillnfqlDJitJon if federal or 5tale law, or System Agency 
record retention policy or alitlptlon boJd nolice prohibits such Dcslruction. lf such relum or Destruction 
i& oat reasonably feasible, or 1s lmpcnnisl&'blc by law, Contnctor will Immediately notify System Asency 
of the n:asons such mm or Pcstrvction is nat feasible, and apce to atcad Indefinitely the pmcections of 
this DUA lo the Confidcnlial lnf'ormetion and limh its further uses and disclosura to Ibm purposes lhat 
make the raum of the Confidential lnfofJDitlon nol fcua"blc for as long 15 Conlnlctor maintains such 
Confidcntjtl fnfoDJ!Itfon. 45 CFR 161.SD4(t){2)(11)(1) 

(P) Contractor wlU crntc, maintain, usc. disclose, baosmil or ~ Cgofidcnllal 
lnfonnalion In a secure fashion thlt protects aplnst aoy reasonably antkipated thra1s or hazards to the 
security or integrity of such Information or unauthorized USC$. 45 CFR 161.JD6; JU.SJO(c) 

(Q) lf Coatracfor ac:ccsscs, tcansmlts, stores, or maintains Confidential lnfoiJDIIjpn. 
CoAlnK:lor will complcle and retwn to S)'51cm Aacocy at infOSC!SW'itv®hbss;.sJIJe.lx.us the System 
Aaency information ~ecurity and privacy initial fnquby (SPI) at Attaclunenl 2 • The SPJ identifies basic 
privacy ud scauity controls with whJch Contractor must comply to protect System Aacns:y Confidential 
Infonnodon. Conlraclor wiJI comply with periodic liCCurity conuals c:ompllance assessment and 
monlaorill&: by System Agency u RqUired by 5lltc aDd federal law, based on 1he type of Ccmftdential 
lnfonn•lion Contractor crcalel, receM:s. maintalas, uses, discloses or has access lo aad tbc Authorized 
Pwpose and level of risk. Coldrlctot's security controls will be baed on the Natloaal Institute of 
SlaDdanis aad TecbnolOJY (NIS11 Special Publication 800-53. Contractor will updlne its security 
cootrols ISSCSSmenl wbc:ucver there are sipiftcanl changes in security contJOls for System Ascncy 
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Confidenlitl tnrormadon Uld win provide lhe updlted document to System Asency. System Agea~y also 
reserves the right to RqUC&l qpdeles as needed to satisfy state aDd federal monitoring requirements. 45 
CFRJU.JD6 

(R) Contractor wilJ establish, implement and maintain any and all appropriate proc:edwat. 
administrative. phy&ical and technlce1 saCCJUir'dS to presme and main&ain the confidentiality, intepity. 
11nd availability of the Confidemial lnfom.wtion. and wUh respect to fHL IS dc:scn'bed in the HJPM 
Privp and §ecwjty RegyJIJiom. or other applicable lawa or rqulatJons mating to Confjdenlial 
JnrormaJion. to prevent uy unauthorized usc or disclosure or Confidential Jofonnatjoo IS lona as 
Contractor has such Confidential lnfonnatlan ia Its actual or con&tnlc:tivc possession. 4S CFR lU.JOI 
(admln/strtldt~e sqf~paris); 164.310 (pi~YSlcaf .stJf~•ard~; 164.312 (t~danical H.ffiiiiU'ds); 
161.SJO(c)(prlt111q mfq1111rds} 

(S) Contractor wiU designate and ldeiUlfy, subject to System Agency appro¥11, a Em2n or 
Pmons, u Priva~y Official 45 CFR 161.SJD(a)(l) and Information Security Official, each of whom is 
auChorized to act 011 behalf of COilblctor and is responsible for the development and lmplemcntaUoa of 
tbc privacy and RCWity Rquin:mcnts in lhls DUA. Contractor will provide name and cui1'CD1 address, 
pbonc number and e-mail address for such de.stptcd officials to System Agency upon execution of lhis 
DUA aod prior lo any cbanac. 4S CFR IU.JDI(a)(l) 

m Contractor represents 11nd wamnl! that its Au!borimJ Usm each hava a demonstrated 
need to know and have access to ConOclcntial Information solely to the minimum extent nc:ccssuy to 
accomplish the Authorized Purpose pumiiRl to thJs DUA and the Base Contrxt. and further, that each 
has aped in writlaa to be bound by the disclosurD and usc limitations pertalnina to the Confidential 
lnfannaJfon contained in this DUA. 4S CFR 164,502; lf.t.SU(tl) 

(U) Conlrlclor aad its Subcontractors will maintain an updated. complete, ac:cwate and 
awnbe:red list of Au!lwrimJ Usgs, their siptun:s. titles and the date tbey agreed la be bound by tbc 
tams or this DUA. at all limes and supply h to System Ascncy,as directed, upon request. 

M Contractor wiU implement, update as necr:swy, and docwncnt reasonable IUid 
appropriate policies ud procedures for privacy, sa:urity and BJmh of ConfMicmtlallnfomwtign and an 
lacidcnt response plaa for eo isnl or ~ to comply with the privacy, security and breach noUce 
requirements of lhia DUA prior lo conducting work under lhc DUA. 45 CFR 161.301; 164.316; 
164.514(11); 164.SJ0(1)(1) 

(W) Contractor will produce copies or its information security and princy policies and 
procedures and records relating to the use or dl.sclosurc of Con6dcntia1 lnfonnatjon received &om, 
cn=ted by, or received. used or disclosed by Contnactor an behalf of System Aaenqr for S)'lllcm 
Aacn~y's n:view and approval within 30 days of cxecuzioa of this DUA and upon request by System 
Agcnc:y the folJowlna business day or other agreed upon llme hme. 45 CFR 164.308: 164.511(4) 

(X) ConttiCtor will make avaiJabte Ia System Ageocy any Information Syseem Agcnc:y req~ 
lo fill6JI System Agency's obUptJons to provide aca:ss lo, or copies of: PHI in accontance with .I::OEM and 
olhcr applicable laws and regulations rclaling to ConfideAliaJ lnf00111lion. Conlnldor will provide such 
information in a time and IJIII[IDef Rasonably •sr=l upon or es dcsipled by the Seqdary, or other federal 
ar Sllle law, 4S CFR 1U.SOI(•)(2)(1)(/) 

(Y) Contractor wlll oaly conduct secure transmissions of f=ooOdenllaJ Information whether in 
paper, oral or electronic form. A secure traasmission of elcctronlc Confidential lnfonnatlon In IJJDtlon 
includes secure File Tnasfer Protocol (SFTP) or £nm:prion at uappropriatc level 01' otherwise protected 
as requiral by rule, repletion or law. Sntem Apncy Confidential lnfOJJDition at rest requires 
Encryptjoa uaJen lhcn: is adequate adminis&rative, tccbnJcal, and pbyJic:aJ RCUrity, or as olberwise 
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protc:cted as required by ndc, n:aulatlon or Jaw. AU electronic dala transfer and communicldons of 
ConOcknlill lnfonnatioo will be throuah secure systems. Proof or $)'Stem, media or device: JCCUrily or 
Encrypthm must be produced to System A&a~cy no later than 48 hours lifter System Aacacy's written 
request in n:spoasc lo a compli111ce investlpllon, audit or the Discoyery of an B!ml or lkJGb. 
Olherwfse, n:q~led produc:lioa of such proof will be made u agreed upon by the putfc:s. De
idenlJlication of System Aacmcy Confidcnllal Information is a means of security. Wich resp=:t 10 de
Identification oEfHI, •RQR" means de-identified accordia& to HIPM Privacv staadanis and replatory 
guidance. 45 CFR 164.312; 164.531(1) 

(Z) Coa~~actor will comply with lhc fullowiotl laws ud ltlndanis If gppliarbte ID the type of 
Coufliqrtlqlfnf1J17tf911pn tmd Collll'tlclllr's A utfrprird Pnrpog. 

• Title 1, Part 10. Chapter 202. Subcbaplq B. Tc:Jeas Administrative Code; 

• 1ft: Privacy Act orl974; 

• OMB Meaao11ncSUm07·16; 

• The Fedmllnfonnaljon Sgri\y Mt111rmnent Act of2002 (fiSMA); 

• The Health lnsanncc PortabiUty and Accountability Act of 1996 CHreM)u defined in the 
DUA; 

• lntema1 Rcvcaue Ppbljcat!on J 075 - Tax Infonaation Security Guidelines for Fedml, Stale 
and Loca' Agencies: 

• National Institute ofStaodards and Tccbnola&Y (NJST) Special Publication 800.§6 Revision 
1- An lnlrocluctol)' Resource Guido for lmplemcnlinalbe Hcallb lnsuBnc:e Portlbnity and 
AccouniDbiUty Acl (HIPAA) Security Rule; 

• NIST SVecfal PubJicaJions 800-53 l!!d 800-53A - Rc:commended Security Controls for 
Federal Information Systems and OrpniDlions, u cun'Clltly revised; 

• NIST Special Publicasion 8QQ.47 - Sc:curity Guide far lnten:OMeclbag Inf'ormalion 
Technology Systems: 

• NIST Special PubUcalion 800-88, Gujdelines for Media StDitiPljon: 

• NIST Special Publication 800·111, Ouide to Storage of Encryption Tcchnolosfes Cor End 
User Devi=s conlalninl PHli aad 

• ADy other State or Fedc:raJ Jaw, regulation. or adcnlaistntiva ndc relallna to the specific S~tcm 
Agency program an:a lhll Omlrac:tor supports an behalf' of System Aa=cy. 

ARTICLE 4, BREACH NOTICE. REPORTING AND CORRECfiON REQUIREMENTS 

SeetJog 4,01. l.!:sHJ. Dr 1m!!. Nt~llftetdion to Spt~m A1~ncy. 4S CFR 161.40/UU 

(A) Contractor will eoopcme f\111y with System AJcney in Jnvestigaliag, miliptins to the 
alent practicable and issuing noliftcations directed by S~lem Agency. for any~ or B!mb 
ofCont1da1tlalls!fonnatlon to the extcnlllld in the manner determined by System Agency. 

(B) CUI11rlctor'S obUption bqins at lhe Disovm of an Eml1 or i1J:Bm and continues as 
Joq u related activity coallaucs, until all cfl'cds or the Evcut am mitipted to System Agency's 
sllisfactlon (lha "incident response pl:liod•). 45 CFR 161.404 

(C) Breach Notice: 

1. Initial Notice. 
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L For fc:dera1lnformation. includinB without Jimilllion, FcdmJ Tax Jnf'ormtl!pn. SocJal Security 
Admjni&IJJI!on D!la. and Medicaid Qient lnfopn11jon. within lhe fiut. consecultve clock hour 
of Dfseovgy. and far aJI other types of Confidential Infomption not more than 24 hours after 
Djscoyea, or 111 11 tlmqfrllmlothemisellpJJrtJvd 6y Systtm ~gmq In •wltln1. hutlaUy rqJOrt lo 
System Ageacy's Privacy and Securily Officas via email at: priyKy@System 
AletJCYC.slale.tJLU5 1114 to the Svstem Agency djvts!on responsible for tbli DUA; and IRS 
P~tbllealltJn 101S; PriWiq ~ct ttf 1914, rn ammltrl by the Ct~mJJUIU Mllfdalng 11111l Prlwq 
PNt«tltm .t4d of 1911, $ U.S.C. f SSZ11; OMB Mtt~~anrndrtm 01-16 a dtt4 In Sptmr 
llgenqC.CMS Contnzr:ttfor bifDrmtttlon ucltange. 

b. Rcpot1 aU Jnfonnatlon n:asonably available: to ConiJactor about the hl or Jm:Gh of lhe 
privacy or security of Conliclcnliallnfonnation. 45 CFR 164.410 

c. Name; and provide contact information to Sys!r:m Aaency for, ContracCor's single point of 
coDllct wbo will communicate with System Agency both an and off busJDess hours during the 
incident response period. 

2. 4B·HDW' Fonnal Notice. No later tban 48 c:oosec:utivc dock bows after Discovery. or a 
lime: wilhln whJch Diss:omy reasonably should have been made by Coalrlctor of an &!a or 
llmBb of Contidmlfal lnfonnarion. provide fonnal aolification to the Stale; including all 
reasonably available inf01011tion about the imJ1 or Jkam, and Conlraclor'li iDVeiliplion, 
lndudlng without limitation and to the Qtcnt available: For (D) - (m) Ill/ow: 45 CFR 1U.4DIJ. 
414 

a. The date the bl or BI:Bm oc:aurcd; 

b. The date of Contractor's and. If applicable. SubconliJclor's Discovm'i 
c. A brier description or the:~ or Brach: Including bow It occurred and who is n:sponstblc 
(or bypDiheses, If not yet detenmncd): 

d. A brief description ofContntclor's investlptian and the status of the lnvcsttption; 

c. A description of the types and amount of Confid;mitl Infom11Uon Involved; 

f. ldentifiCillon of and number of aU lndjyidUIIs J'CISOnably believed to be affected, including 
rm and lul name of the individual and if applicable lhe, Legllv authgriz.cd mzmenlallye, last 
known address, aae, telephone number, and email address if it is a preferred contact mclhod, to 
the extent known or can be RBSOnably dctennincd by Conlractor at that tJme; 

g. CoDlnc:tor"a Initial risk assessment of the ~ or Brgcb demonstrating whether individual 
or other notices an:_rcquired by applicable law or this DUA for System Agcacy approval, 
includins an aaalysls of whether there is a low probability of c:ampromisc of the ConrldaniaJ 
Inronnatlon or whether any lcpl exc;cptionsto noUficaticn apply; 

b. Connclor's recommendation for System Ageacy's approval as to the steps Individuals or 
Contractor on behalf or Individuals. tbould take to poteet tbe Individuals from potential blml. 
includlog wlthaul limitatioa Contractor's provision of notifications, credit procection, claims 
monftorioJ, and any JPCCific protections for o Leally Authprizc4 Reprgcnlltlve to take 011 
behalf of an Individual with spc:cfal capacity or cii'QimSl&nCeS; 

i. The steps Conlrlctor has taken to mitigate tho harm or potential twm caused (fncludins wflhout 
limitation lhe provision of sufficient resources Ia mill pte): 

j . The steps Conlnlctor has taken. or wnt take, lo prevent or reduce lhe likelihood of ~urrence of 
a similar E!ml or Jm:sh; 
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k. IdentifY, describe or estimate oflhe Pqsons, Wprkfprce. 5ubsontFKtor. or Indjvicfu!ls and any 
law cnf'on:cmcnt lbat may be iovolvcd in the~ or~ 

1. A reasoneble schedule for CoDinctor to provide rcplar updates to the roregoins in the 1\rturc 
for response to the Emil or Dml5lJ, but no less than evcty three (3) business da)'S or as otherwise 
directed by System Apcy, including inform~lion about risk estimations, rcportJa& noti(tcation. 
if any, mitigation, coacclive actJoo. root cause analysis and when auch activities are expected to 
be completed; and 

m. Any n:aooably available, pcrtlnan information, documents or reports related to an Emil or 
Dram that System Ascm:y requests followin; Dj.scoyery. 

Bedloa 4.Ql lntJeStigadtm, Rtspo11se 111111 Millgllfirm. For A.·F btloe11: 45 CFR 1 U.3DI, 310 
1111d 3/Z; 164.SJO 

(A) Contractor will immediately conduct 1 full and complete investtplion, respond to the 
bl or IJ!Gb, coramit neccswy and appropriate staff and resources Ia expedlliously respond, 
and report as Rquired to 1J1d by System Agcacy for incident response pwposes and for purposes 
or System Aaenc:y's compliance with n:port and natlfication requirements, eo the satisfaction of 
System Apcy. 

(B) Coatractor will complete or particlptle lD a risk assessmcct as directed by System 
Aaency following an .Emll or ~ and provide: the final assessment. c:orrcctive actions and 
mitiplions to System Apcy for review and approval. 

(C) Ccmlractor will fully cooperate: with System Agency to respond to inquiries and 
procccdinp by state Bdd federal authorities. Persons and lndMcluals about the b1 or llmh· 
(D) Contractor wlll fully coopmlc with System Asency's efforu to seek approprillc 
iqiunctivc rdic:f or olhenvi:sc prevent or c:wtDll such~ or iiEl, or to recover or protect any 
Conftdc:nrill lnfimMI!on, Including complyfn; with reasonable c:om:cUvc action or measures, as 
specified by S)'ltem Agcacy in a Carrective Acllon Plan if din:cted by System Agency under the 
Base CoDUact. 

SedJop 4.93 Bruch Notljl~:~~don 1o IIHIMduflls 1111d RtpQrting to AutluJrilfu. Ta. Bus. .t 
Comm. Codt: §S2I.OSJ: 45 CFR 16~.40~ (lurvitl~ttds}, 164.406 (Mulll); 161.401 (lluthDrldes) 

(A) System Agency may direct Conb'lctor lD provide l.r:!8b noi.UiCilJon to Individuals, 
regulators or tJdrd.partles, as specified by System Aacncy followiag a Jmim. 
(B) Contractor must obtaln System Agency's prior wriuc:n approval oflbc time, maancr and 
content of any noUfic:aUon to Individuals. rqrulators or dltrd.parties, or any notice requirc:d by 
other stale or fedcralaulhcritles. Notice lettca wUI be ln ConliKtor's name and OD Contractor's 
letterhc:acl, unlas otherwise directed by System Asency, and will contain contact ial'ormatioo, 
l.Dcluding the name and lille of Conlraclor's represc:ntalive. an amall address and a toll-free 
telephaoe number, for lhe Individual to obtaiD additigna) in!armatioiL 

(C) Conlrlctor will provide System Agency with c:opies or distn'buted and approved 
conunuaJc:atlcms. 

(D) Contnctor wlU have the burden of dcmonstratina to the satls&ctlon or System Aaency 
tot •ny aotiDcatlon requin:d by System Asency was timely nwle. If there arc: delays out! Ide of 
Contnlctor's como~ Contnctor will provide written documentalJDO of the reasons Cor the delay. 
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(E) If Sysrem Aacncy dclcptes aalicc rcquircma115 lo Contractor, System AsCQC)' sbal~ in lhe 
lime: and manner reasonably requested by Conlrlclor, cooperate and assist with Contractor's 
information requests ID order to make such notifications 111d n:pons. 

ARTICLE S. SCOPE OF WORK 

Scope ofWorJc means tba services and delivaables to be performed or proyjdcd by Conuactor, or on 
bch.IIC of Canlraclor by its Subc;ontractm or agents for System AfPJCY that are described in deWI iD lbc 
Base CoDllacL The Scope pfWodc, includUis any iUtuM ammdmcniS lbcmo, is Jncorpor.lled by n:f'm:nce in 
this DUAu if set out word-for-wont bema 

ARDCLE 6. GENEJW. PROVISIONS 

Sectlog 6.01 Oe&~nrrshlp ofCanfldendal Injonnatlon 

Contractor aclcnowlalp and ap:cs that lhe Confidentjal lnformaJion is and will mMin the 
property of System Apncy. Cormctor agrees it acquires no title or righls to the Confidential Ju[OI!QIIlfon. 

Sedfpn 6.02 S)'stt!llt Atrnq Comtnltnte~lt 11111 Obi#Jadoru 

System Aaency will not request that Contractor create. malatain. transmit. usc or diKlosc EHI in any 
manner that would nol be permissible under YJJIICiblc law 1C done by S)'3tcm Apcy. 

Sediop W Sptr~~t .4~rnq Right,, lnspullalr 

At any time upon reasonable: notice to Contnctor, or if System Agency dctennlnes !hal Conlnldor 
has violated this DUA. Sysams Aaency. dlredly or thmuah ils aaeat. wUl bavc the right to inspect the 
facUities, systems, books and records ofContrador to monitor compliance with tbls DUA. For pwposcs of 
this cubsa:lion, Sys1c:m Ap!CY's agem(s) include, wilhout timitalion, the Syslan Aaency Office of the 
Inspector General or lbc Office of the Altonu:y GaM:ral of Texas, outside coosull11115 or legal counsel or 
other deslancc. 

Seetin 6.04 Tenn; Te,ln11don t~f DUA; S11rviWII 

This DUA will tale cft'cct wJib the Base Contract, and well tcnniMte upon ti!I'I'Dinatlon of the Bale 
Contnlct ud as &c:t faith hadn. If the Base CODUict is extended or anu:nded, this DUA is updatl!d 
autom~licaUy amcwn:nt with such cxteoslon or amcndrncm. 

(A) System Agency 1111y Immediately terminate this OUA and Base Contncl upon 1 material 
violation of this DUA. 

(B) Termination or Expiration of lhfs DUA will nat relleve Contractor or its obliptlon to 
mum or Destrov the ConfidegUallnfoDJIItjpn as set forth in lhls DUA end to continue to afquard the 
ConfidcptialiQfo[Dllljpo unlU Mb time 115 delennlac:d by System Agency. 

(D) If S)'S1cm Aaency delcnnincs that Conbactor hn Yiolatcd a matcrialacnn of Ibis DUA; 
System Aaency may in its sole dlsctedon: 

I. Ex~ my of its fishts including bul not limited to reports, acc:ess and inspection under 
this DUA or lhc Base Contract; or 

2. Require Contractor to submit to a cona:tive action plan, im:tudioa a plan for monitoring 
and plan for Rpotting, u System Asency may dctc:nnlne necessary lo maintain compliance with 
lblsDUA: or 
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3. Provide Conlnctor with • reasonable period to cure the vfoJatloa as determined by 
System Agency. or 

<4. TcrmiDitC lhc DUA and Base Contrac:l immediately. and seck relief in I coun or 
compelcot jurisdiction in Travis County, Texas. 

Before eun:lsins any of these options, System Aacncy will provide writlen notice to Contnctor 
describing the violation and lhe aelian lt lntc:ads co take. 

(E) If neither tambmtion nor cure is feasible, System A&cncy shall n:pon the violation lo lhe 
~uy. 

(F) Tbe duties of Conlnetor or its SubcontraciDr under this DUA survive the aplrat.ion or 
tannlnal.ioa of this DUA untU an the ConDdeplial lnfOO!JIIion is pestmyed or returned to System 
Aacncy, u required by this DUA. 

§ectJop §,05 Gawtming l.aav, VDJuc 111111 Udtlldon 

(A) The validity, COPSUuction and perf'ormii1Ce of this OUA ad the Jep1 relations among the 
Parties to this DUA wiD be sovcmed by and conslrued in accordance with the laws oflhe Sttlc ofTexu. 

(B) The Parties aan:c thallhe courts ofTravls County, Texas, will be tbc cxclusi\la vc:aue Cor 
any Jitiption, speclal proceed Ina or other proceeding u between the parties that may be brauaftt. or arise 
out or. or In c:aMccUon with. or by reason oflllis DUA. 

Sectfoa §.06 l1firmaive Rt:llef 

(A) Contractor acknowledges ud agrees that System Aacacy may sutTer imparablc ii\Jwy if 
Conlndor or its Subcontractor fails to comply with any of the terms of this DUA whb respect to the 
Om04ential Infornwtjcn or a provision of HlfM or olhcr laws or rquJatJons applicable to Confidential 
lnf9tmttJon. 

(B) Conlnlctor further agrees thal monelary dama~:cs may be inadequate 1o compensate 
System Ascney for Contnctoc's or iu SvbconlrJCto(a faUurc to comply. Accordlnaly, Contractor agrccs 
1hat Sysaem Asency will, in addltioa to any olhcr remedies available to it at Jaw or in equity, be entitled to 
seek injunctive relief without postinsa bond and wilhuut the: necessity o£ demonstrating actull danaaes, 
to enforce the: tenns ofthll DUA. 

Sedjon §,07 /lttlmnljll:lllltm 

To lhe extent pcnnitted by law, Concractor wiU indemnifY, defend aad hold humJa. System Agency and 
ils respective Executiwc Commlsstoner, employees, Svbc:ontrlttors. •&cuts fududing other state qcndes 
IeUng Oil behalf or SY~tem Agmcy) or other members of Its Worlsfprg (CKh or the fon:suins hcnrinaflcr 
rcrcnaS to IS "lndcmaUicd Party'') aplnst all ldUIJ 1011 dilu:tlossa suffered by tho lndemn16ed Party and 
aU UabDity to third parties arisinJ fi'om or in connedion wilh uy breach or this DUA or &om any acts or 
omissions rdaccd to Ibis DUA by Contnlcloror ks employees, din:dors, olftcen, Subconlmto!J. or aaents or 
other mcmba ofils Wodcf'orce. The duty IO indemnify, dcfcud DDd hold luumless is independent of the duly 
to Insure and continues to apply cm:a in the tmmtlnsurance cove~age Rquirat. if any, bJ the DUA or Bac 
Contract is denied, or coverqc rights an: reserved by my Insurance canier. Upon demand. Conlrldor wiU 
rdmbutsc System Aacaey for any 1nd all losses, UabWties. lost paBts, fines, penalties, cosu or c:xpc:nses 
fmcludiaa reasonable abomeys~ fees) wbich may for any reason be imposed upon any Indemnified Party by 
RISOn or any suil. c1a1m, action. prac:eedina or demand by any third party to the c::xlc:d caused by and which 
results liom the Contnactor's &ilurc to meet lilY of its obliptions under this DUA. To lhc extent pcnnitted 
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System Apncy CODincl No.HHSREVIOOOOI079 

by law, CoAbac:tar's obliplion to defend, indemnify ldd bold Mnnless any lndcmn16ed Pany will ~ 
the capbatioD or tcrmiaatiCD Dflh15 DUA. . 

8estian 1.08 htnrrrm« 

(A) Coall'llctor represents IJ1d wamnts that it maintaiDs either self'.lnsurance Of ~ommcrcial 
insurancewidl poUcy limits auMcient to cover any lilbUity arisfna tium any Ids or omissiODS by 
CoDlnlctor or its employees, din:dors, oflic:as, SWeonJmclofl. or agents or Olbcr memben of its WorkfoR:c 
UDder Ibis DUA. Ccmtndor WiUr.UJts that S)'Acm Apoq wiU ba D loss p1yea and bcneftciary for any such 
claims.. 

(B) Coalactor wJil provide System Aacncy with written proof thal required ii\SUIUI:C 
covmgc is in cfl'cct, althD request or system Aaency. 

Sedlop 6.09 Fu:s ami Cctsts 

Except as othawisc spcci6cd in this DUA or the Base Ccma;cc, including bu1 not limited to 
n:quin:mc:nls to insure or indemnify System Asaq, if any leplactloo or olber pnxccdi111: is broupt Cor the 
enforcement of tills DUA. or because of a alleged clispule. contract violation. EsnL.. lkmb. default, 
~ Gr iqjUDCiivc action, in aHUJCCdon wilb Ill)' of the provisions of this DUA. cadi peny wiD 
bear &heir own lepl expemes 81111 the Olher cost~ in that action orpocccdmg. 

Sestioa 6.10 &tirtJyD/thf! Ct~ntrllet 

This O.U. Usc Agreement is iacorpmlal by rcfen:nc:c ialo tbe Base Corllnd and. together witb lhe 
Base Cantnlcl. constitutes the cnlin: ~ betweat the patic:s. No cbanae. waiver, or discbuge of 
obllgatiaas arisina under chose documents will be Yllid ul1lc:a io writiQg and executed by 11m pany opinsa 
whom such cbage. wamr. 01' dbduuae is soupt to bc:enfon:cd. 

SecdO! §,J l .4uttunlllt: .41rtt:ntlman lllfd llttctJirdlldtHI 

Upoa lhe eft'cdivc dllc of any Dmcudment or l!suancc of edditJooal resuJatfans co HJPAA. or any 
other law applicable to Conftdmljal Infomwtjon. Ibis DUA wUI BWOmllllcally be amended so 1hal lhc 
obliptionslmposcd oa System Aacncy or Coolador Rmlin in c:ampllance wllb SJCb ll!qUin:ments. AJrj 
amblgully In this DUA will be resolved ia favor of a meains that permits S)'Stan A.r;:s¥:y and Canlnlc:tor co 
coqJly with EM or lltJ other law applkablc to ConGdcndal Infcumation. 
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ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM 

Syalem AFSSI!Y CONTRACT NUMBER HHSREVIOOOOI079 

The DUA between System Agency and Contractor es1ablfshes the permilled 1111d rcquil1:d uses end 
diRlosures of Cgnfidmti•\ lnfomuttjon by Contractor. 

Contnctor bas subcoatracted with {SUBContnctor) for 
performance: of duties on bdlalf of CONI' ACTOR which are subject to the DUA. SUBCoalrlclor 
aclcnowledgcs. understands and agras 10 be bound by tbe ldcnticaltc:nns and cot1dltlons appUQible to 
Contnclar WJder the DUA. tncorpor1ted by refcn:acc m Ibis Apument. wlth respect lo System Ascncy 
Confide!ltiallnformatfon. CODttllctar IDd SUBCOCIJIIctor 111= that System Agency is n third-party 
beneficWy to JPplicable provisions of the subcontract. 

System Agency has the riahl but not the obUplion to review or approve the terms and conditioos of the 
subcontnlct by Yirtuc of &his SubcaDllac:tor Agreemenl Form. 

CoDlnelor and SUBContractor assure System Agency that any Jk!im or inulas defined by the DUA 
lhat SUBConiJII:tor Dlscoym wW be reported to System A1cncy by Contractor in the tim~:; manm:r and 
content ~a~ulred by the DUA. 

If Contractor kDows or abould have known ia the ~crcise of reasonable dlllaencc: of a pall em of actlvity 
or practice by SUBContractar thai constitutes am~tc:rill brac:h or violation of the DUA or lha 
SUBContractor's obliptions Contractor will: 

1. Take reasonable steps to c:un: the viola lion or ead the 'Viola&ioo, as eppUcabJc; 
2. If tbc steps Gnt unsucceulbl, lcnnloalc tbc conbac\ or lln'lnlemcnl with StmCoalliCCar, if 

reutble; 
3. NotifY S,Y$tcm Aaency immedi.etely Upon n:uoaably dbcoveay orthe pattern or activity or 

pnctice of SUBConiJKtor lhal constitutes a awterial breach or vlolallon of lhe DUA and keep 
System Asency rcasooably and reaularty informed about steps Contractor is taJdoa lo cun: or 
end the vlolalioa or termiaate SUBCONTACTOR's con!racl or IUTaD&emcut. 

This SubcoatrattDr Apumeal Form Is uccwted bJ tile partltt Ia their apacltJa huUcaltd below. 

CONlllACTOR SUBCONTRACTOR 

BY: 

NAME: 

1TTL£: 

DATE 

BY: 

N~~~------------------------

TrrL~·--------------------------
----------~ZO.l . 

DATE:. ____________________________ _ 
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