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CONTRACT BETWEEN THE CITY OF AUSTIN 
AND 

HIGH PERFORMANCE SMARTEBUILDING, LLC DBA SmarteBuilding 
For 

SMARTEBUILDING SOFTWARE SUBSCRIPTION AND SUPPORT SERVICES 
MA 1100 NS200000007 

 
This Contract is made by and between the City of Austin (“City”), a home-rule municipality incorporated by the State 
of Texas, and High Performance Smartebuilding, LLC dba/ SmarteBuilding (“Contractor”), having offices at 109 Las 
Lomas Drive, Austin, TX 78746. 

SECTION 1. GRANT OF AUTHORITY, SERVICES AND DUTIES 

1.1 Engagement of the Contractor. Subject to the general supervision and control of the City and subject to the 
provisions of the Terms and Conditions contained herein, the Contractor is engaged to provide the services set 
forth in Section 2, Scope of Work. 

1.2 Responsibilities of the Contractor. The Contractor shall provide all technical and professional expertise, 
knowledge, management, and other resources required for accomplishing all aspects of the tasks and associated 
activities identified in the Scope of Work. In the event that the need arises for the Contractor to perform services 
beyond those stated in the Scope of Work, the Contractor and the City shall negotiate mutually agreeable terms 
and compensation for completing the additional services.    

1.3 Responsibilities of the City. The City’s Contract Manager will be responsible for exercising general 
oversight of the Contractor’s activities in completing the Scope of Work.  Specifically, the Contract Manager will 
represent the City’s interests in resolving day-to-day issues that may arise during the term of this Contract, shall 
participate regularly in conference calls or meetings for status reporting, shall promptly review any written reports 
submitted by the Contractor, and shall approve all invoices for payment, as appropriate. The City’s Contract 
Manager shall give the Contractor timely feedback on the acceptability of progress and task reports. 

1.4 Designation of Key Personnel. The Contractor’s Contract Manager for this engagement shall be Michael 
Cation, Phone: (512) 565-1419, Email Address: Michael.Cation@SmarteBuilding.com. The City’s Contract 
Manager for the engagement shall be Liz Jambor, Phone: (512) 322-6353, Email Address: 
Elizabeth.Jambor@austinenergy.com. The City and the Contractor resolve to keep the same key personnel 
assigned to this engagement throughout its term. In the event that it becomes necessary for the Contractor to 
replace any key personnel, the replacement will be an individual having equivalent experience and competence in 
executing projects such as the one described herein. Additionally, the Contractor will promptly notify the City 
Contract Manager and obtain approval for the replacement. Such approval shall not be unreasonably withheld. 
 
SECTION 2. SCOPE OF WORK 
 
2.1 Contractor’s Obligations. The Contractor shall fully and timely provide all deliverables described in the 
Scope of Work and in the Contractor’s Offer in strict accordance with the terms, covenants, and conditions of the 
Contract and all applicable Federal, State, and local laws, rules, and regulations. 
 
SECTION 3. COMPENSATION 

3.1 Contract Amount. The Contractor will be paid as indicated herein upon the successful completion of the 
Scope of Work. In consideration for the services to be performed under this Contract, the Contractor shall be paid 
an amount not-to-exceed $1,995,000 including all fees and expenses.  

3.2 Invoices. 

3.2.1 Invoices shall contain a unique invoice number, the purchase order or delivery order number 
and the master agreement number if applicable, the Department’s Name, and the name of the point of 
contact for the Department. Invoices shall be itemized. The Contractor’s name and, if applicable, the tax 
identification number on the invoice must exactly match the information in the Contractor’s registration with 
the City. Unless otherwise instructed in writing, the City may rely on the remittance address specified on the 
Contractor’s invoice. Invoices received without all required information cannot be processed and will be 
returned to the Contractor. Invoices shall be mailed to the below address: 
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 City of Austin 

Department Austin Energy 

Attn: Liz Jambor 

Address 811 Barton Springs Road 

City, State, Zip Code Austin, Texas 78704 

 

3.2.2 Invoices for labor shall include a copy of all time-sheets with trade labor rate and deliverables order 
number clearly identified.  Invoices shall also include a tabulation of work-hours at the appropriate rates and 
grouped by work order number.  Time billed for labor shall be limited to hours actually worked at the work 
site. 

3.2.3 Unless otherwise expressly authorized in the Contract, the Contractor shall pass through all 
Subcontract and other authorized expenses at actual cost without markup. 

3.2.4 Federal excise taxes, State taxes, or City sales taxes must not be included in the invoiced amount.  
The City will furnish a tax exemption certificate upon request. 

3.3 Payment. 

3.3.1 All proper invoices received by the City will be paid within thirty (30) calendar days of the City’s receipt 
of the deliverables or of the invoice, whichever is later. 

3.3.2 If payment is not timely made, (per this paragraph), interest shall accrue on the unpaid balance 
at the lesser of the rate specified in Texas Government Code Section 2251.025 or the maximum lawful 
rate; except, if payment is not timely made for a reason for which the City may withhold payment 
hereunder, interest shall not accrue until ten (10) calendar days after the grounds for withholding 
payment have been resolved. 

3.3.3 The City may withhold or off set the entire payment or part of any payment otherwise due the 
Contractor to such extent as may be necessary on account of: 

3.3.3.1 delivery of defective or non-conforming deliverables by the Contractor; 

3.3.3.2 third party claims, which are not covered by the insurance which the Contractor is required 
to provide, are filed or reasonable evidence indicating probable filing of such claims; 

3.3.3.3 failure of the Contractor to pay Subcontractors, or for labor, materials or equipment;  

3.3.3.4 damage to the property of the City or the City’s agents, employees or contractors, which is 
not covered by insurance required to be provided by the Contractor; 

3.3.3.5 reasonable evidence that the Contractor’s obligations will not be completed within the time 
specified in the Contract, and that the unpaid balance would not be adequate to cover actual or 
liquidated damages for the anticipated delay; 

3.3.3.6 failure of the Contractor to submit proper invoices with all required attachments and 
supporting documentation; or 

3.3.3.7 failure of the Contractor to comply with any material provision of the Contract Documents. 

3.3.4 Notice is hereby given of Article VIII, Section 1 of the Austin City Charter which prohibits the payment 
of any money to any person, firm or corporation who is in arrears to the City for taxes, and of §2-8-3 of the 
Austin City Code concerning the right of the City to offset indebtedness owed the City. 

3.3.5 Payment will be made by check unless the parties mutually agree to payment by credit card or 
electronic transfer of funds.  The Contractor agrees that there shall be no additional charges, surcharges, or 
penalties to the City for payments made by credit card or electronic transfer of funds. 

3.4 Non-Appropriation. The awarding or continuation of this Contract is dependent upon the availability of 
funding. The City’s payment obligations are payable only and solely from funds Appropriated and available for this 
Contract. The absence of Appropriated or other lawfully available funds shall render the Contract null and void to 
the extent funds are not Appropriated or available and any deliverables delivered but unpaid shall be returned to 
the Contractor. The City shall provide the Contractor written notice of the failure of the City to make an adequate 
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Appropriation for any fiscal year to pay the amounts due under the Contract, or the reduction of any Appropriation 
to an amount insufficient to permit the City to pay its obligations under the Contract. In the event of non or inadequate 
appropriation of funds, there will be no penalty nor removal fees charged to the City. 

3.5 Reimbursable Expenses. Expenses incurred directly in support of completing the work set forth in this 
Contract are reimbursable to the Contractor within the Contract amount. 

3.5.1 Administrative. The Contractor will be reimbursed for selected administrative expenses incurred 
directly in support of executing this Contract. Reimbursable administrative expenses include actual charges 
for long distance telephone calls, facsimile transmissions, reproduction, printing and binding, postage, 
express delivery and report processing. 

3.5.2 Travel Expenses. All travel, lodging, and per diem expenses in connection with the Contract for 
which reimbursement may be claimed by the Contractor under the terms of the Contract will be reviewed 
against the City’s Travel Policy and the current United States General Services Administration Domestic 
Per Diem Rates (the “Rates”) as published and maintained on the Internet at:   

http://www.gsa.gov/portal/category/21287 

No amounts in excess of the Travel Policy or Rates shall be paid.  All invoices must be accompanied by 
copies of itemized receipts (e.g. hotel bills, airline tickets).  No reimbursement will be made for expenses 
not actually incurred.  Airline fares in excess of coach or economy will not be reimbursed.  Mileage charges 
may not exceed the amount permitted as a deduction in any year under the Internal Revenue Code or 
Regulation. 

3.6 Final Payment and Close-Out. 

3.6.1 The making and acceptance of final payment will constitute: 

3.6.1.1 a waiver of all claims by the City against the Contractor, except claims (1) which have been 
previously asserted in writing and not yet settled, (2) arising from defective work appearing after final 
inspection, (3) arising from failure of the Contractor to comply with the Contract or the terms of any 
warranty specified herein, (4) arising from the Contractor’s continuing obligations under the Contract, 
including but not limited to indemnity and warranty obligations, or (5) arising under the City’s right to 
audit; and 

3.6.1.2 a waiver of all claims by the Contractor against the City other than those previously 
asserted in writing and not yet settled. 

SECTION 4. TERM AND TERMINATION 

4.1 Term of Contract. The Contract will be in effect for an initial term of 60 months. 

4.1.1 Upon expiration of the initial term or any period of extension, the Contractor agrees to hold over under 
the terms and conditions of this Contract for such a period of time as is reasonably necessary for the City to 
re-solicit and/or complete the deliverables due under this Contract (not exceed 120 calendar days unless 
mutually agreed on in writing).   

4.2 Right To Assurance. Whenever one party to the Contract in good faith has reason to question the other 
party’s intent to perform, demand may be made to the other party for written assurance of the intent to perform. In 
the event that no assurance is given within the time specified after demand is made, the demanding party may treat 
this failure as an anticipatory repudiation of the Contract. 

4.3 Default. The Contractor shall be in default under the Contract if the Contractor (a) fails to fully, timely and 
faithfully perform any of its material obligations under the Contract, (b) fails to provide adequate assurance of 
performance under the “Right to Assurance paragraph herein, (c) becomes insolvent or seeks relief under the 
bankruptcy laws of the United States or (d) makes a material misrepresentation in Contractor’s Offer, or in any 
report or deliverable required to be submitted by Contractor to the City. 

4.4 Termination for Cause. In the event of a material default by the Contractor, the City shall have the right to 
terminate the Contract for cause, by written notice effective thirty (30) business days after the date of such notice, 
unless the Contractor, within such thirty (30) day period, cures such default, or provides evidence sufficient to prove 
to the City's reasonable satisfaction that such default does not, in fact, exist. In addition to any other remedy available 
under law or in equity, the City shall be entitled to recover all actual damages, costs, losses and expenses, incurred 
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by the City as a result of the Contractor's default, including, without limitation, reasonable attorneys' fees, court costs, 
and prejudgment and post-judgment interest at the maximum lawful rate. If the termination of this Contract results 
from a breach of any material obligation of Contractor hereunder, no further payment shall be due by the City from 
the effective date of termination. Upon termination of this Contract by the City due to Contractor's breach, provided 
the City has paid Contractor all license fees due and owing for its then current use of the Software, the City shall 
have the right to continue to use the Software. Finally, in the event of a default by the Contractor, the City may 
remove the Contractor from the City's vendor list for three (3) years and any Offer submitted by the Contractor may 
be disqualified for up to three (3) years. All rights and remedies under the Contract are cumulative and are not 
exclusive of any other right or remedy provided by law. 
 

Contractor actions that may be considered a material default include, but are not limited to: 
 

4.4.1  Withdrawal or announcing an intention to withdraw from the marketplace for work of the type 
called for under the Contract. Contractor shall notify Purchaser in writing within five (5) calendar days of its 
intention to withdraw from the marketplace. 
 
4.4.2 Refusing or neglecting to supply sufficient engineers, programmers, and other skilled personnel; 
acceptable materials of specified quantity; or equipment necessary to perform the Work hereunder. 

 
4.4.3 Failing in any respect to prosecute any portion of the Work hereunder with promptness, diligence, 
or in accordance with all of the provisions set forth herein. Contractor shall notify Purchaser in writing within 
five (5) calendar days of its failure to prosecute any portion of the Work. 

 
4.5 Termination Without Cause. The City shall have the right to terminate the Contract, in whole or in part, 
without cause any time upon thirty (30) calendar days prior written notice. Upon receipt of a notice of termination, 
the Contractor shall promptly cease all further work pursuant to the Contract, with such exceptions, if any, specified 
in the notice of termination. The City shall pay the Contractor, to the extent of funds Appropriated or otherwise 
legally available for such purposes, for all goods delivered and services performed and obligations incurred prior to 
the date of termination in accordance with the terms hereof. 
 
4.6 Fraud. Fraudulent statements by the Contractor on any Offer or in any report or deliverable required to be 
submitted by the Contractor to the City shall be grounds for the termination of the Contract for cause by the City 
and may result in legal action. 
 
SECTION 5. OTHER DELIVERABLES 
 
5.1 Insurance: The following insurance requirements apply.   

 
5.1.1 General Requirements. 
 

5.1.1.1 The Contractor shall at a minimum carry insurance in the types and amounts indicated 
herein for the duration of the Contract and during any warranty period. 
 
5.1.1.2 The Contractor shall provide a Certificate of Insurance as verification of coverages required 
below to the City at the below address prior to Contract execution and within fourteen (14) calendar 
days after written request from the City. 
 
5.1.1.3 The Contractor must also forward a Certificate of Insurance to the City whenever a 
previously identified policy period has expired, or an extension option or holdover period is exercised, 
as verification of continuing coverage. 
 
5.1.1.4 The Contractor shall not commence work until the required insurance is obtained and has 
been reviewed by City.  Approval of insurance by the City shall not relieve or decrease the liability of 
the Contractor hereunder and shall not be construed to be a limitation of liability on the part of the 
Contractor. 
 
5.1.1.5 The City may request that the Contractor submit certificates of insurance to the City for all 
subcontractors prior to the subcontractors commencing work on the project. 
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5.1.1.6 The Contractor’s and all subcontractors’ insurance coverage shall be written by companies 
licensed to do business in the State of Texas at the time the policies are issued and shall be written 
by companies with A.M. Best ratings of B+VII or better.  

 
5.1.1.7 All endorsements naming the City as additional insured, waivers, and notices of 
cancellation endorsements as well as the Certificate of Insurance shall be mailed to the following 
address: 

 
City of Austin Purchasing Office 
P. O. Box 1088 
Austin, Texas 78767 
 
OR 
 
PURInsuranceCompliance@austintexas.gov  

 
5.1.1.8 The “other” insurance clause shall not apply to the City where the City is an additional 
insured shown on any policy. It is intended that policies required in the Contract, covering both the 
City and the Contractor, shall be considered primary coverage as applicable. 
 
5.1.1.9 If insurance policies are not written for amounts specified in Paragraph 5.1.2, Specific 
Coverage Requirements, the Contractor shall carry Umbrella or Excess Liability Insurance for any 
differences in amounts specified. If Excess Liability Insurance is provided, it shall follow the form of 
the primary coverage. 
 
5.1.1.10 The City shall be entitled, upon request, at an agreed upon location, and without expense, 
to review certified copies of policies and endorsements thereto and may make any reasonable 
requests for deletion or revision or modification of particular policy terms, conditions, limitations, or 
exclusions except where policy provisions are established by law or regulations binding upon either 
of the parties hereto or the underwriter on any such policies. 
 
5.1.1.11 The City reserves the right to review the insurance requirements set forth during the 
effective period of the Contract and to make reasonable adjustments to insurance coverage, limits, 
and exclusions when deemed necessary and prudent by the City based upon changes in statutory 
law, court decisions, the claims history of the industry or financial condition of the insurance company 
as well as the Contractor. 
 
5.1.1.12 The Contractor shall not cause any insurance to be canceled nor permit any insurance to 
lapse during the term of the Contract or as required in the Contract. 
 
5.1.1.13 The Contractor shall be responsible for premiums, deductibles and self-insured retentions, 
if any, stated in policies. All deductibles or self-insured retentions shall be disclosed on the Certificate 
of Insurance. 
 
5.1.1.14 The Contractor shall endeavor to provide the City thirty (30) calendar days written notice 
of erosion of the aggregate limits below occurrence limits for all applicable coverages indicated within 
the Contract. 
 

5.1.2 Specific Coverage Requirements. The Contractor shall at a minimum carry insurance in the types 
and amounts indicated below for the duration of the Contract, including extension options and hold over 
periods, and during any warranty period. These insurance coverages are required minimums and are not 
intended to limit the responsibility or liability of the Contractor. 
 

5.1.2.1 Commercial General Liability Insurance. The minimum bodily injury and property 
damage per occurrence are $1,000,000 for coverages A (Bodily Injury and Property Damage) and B 
(Personal and Advertising Injuries). The policy shall contain the following provisions and 
endorsements. 
 

5.1.2.1.1 Contractual liability coverage for liability assumed under the Contract and all 
other Contracts related to the project. 
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5.1.2.1.2 Contractor/Subcontracted Work. 
 
5.1.2.1.3 Products/Completed Operations Liability for the duration of the warranty 
period. 
 
5.1.2.1.4 Waiver of Subrogation, Endorsement CG 2404, or equivalent coverage. 
 
5.1.2.1.5 Thirty (30) calendar days Notice of Cancellation, Endorsement CG 0205, or 
equivalent coverage. 
 
5.1.2.1.6 The City of Austin listed as an additional insured, Endorsement CG 2010, or 
equivalent coverage. 

 
5.1.2.2 Business Automobile Liability Insurance. The Contractor shall provide coverage for all 
owned, non-owned and hired vehicles with a minimum combined single limit of $1,000,000 per 
occurrence for bodily injury and property damage. The policy shall contain the following 
endorsements: 
 

5.1.2.2.1 Waiver of Subrogation, Endorsement CA0444, or equivalent coverage. 
 
5.1.2.2.2 Thirty (30) calendar days Notice of Cancellation, Endorsement CA0244, or 
equivalent coverage. 
 
5.1.2.2.3 The City of Austin listed as an additional insured, Endorsement CA2048, or 
equivalent coverage. 

 
5.1.2.3 Worker's Compensation and Employers’ Liability Insurance. Coverage shall be 
consistent with statutory benefits outlined in the Texas Worker’s Compensation Act (Section 401).  
The minimum policy limits for Employer’s Liability are $1,000,000 bodily injury each accident, 
$1,000,000 bodily injury by disease policy limit and $1,000,000 bodily injury by disease each 
employee.  The policy shall contain the following provisions and endorsements: 
 

5.1.2.3.1 The Contractor’s policy shall apply to the State of Texas. 
 
5.1.2.3.2 Waiver of Subrogation, Form WC420304, or equivalent coverage. 
 
5.1.2.3.3 Thirty (30) calendar days Notice of Cancellation, Form WC420601, or 
equivalent coverage. 

 
5.1.2.4 Professional Liability Insurance. The Contractor shall provide coverage, at a minimum 
limit of $1,000,000 per claim, to pay on behalf of the assured all sums which the assured shall become 
legally obligated to pay as damages by reason of any negligent act, error, or omission arising out of 
the performance of professional services under this Agreement. 
 
If coverage is written on a claims-made basis, the retroactive data shall be prior to or coincident with 
the date of the Contract and the certificate of insurance shall state that the coverage is claims-made 
and indicate the retroactive date.  This coverage shall be continuous and will be provided for 24 
months following the completion of the contract.  

 
5.1.2.5 Cyber Liability Insurance. coverage of not less than $1,000,000 each claim and annual 
aggregate providing coverage for claims arising from (1) breach of network security, (2) alteration, 
corruption, destruction or deletion of information stored or processed on a computer system, (3) 
invasion of privacy, including identity theft and unauthorized transmission or publication of personal 
information, (4) unauthorized access and use of computer systems, including hackers (5) the 
transmission of malicious code, (6) website content, including claims of libel, slander, trade libel, 
defamation, infringement of copyright, trademark and trade dress and invasion of privacy and (7) 
Contractors acts, errors and omissions in delivering or failing to deliver its professional services. 

 
5.1.2.6 Endorsements. The specific insurance coverage endorsements specified above, or their 
equivalents must be provided.  In the event that endorsements, which are the equivalent of the 
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required coverage, are proposed to be substituted for the required coverage, copies of the equivalent 
endorsements must be provided for the City’s review and approval. 

 
5.2 Equal Opportunity. 
 

5.2.1 Equal Employment Opportunity. No Contractor, or Contractor’s agent, shall engage in any 
discriminatory employment practice as defined in Chapter 5-4 of the City Code. No Offer submitted to the City 
shall be considered, nor any Purchase Order issued, or any Contract awarded by the City unless the Offeror 
has executed and filed with the City Purchasing Office a current Non-Discrimination Certification. Non-
compliance with Chapter 5-4 of the City Code may result in sanctions, including termination of the contract 
and the Contractor’s suspension or debarment from participation on future City contracts until deemed 
compliant with Chapter 5-4.    
 
5.2.2 Americans With Disabilities Act (ADA) Compliance. No Contractor, or Contractor’s agent, shall 
engage in any discriminatory practice against individuals with disabilities as defined in the ADA, including but 
not limited to: employment, accessibility to goods and services, reasonable accommodations, and effective 
communications. 
 

5.3 Interested Parties Disclosure. As a condition to entering the Contract, the Business Entity constituting 
the Offeror must provide the following disclosure of Interested Parties to the City prior to the award of a contract 
with the City on Form 1295 “Certificate of Interested Parties” as prescribed by the Texas Ethics Commission for any 
contract award requiring council authorization. The Certificate of Interested Parties Form must be completed on the 
Texas Ethics Commission website, printed, and signed by the authorized agent of the Business Entity with 
acknowledgment that disclosure is made under oath and under penalty of perjury. The City will submit the 
“Certificate of Interested Parties” to the Texas Ethics Commission within 30 days of receipt from the Offeror.  Link 
to Texas Ethics Commission Form 1295 process and procedures below:  
 
https://www.ethics.state.tx.us/File/ 
 
5.4 Acceptance of Incomplete or Non-Conforming Deliverables. If, instead of requiring immediate correction 
or removal and replacement of defective or non-conforming deliverables, the City prefers to accept it, the City may 
do so. The Contractor shall pay all claims, costs, losses and damages attributable to the City’s evaluation of and 
determination to accept such defective or non-conforming deliverables. If any such acceptance occurs prior to final 
payment, the City may deduct such amounts as are necessary to compensate the City for the diminished value of 
the defective or non-conforming deliverables. If the acceptance occurs after final payment, such amount will be 
refunded to the City by the Contractor. 
 
5.5 Delays.  
 

5.5.1 The City may delay scheduled delivery or other due dates by written notice to the Contractor if the 
City deems it is in its best interest. If such delay causes an increase in the cost of the work under the 
Contract, the City and the Contractor shall negotiate an equitable adjustment for costs incurred by the 
Contractor in the Contract price and execute an amendment to the Contract. The Contractor must assert its 
right to an adjustment within thirty (30) calendar days from the date of receipt of the notice of delay. Failure 
to agree on any adjusted price shall be handled under the Dispute Resolution process specified herein. 
However, nothing in this provision shall excuse the Contractor from delaying the delivery as notified. 

 
5.5.2 Neither party shall be liable for any default or delay in the performance of its obligations under this 
Contract if, while and to the extent such default or delay is caused by acts of God, fire, riots, civil commotion, 
labor disruptions, sabotage, sovereign conduct, or any other cause beyond the reasonable control of such 
Party. In the event of default or delay in Contract performance due to any of the foregoing causes, then the 
time for completion of the services will be extended; provided, however, in such an event, a conference will 
be held within three (3) business days to establish a mutually agreeable period of time reasonably necessary 
to overcome the effect of such failure to perform.  

 
5.6 Ownership And Use Of Deliverables. The City shall own all rights, titles, and interests throughout the world 
in and to the deliverables. 
 

5.6.1 Patents. As to any patentable subject matter contained in the deliverables, the Contractor agrees 
to disclose such patentable subject matter to the City. Further, if requested by the City, the Contractor agrees 
to assign and, if necessary, cause each of its employees to assign the entire right, title, and interest to 
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specific inventions under such patentable subject matter to the City and to execute, acknowledge, and 
deliver and, if necessary, cause each of its employees to execute, acknowledge, and deliver an assignment 
of letters patent, in a form to be reasonably approved by the City, to the City upon request by the City. 

 
5.6.2 Copyrights. As to any deliverables containing copyrightable subject matter, the Contractor agrees 
that upon their creation, such deliverables shall be considered as work made-for-hire by the Contractor for 
the City and the City shall own all copyrights in and to such deliverables, provided however, that nothing in 
this paragraph shall negate the City’s sole or joint ownership of any such deliverables arising by virtue of the 
City’s sole or joint authorship of such deliverables. Should by operation of law, such deliverables not be 
considered works made-for-hire, the Contractor hereby assigns to the City (and agrees to cause each of its 
employees providing services to the City hereunder to execute, acknowledge, and deliver an assignment to 
the City of) all worldwide right, title, and interest in and to such deliverables.  With respect to such work 
made-for-hire, the Contractor agrees to execute, acknowledge, and deliver and cause each of its employees 
providing services to the City hereunder to execute, acknowledge, and deliver a work-made-for-hire 
agreement, in a form to be reasonably approved by the City, to the City upon delivery of such deliverables 
to the City or at such other time as the City may request. 

 
5.6.3 Additional Assignments. The Contractor further agrees to, and if applicable, cause each of its 
employees to, execute, acknowledge, and deliver all applications, specifications, oaths, assignments, and 
all other instruments which the City might reasonably deem necessary in order to apply for and obtain 
copyright protection, mask work registration, trademark registration and/or protection, letters patent, or any 
similar rights in any and all countries and in order to assign and convey to the City, its successors, assigns 
and nominees, the sole and exclusive right, title, and interest in and to the deliverables. The Contractor’s 
obligation to execute, acknowledge, and deliver (or cause to be executed, acknowledged, and delivered) 
instruments or papers such as those described in this paragraph shall continue after the termination of this 
Contract with respect to such deliverables. In the event the City should not seek to obtain copyright 
protection, mask work registration or patent protection for any of the deliverables, but should desire to keep 
the same secret, the Contractor agrees to treat the same as Confidential Information under the terms herein. 

 
5.7 Rights to Proposal and Contractual Material. All material submitted by the Contractor to the City shall 
become property of the City upon receipt. Any portions of such material claimed by the Contractor to be proprietary 
must be clearly marked as such. Determination of the public nature of the material is subject to the Texas Public 
Information Act, Chapter 552, Texas Government Code. 
 

5.7.1 Documentation Reproduction. City reserves the right, subject to any software subscription 
restrictions, to reproduce any and all documentation received from Contractor under the Agreement, for 
Purchaser's use in connection with the work, notwithstanding any notice to the contrary appearing on the 
documentation. 

 
5.8 Publications. All published material and written reports submitted under the Contract must be originally 
developed material unless otherwise specifically provided in the Contract. When material not originally developed 
is included in a report in any form, the source shall be identified. 
 
SECTION 6. WARRANTIES 
 
6.1 Warranty – Price. 
 

6.1.1 The Contractor warrants the prices quoted in the Offer are no higher than the Contractor's current 
prices on orders by others for like deliverables under similar terms of purchase. 
 
6.1.2 The Contractor certifies that the prices in the Offer have been arrived at independently without 
consultation, communication, or agreement for the purpose of restricting competition, as to any matter relating 
to such fees with any other firm or with any competitor. 
 
6.1.3 In addition to any other remedy available, the City may deduct from any amounts owed to the 
Contractor, or otherwise recover, any amounts paid for items in excess of the Contractor's current prices on 
orders by others for like deliverables under similar terms of purchase. 

 
6.2 Warranty – Services. The Contractor warrants and represents that all services to be provided to the City 
under the Contract will be fully and timely performed in a good and workmanlike manner in accordance with, the 
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terms, conditions, and covenants of the Contract, and all applicable Federal, State and local laws, rules or 
regulations. 
 

6.2.1 The Contractor may not limit, exclude or disclaim the foregoing warranty or any warranty implied by 
law, and any attempt to do so shall be without force or effect. 
 
6.2.2 Unless otherwise specified in the Contract, the warranty period shall be at least one year from the 
acceptance date. If during the warranty period, one or more of the warranties are breached, the Contractor 
shall promptly upon receipt of demand perform the services again in accordance with above standard at no 
additional cost to the City. All costs incidental to such additional performance shall be borne by the Contractor. 
The City shall endeavor to give the Contractor written notice of the breach of warranty within thirty (30) 
calendar days of discovery of the breach of warranty, but failure to give timely notice shall not impair the City’s 
rights under this section. 
 
6.2.3 If the Contractor is unable or unwilling to perform its services in accordance with the above standard 
as required by the City, then in addition to any other available remedy, the City may reduce the amount of 
services it may be required to purchase under the Contract from the Contractor, and purchase conforming 
services from other sources. In such event, the Contractor shall pay to the City upon demand the increased 
cost, if any, incurred by the City to procure such services from another source. 

 
SECTION 7. MISCELLANEOUS 
 
7.1 Place and Condition of Work. The City shall provide the Contractor access to the sites where the Contractor 
is to perform the services as required in order for the Contractor to perform the services in a timely and efficient 
manner in accordance with and subject to the applicable security laws, rules, and regulations. The Contractor 
acknowledges that it has satisfied itself as to the nature of the City’s service requirements and specifications, the 
location and essential characteristics of the work sites, the quality and quantity of materials, equipment, labor and 
facilities necessary to perform the services, and any other condition or state of fact which could in any way affect 
performance of the Contractor’s obligations under the Contract. The Contractor hereby releases and holds the City 
harmless from and against any liability or claim for damages of any kind or nature if the actual site or service 
conditions differ from expected conditions. 
 
7.2 Workforce. 
 

7.2.1 The Contractor shall employ only orderly and competent workers, skilled in the performance of the 
services which they will perform under the Contract. 
 
7.2.2 The Contractor, its employees, subcontractors, and subcontractor's employees may not while 
engaged in participating or responding to a solicitation or while in the course and scope of delivering goods 
or services under a City of Austin contract or on the City's property: 

 
7.2.2.1 use or possess a firearm, including a concealed handgun that is licensed under state law, 
except as required by the terms of the Contract; and 
 
7.2.2.2 use or possess alcoholic or other intoxicating beverages, illegal drugs or controlled 
substances, nor may such workers be intoxicated, or under the influence of alcohol or drugs, on the 
job. 

 
7.2.3 If the City or the City's representative notifies the Contractor that any worker is incompetent, 
disorderly or disobedient, has knowingly or repeatedly violated safety regulations, has possessed any 
firearms, or has possessed or was under the influence of alcohol or drugs on the job, the Contractor shall 
immediately remove such worker from Contract services, and may not employ such worker again on Contract 
services without the City's prior written consent. 

 
7.3 Workforce Security Clearance and Identification (ID): 

 
7.3.1 Contractors are required to obtain a certified criminal background report with fingerprinting (referred 
to as the “report”) for all persons performing on the contract, including all Contractor, Subcontractor, and 
Supplier personnel (for convenience referred to as “Contractor’s personnel”). 
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7.3.2 The report may be obtained by reporting to one of the below governmental entities, submitting to 
fingerprinting and requesting the report [requestors may anticipate a two-week delay for State reports and up 
to a four to six-week delay for receipt of a Federal report.]. 

 
7.3.2.1 Texas Department of Public Safety for any person currently residing in the State of Texas 
and having a valid Texas driver’s license or photo ID card;  
 
7.3.2.2 The appropriate governmental agency from either the U.S. state or foreign nation in which 
the person resides and holds either a valid U.S. state-issued or foreign national driver’s license or 
photo ID card; or  

 
7.3.2.3 A Federal Agency. A current Federal security clearance obtained from and certified by a 
Federal agency may be substituted. 

 
7.3.3 Contractor shall obtain the reports at least 30 days prior to any onsite work commencement. 
Contractor also shall attach to each report the project name, Contractor’s personnel name(s), current 
address(es), and a copy of the U.S. state-issued or foreign national driver’s license or photo ID card. 

 
7.3.4 Contractor shall provide the City a Certified Criminal Background Report affirming that Contractor 
has conducted required security screening of Contractor’s personnel to determine those appropriate for 
execution of the work and for presence on the City’s property. A list of all Contractor Personnel requiring 
access to the City’s site shall be attached to the affidavit. 

 
7.3.5 Upon receipt by the City of Contractor’s affidavit described in (D) above and the list of the Contractor’s 
personnel, the City will provide each of Contractor’s personnel a contractor ID badge that is required for 
access to City property that shall be worn at all times by Contractor’s personnel during the execution of the 
work. 

 
7.3.6 The City reserves the right to deny an ID badge to any Contractor personnel for reasonable cause, 
including failure of a Criminal History background check. The City will notify the Contractor of any such denial 
no more than twenty (20) days after receipt of the Contractor’s reports. Where denial of access by a particular 
person may cause the Contractor to be unable to perform any portion of the work of the contract, the 
Contractor shall so notify the City’s Contract Manager, in writing, within ten (10) calendar days of the receipt 
of notification of denial. 

 
7.3.7 Contractor’s personnel will be required to wear the ID badge at all times while on the work site.  
Failure to wear or produce the ID badge may be cause for removal of an individual from the work site, without 
regard to Contractor’s schedule. Lost ID badges shall be reported to the City’s Contract Manager. Contractor 
shall reimburse the City for all costs incurred in providing additional ID badges to Contractor Personnel. 

 
7.3.8 ID badges to enter and/or work on the City property may be revoked by the City at any time. ID 
badges must be returned to the City at the time of project completion and acceptance or upon removal of an 
individual from the work site. 

 
7.3.9 Contractor is not required to obtain reports for delivery personnel, including but not limited to FedEx, 
UPS, Roadway, or other materials delivery persons, however all delivery personnel must present 
company/employer-issued photo ID and be accompanied by at least one of Contractor’s personnel at all times 
while at the work site. 

 
7.3.10 The Contractor shall retain the reports and make them available for audit by the City during regular 
business hours (reference paragraph 17 in Section 0300, entitled Right to Audit). 

 
7.4 Compliance with Health, Safety, and Environmental Regulations. The Contractor, its Subcontractors, 
and their respective employees, shall comply fully with all applicable federal, state, and local health, safety, and 
environmental laws, ordinances, rules and regulations in the performance of the services, including but not limited 
to those promulgated by the City and by the Occupational Safety and Health Administration (OSHA). In case of 
conflict, the most stringent safety requirement shall govern. The Contractor shall indemnify and hold the City 
harmless from and against all claims, demands, suits, actions, judgments, fines, penalties and liability of every kind 
arising from the breach of the Contractor’s obligations under this paragraph. 
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7.9.2.1 Contractor is subject to City Code chapter 2-11 (Records Management), and as it may 
subsequently be amended. For purposes of this subsection, a Record means all books, accounts, 
reports, files, and other data recorded or created by a Contractor in fulfillment of the Contract whether 
in digital or physical format, except a record specifically relating to the Contactor’s internal 
administration. 

 
7.9.2.2 All Records are the property of the City. The Contractor may not dispose of or destroy a 
Record without City authorization and shall deliver the Records, in all requested formats and media, 
along with all finding aids and metadata, to the City at no cost when requested by the City. 

 
7.9.3 The Contractor shall include sections 7.5.1 and 7.5.2 above in all subcontractor agreements entered 
into in connection with this Contract. 
 

7.10 Stop Work Notice. The City may issue an immediate Stop Work Notice in the event the Contractor is 
observed performing in a manner that is in violation of Federal, State, or local guidelines, or in a manner that is 
determined by the City to be unsafe to either life or property. Upon notification, the Contractor will cease all work 
until notified by the City that the violation or unsafe condition has been corrected. The Contractor shall be liable for 
all costs incurred by the City as a result of the issuance of such Stop Work Notice. 
 
7.11 Indemnity. 
 

7.11.1 Definitions: 
 

7.11.1.1 "Indemnified Claims" shall include any and all claims, demands, suits, causes of action, 
judgments and liability of every character, type or description, including all reasonable costs and 
expenses of litigation, mediation or other alternate dispute resolution mechanism, including attorney 
and other professional fees for: 

 
7.11.1.1.1 damage to or loss of the property of any person (including, but not limited to the 
City, the Contractor, their respective agents, officers, employees and subcontractors; the 
officers, agents, and employees of such subcontractors; and third parties); and/or; 
 
7.11.1.1.2 death, bodily injury, illness, disease, worker's compensation, loss of services, or 
loss of income or wages to any person (including but not limited to the agents, officers and 
employees of the City, the Contractor, the Contractor’s subcontractors, and third parties), 

 
7.11.1.2 "Fault" shall include the sale of defective or non-conforming deliverables, negligence, willful 
misconduct, or a breach of any legally imposed strict liability standard. 

 
7.11.2 THE CONTRACTOR SHALL DEFEND (AT THE OPTION OF THE CITY), INDEMNIFY, AND HOLD THE CITY, ITS 

SUCCESSORS, ASSIGNS, OFFICERS, EMPLOYEES AND ELECTED OFFICIALS HARMLESS FROM AND AGAINST ALL 

INDEMNIFIED CLAIMS DIRECTLY ARISING OUT OF, INCIDENT TO, CONCERNING OR RESULTING FROM THE FAULT OF THE 

CONTRACTOR, OR THE CONTRACTOR'S AGENTS, EMPLOYEES OR SUBCONTRACTORS, IN THE PERFORMANCE OF THE 

CONTRACTOR’S OBLIGATIONS UNDER THE CONTRACT. NOTHING HEREIN SHALL BE DEEMED TO LIMIT THE RIGHTS OF 

THE CITY OR THE CONTRACTOR (INCLUDING, BUT NOT LIMITED TO, THE RIGHT TO SEEK CONTRIBUTION) AGAINST ANY 

THIRD PARTY WHO MAY BE LIABLE FOR AN INDEMNIFIED CLAIM. 
 
7.12 Claims. If any claim, demand, suit, or other action is asserted against the Contractor which arises under or 
concerns the Contract, or which could have a material adverse effect on the Contractor’s ability to perform 
thereunder, the Contractor shall give written notice thereof to the City within ten (10) calendar days after receipt of 
notice by the Contractor. Such notice to the City shall state the date of notification of any such claim, demand, suit, 
or other action; the names and addresses of the claimant(s); the basis thereof; and the name of each person against 
whom such claim is being asserted. Such notice shall be delivered personally or by mail and shall be sent to the 
City and to the Austin City Attorney. Personal delivery to the City Attorney shall be to City Hall, 301 West 2nd Street, 
4th Floor, Austin, Texas 78701, and mail delivery shall be to P.O. Box 1088, Austin, Texas 78767. 
 
7.13 Notices. Unless otherwise specified, all notices, requests, or other communications required or appropriate 
to be given under the Contract shall be in writing and shall be deemed delivered three (3) business days after 
postmarked if sent by U.S. Postal Service Certified or Registered Mail, Return Receipt Requested. Notices delivered 
by other means shall be deemed delivered upon receipt by the addressee. Routine communications may be made 



 

 13  

by first class mail, telefax, or other commercially accepted means. Notices to the City and the Contractor shall be 
addressed as follows: 
 
 

To the City: To the Contractor: 

City of Austin, Purchasing Office High Performance SmarteBuilding, LLC dba 
SmarteBuilding 

ATTN: Contract Administrator ATTN: Michael Cation, Contract Manager 

P O Box 1088 109 Las Lomas Drive 

Austin, TX  78767 Austin, TX 78746 

 
7.14 Confidentiality. In order to provide the Deliverables under this Contract, Contractor will require access to the 
City’s Confidential Information.  Contractor acknowledges and agrees that the Confidential Information is the 
valuable property of the City and contains sensitive information regarding the City’s critical electric infrastructure, 
financial information, competitive market data, and any unauthorized use, disclosure, dissemination, or other 
release of the Confidential Information will substantially injure the City and the security of its electric system. 

 
7.14.1    “Confidential Information” includes, but is not limited to, all information regarding the operation, 
location, and security of the City’s electric system, infrastructure, and IT systems, and all documents, reports, 
studies, memoranda, analyses, summaries, trade secrets, project descriptions, computer programs and 
models, computer model inputs and outputs, commercial data, customer information, financial data and 
projections, pricing proposals, and cost analyses, whether in tangible form or orally or visually conveyed to, 
or acquired by, Contractor in the course of its work under this Contract. Confidential Information may be in 
any medium and may be written or oral. 

 
7.14.2    Contractor agrees: (i) not to use Confidential Information for any reason other than for the purpose 
of providing or receiving the Deliverables, (ii) not to disclose Confidential Information to any third party other 
than to its employees who have a need to know the Confidential Information for furtherance of the providing 
the Deliverables, (iii) to promptly notify City of any request for Confidential Information to be disclosed under 
any law or order of any court or other governmental authority with proper jurisdiction, so as to permit City 
reasonable time to seek an appropriate protective order, and (iv) to use measures to protect the Confidential 
Information that are no less stringent than Contractor uses within its own business to protect its own most 
valuable information, which protective measures shall under all circumstances be at least reasonable 
measures to ensure the continued confidentiality of the Confidential Information. 

 
7.14.3   All Confidential Information and derivations thereof shall remain the sole and exclusive property of 
City, and no license or other right to the Confidential Information or intellectual property is granted or implied 
hereby. Upon the written request of City, Contractor shall promptly return to City all tangible items of 
Confidential Information furnished by City and all copies thereof or certify in writing that all Confidential 
Information, including all copies, has been destroyed. 

 
7.14.4  No expiration or termination of this contract shall affect either party’s rights or obligations with respect 
to Confidential Information. 

 
7.14.5 The parties acknowledge and agree that any breach or threatened breach of this Contract could 
cause harm for which money damages may not provide an adequate remedy. The parties agree that in the 
event of such a breach or threatened breach of this Contract, in addition to any other available remedies, City 
may seek temporary and permanent injunctive relief restraining the Contractor from disclosing or using, in 
whole or in part, any Confidential Information. 

 
7.15 Advertising. The Contractor shall not advertise or publish, without the City’s prior consent, the fact that the 
City has entered into the Contract, except to the extent required by law. 
 
7.16 No Contingent Fees. The Contractor warrants that no person or selling agency has been employed or 
retained to solicit or secure the Contract upon any agreement or understanding for commission, percentage, 
brokerage, or contingent fee, excepting bona fide employees of bona fide established commercial or selling 
agencies maintained by the Contractor for the purpose of securing business.  For breach or violation of this warranty, 
the City shall have the right, in addition to any other remedy available, to cancel the Contract without liability and to 
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deduct from any amounts owed to the Contractor, or otherwise recover, the full amount of such commission, 
percentage, brokerage or contingent fee. 
 
7.17 Gratuities. The City may, by written notice to the Contractor, cancel the Contract without liability if it is 
determined by the City that gratuities were offered or given by the Contractor or any agent or representative of the 
Contractor to any officer or employee of the City with a view toward securing the Contract or securing favorable 
treatment with respect to the awarding or amending or the making of any determinations with respect to the 
performing of such contract. In the event the Contract is canceled by the City pursuant to this provision, the City 
shall be entitled, in addition to any other rights and remedies, to recover or withhold the amount of the cost incurred 
by the Contractor in providing such gratuities. 
 
7.18 Prohibition Against Personal Interest in Contracts. No officer, employee, independent consultant, or 
elected official of the City who is involved in the development, evaluation, or decision-making process of the 
performance of any solicitation shall have a financial interest, direct or indirect, in the Contract resulting from that 
solicitation. Any willful violation of this section shall constitute impropriety in office, and any officer or employee 
guilty thereof shall be subject to disciplinary action up to and including dismissal. Any violation of this provision, with 
the knowledge, expressed or implied, of the Contractor shall render the Contract voidable by the City. 
 
7.19 Independent Contractor. The Contract shall not be construed as creating an employer/employee 
relationship, a partnership, or a joint venture. The Contractor’s services shall be those of an independent contractor. 
The Contractor agrees and understands that the Contract does not grant any rights or privileges established for 
employees of the City. 
 
7.20 Assignment-Delegation. The Contract shall be binding upon and ensure to the benefit of the City and the 
Contractor and their respective successors and assigns, provided however, that no right or interest in the Contract 
shall be assigned and no obligation shall be delegated by the Contractor without the prior written consent of the 
City. Any attempted assignment or delegation by the Contractor shall be void unless made in conformity with this 
paragraph. The Contract is not intended to confer rights or benefits on any person, firm or entity not a party hereto; 
it being the intention of the parties that there be no third party beneficiaries to the Contract. 
 
7.21 Waiver. No claim or right arising out of a breach of the Contract can be discharged in whole or in part by a 
waiver or renunciation of the claim or right unless the waiver or renunciation is supported by consideration and is in 
writing signed by the aggrieved party. No waiver by either the Contractor or the City of any one or more events of 
default by the other party shall operate as, or be construed to be, a permanent waiver of any rights or obligations 
under the Contract, or an express or implied acceptance of any other existing or future default or defaults, whether 
of a similar or different character. 
 
7.22 Modifications. The Contract can be modified or amended only in writing signed by both parties. No pre-
printed or similar terms on any Contractor invoice, order or other document shall have any force or effect to change 
the terms, covenants, and conditions of the Contract. 
 
7.23 Interpretation. The Contract is intended by the parties as a final, complete and exclusive statement of the 
terms of their agreement. No course of prior dealing between the parties or course of performance or usage of the 
trade shall be relevant to supplement or explain any term used in the Contract. Although the Contract may have 
been substantially drafted by one party, it is the intent of the parties that all provisions be construed in a manner to 
be fair to both parties, reading no provisions more strictly against one party or the other. Whenever a term defined 
by the Uniform Commercial Code, as enacted by the State of Texas, is used in the Contract, the UCC definition 
shall control, unless otherwise defined in the Contract. 
 
7.24 Dispute Resolution. 
 

7.24.1 If a dispute arises out of or relates to the Contract, or the breach thereof, the parties agree to negotiate 
prior to prosecuting a suit for damages. However, this section does not prohibit the filing of a lawsuit to toll 
the running of a statute of limitations or to seek injunctive relief. Either party may make a written request for 
a meeting between representatives of each party within fourteen (14) calendar days after receipt of the 
request or such later period as agreed by the parties. Each party shall include, at a minimum, one (1) senior 
level individual with decision-making authority regarding the dispute. The purpose of this and any subsequent 
meeting is to attempt in good faith to negotiate a resolution of the dispute. If, within thirty (30) calendar days 
after such meeting, the parties have not succeeded in negotiating a resolution of the dispute, they will proceed 
directly to mediation as described below. Negotiation may be waived by a written agreement signed by both 
parties, in which event the parties may proceed directly to mediation as described below. 
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7.24.2 If the efforts to resolve the dispute through negotiation fail, or the parties waive the negotiation 
process, the parties may select, within thirty (30) calendar days, a mediator trained in mediation skills to assist 
with resolution of the dispute. Should they choose this option, the City and the Contractor agree to act in good 
faith in the selection of the mediator and to give consideration to qualified individuals nominated to act as 
mediator. Nothing in the Contract prevents the parties from relying on the skills of a person who is trained in 
the subject matter of the dispute or a contract interpretation expert. If the parties fail to agree on a mediator 
within thirty (30) calendar days of initiation of the mediation process, the mediator shall be selected by the 
Travis County Dispute Resolution Center (DRC). The parties agree to participate in mediation in good faith 
for up to thirty (30) calendar days from the date of the first mediation session. The City and the Contractor 
will share the mediator’s fees equally and the parties will bear their own costs of participation such as fees 
for any consultants or attorneys they may utilize to represent them or otherwise assist them in the mediation. 
 

7.25 Minority And Women Owned Business Enterprise (MBE/WBE) Procurement Program. 
 

7.25.1  All City procurements are subject to the City’s Minority-Owned and Women-Owned Business 
Enterprise Procurement Program found at Chapters 2-9A, 2-9B, 2-9C and 2-9D of the City Code. The 
Program provides Minority-Owned and Women-Owned Business Enterprises (MBEs/WBEs) full opportunity 
to participate in all City contracts. 
 
7.25.2 The City of Austin has determined that no goals are appropriate for this Contract. Even though no 
goals have been established for this Contract, the Contractor is required to comply with the City’s 
MBE/WBE Procurement Program, Chapters 2-9A, 2-9B, 2-9C and 2-9D, of the City Code, as applicable, 
if areas of subcontracting are identified. 
 
7.25.3 If any service is needed to perform the Contract and the Contractor does not perform the service with 
its own workforce or if supplies or materials are required and the Contractor does not have the supplies or 
materials in its inventory, the Contractor shall contact the Department of Small and Minority Business 
Resources (DSMBR) at (512) 974-7600 to obtain a list of MBE and WBE firms available to perform the service 
or provide the supplies or materials. The Contractor must also make a Good Faith Effort to use available MBE 
and WBE firms. Good Faith Efforts include but are not limited to contacting the listed MBE and WBE firms to 
solicit their interest in performing on the Contract; using MBE and WBE firms that have shown an interest, 
meet qualifications, and are competitive in the market; and documenting the results of the contacts. 
 

7.26 Subcontractors. 
 

7.26.1 If the Contractor identified Subcontractors in an MBE/WBE Program Compliance Plan or a No Goals 
Utilization Plan, the Contractor shall comply with the provisions of Chapters 2-9A, 2-9B, 2-9C, and 2-9D, as 
applicable, of the Austin City Code and the terms of the Compliance Plan or Utilization Plan as approved by 
the City (the “Plan”). The Contractor shall not initially employ any Subcontractor except as provided in the 
Contractor’s Plan. The Contractor shall not substitute any Subcontractor identified in the Plan, unless the 
substitute has been accepted by the City in writing in accordance with the provisions of Chapters 2-9A, 2-9B, 
2-9C and 2-9D, as applicable. No acceptance by the City of any Subcontractor shall constitute a waiver of 
any rights or remedies of the City with respect to defective deliverables provided by a Subcontractor. If a Plan 
has been approved, the Contractor is additionally required to submit a monthly Subcontract Awards and 
Expenditures Report to the Contract Manager and the Purchasing Office Contract Compliance Manager no 
later than the tenth calendar day of each month. 
 
7.26.2 Work performed for the Contractor by a Subcontractor shall be pursuant to a written contract between 
the Contractor and Subcontractor. The terms of the subcontract may not conflict with the terms of the 
Contract, and shall contain provisions that: 

 
7.26.2.1 require that all deliverables to be provided by the Subcontractor be provided in strict 
accordance with the provisions, specifications and terms of the Contract. 
 
7.26.2.2 prohibit the Subcontractor from further subcontracting any portion of the Contract without 
the prior written consent of the City and the Contractor. The City may require, as a condition to such 
further subcontracting, that the Subcontractor post a payment bond in form, substance and amount 
acceptable to the City; 
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7.26.2.3 require Subcontractors to submit all invoices and applications for payments, including any 
claims for additional payments, damages or otherwise, to the Contractor in sufficient time to enable 
the Contractor to include same with its invoice or application for payment to the City in accordance 
with the terms of the Contract; 
 
7.26.2.4 require that all Subcontractors obtain and maintain, throughout the term of their contract, 
insurance in the type and amounts specified for the Contractor, with the City being a named insured 
as its interest shall appear; and 
 
7.26.2.5 require that the Subcontractor indemnify and hold the City harmless to the same extent as 
the Contractor is required to indemnify the City. 

 
7.26.3 The Contractor shall be fully responsible to the City for all acts and omissions of the Subcontractors 
just as the Contractor is responsible for the Contractor's own acts and omissions. Nothing in the Contract 
shall create for the benefit of any such Subcontractor any contractual relationship between the City and any 
such Subcontractor, nor shall it create any obligation on the part of the City to pay or to see to the payment 
of any moneys due any such Subcontractor except as may otherwise be required by law. 
 
7.26.4 The Contractor shall pay each Subcontractor its appropriate share of payments made to the 
Contractor not later than ten (10) calendar days after receipt of payment from the City. 

 
7.27 Jurisdiction And Venue. The Contract is made under and shall be governed by the laws of the State of 
Texas, including, when applicable, the Uniform Commercial Code as adopted in Texas, V.T.C.A., Bus. & Comm. 
Code, Chapter 1, excluding any rule or principle that would refer to and apply the substantive law of another state 
or jurisdiction. All issues arising from this Contract shall be resolved in the courts of Travis County, Texas and the 
parties agree to submit to the exclusive personal jurisdiction of such courts. The foregoing, however, shall not be 
construed or interpreted to limit or restrict the right or ability of the City to seek and secure injunctive relief from any 
competent authority as contemplated herein. 
 
7.28 Invalidity. The invalidity, illegality, or unenforceability of any provision of the Contract shall in no way affect 
the validity or enforceability of any other portion or provision of the Contract. Any void provision shall be deemed 
severed from the Contract and the balance of the Contract shall be construed and enforced as if the Contract did 
not contain the particular portion or provision held to be void. The parties further agree to reform the Contract to 
replace any stricken provision with a valid provision that comes as close as possible to the intent of the stricken 
provision. The provisions of this section shall not prevent this entire Contract from being void should a provision 
which is the essence of the Contract be determined to be void. 
 
7.29 Holidays. The following holidays are observed by the City: 
 

Holiday Date Observed 

New Year’s Day January 1 

Martin Luther King, Jr.’s Birthday Third Monday in January 

President’s Day Third Monday in February 

Memorial Day Last Monday in May 

Independence Day July 4 

Labor Day First Monday in September 

Veteran’s Day November 11 

Thanksgiving Day Fourth Thursday in November 

Friday after Thanksgiving Friday after Thanksgiving 

Christmas Eve December 24 

Christmas Day December 25 

 
If a Legal Holiday falls on Saturday, it will be observed on the preceding Friday. If a Legal Holiday falls on Sunday, 
it will be observed on the following Monday.   
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7.30 Survivability of Obligations. All provisions of the Contract that impose continuing obligations on the parties, 
including but not limited to the warranty, indemnity, and confidentiality obligations of the parties, shall survive the 
expiration or termination of the Contract. 
 
7.31 Non-Suspension or Debarment Certification. The City of Austin is prohibited from contracting with or 
making prime or sub-awards to parties that are suspended or debarred or whose principals are suspended or 
debarred from Federal, State, or City of Austin Contracts. By accepting a Contract with the City, the Vendor certifies 
that its firm and its principals are not currently suspended or debarred from doing business with the Federal 
Government, as indicated by the General Services Administration List of Parties Excluded from Federal 
Procurement and Non-Procurement Programs, the State of Texas, or the City of Austin. 
 
7.32 Incorporation of Documents. Section 0100, Standard Purchase Definitions, is hereby incorporated into 
this Contract by reference, with the same force and effect as if they were incorporated in full text. The full text 
versions of this Section are available, on the Internet at the following online address:   
https://assets.austintexas.gov/purchase/downloads/standard purchase definitions.pdf 
 
7.33 PROHIBITION OF BOYCOTT ISRAEL VERIFICATION 

 
Pursuant to Texas Government Code §2270.002, the City is prohibited from contracting with any “company” 
for goods or services unless the following verification is included in this Contract. 
 
A.   For the purposes of this Section only, the terms “company” and “boycott Israel” have the meaning 

assigned by Texas Government Code §2270.001. 
 
B. If the Principal Artist qualifies as a “company”, then the Principal Artist verifies that he: 

i. does not “boycott Israel”; and 
ii. will not “boycott Israel” during the term of this Contract. 

 
C. The Principal Artist’s obligations under this Section, if any exist, will automatically cease or be 

reduced to the extent that the requirements of Texas Government Code Chapter 2270 are 
subsequently repealed, reduced, or declared unenforceable or invalid in whole or in part by any 
court or tribunal of competent jurisdiction or by the Texas Attorney General, without any further 
impact on the validity or continuity of this Contract. 

 
7.34 Order of Precedence. Any inconsistency or conflict in the Contract documents shall be resolved by giving 
precedence in the following order: 
 

7.34.1 This Contract  

7.34.2 Scope of Work 
 

7.34.3 High Performance SmarteBuilding, LLC dba SmarteBuilding’s Offer dated September 24, 2019, 
incorporated herein and attached as Exhibit A hereto. 

 
7.34.4 Non-Discrimination Certification, incorporated herein and attached as Exhibit B hereto. 
 

 
In witness whereof, the parties have caused duly authorized representatives to execute this Contract on the dates 
set forth below. 
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List of Exhibits  
 
Exhibit A High Performance SmarteBuilding, LLC dba SmarteBuilding’s Offer date September 24, 2019  
Exhibit B Non-Discrimination Certification, Section 0800 
Exhibit C Austin Energy Data Handling Controls 
Exhibit D FACTA Affidavit of Compliance 
Exhibit E Austin Energy Consultant Remote Access Request 

 



CITY OF AUSTIN 
PURCHASING OFFICE 

SCOPE OF WORK 
WEB APPLICATION SUBSCRIPTION SERVICES 

 

AE App Subscription, Scope of Work/Specification 1                                                        

 
1. AUSTIN ENERGY WEB APPLICATION SUBSCRIPTION and SUPPORT SERVICES 

 
1.1 Objective  
  

The contract will provide consistent data capabilities and analytics to improve the ability to 
manage and monitor resource productivity and increase energy efficiency and conservation 
measures as part of peak demand utility usage. This contract will address consumer driven 
utility usage activity and reduce peak-time demand, assisting in reaching Austin Energy’s 
2025 goals for energy conservation. 
 
The contractor will provide software subscription and application services for a customer 
meter data reporting methodology on utility usage and the display of near real-time data 
meter usage activity to customers allowing Austin Energy to distribute meter usage activity 
reports to their customers via a social network multi-use solution.  
 

1.2 Information Management System 
 
 The Information Management System software subscription service is required to calculate 

and analyze utility usage data from the following Austin Energy Program Data Sets: 
 

1.2.1 ECAD Portfolio Manager   
 

1.2.2 Key Accounts Portfolio Manager   
 

1.2.3 Residential Utility Rate Awareness  
  
1.2.4 Commercial Utility Rate Awareness  

 
1.2.5 Quality Assurances for Utility Data:  

 
1.2.6 Targeted Utility Efficiency Manager 
 
1.2.7   Web Application Storage Computing 
 
 

1.3 Subscription Services and Data Management Application Requirements 
 

The Contractor shall provide a cloud-based Information Management System to include 
subscription services and data management application.  
 
Data Management shall include, but not limited to: 

 Collection of structure and unstructured data, 
 Data manipulation and retrieval; manipulation of relational databases using 

arithmetical and logical operations,  
 Data situation analysis.  

 
The application will provide Austin Energy the “go to” for customer utility usage along with a 
rate awareness and public messaging component aimed at getting customers throughout the 
service area to engage in energy conservation consumption activity through the use of the 
software application. The goal of data management is to ensure a high level of data quality, 
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data integrity, data authentication, and data accessibility for business intelligence and big 
data analytics applications.  
 
The expected results of the application performances are described below: 

 
1.3.1 ECAD Portfolio Manager:   the application shall be required to automatically integrate 

and populate data sets and have the ability to aggregate and format energy usage 
data for baseline and compliance reporting for both internal and external customers 
and deliver information on a web-enabled device.  

 
1.3.2 Key Accounts Portfolio Manager:   the application(s) shall be required to 

automatically integrate and populate data sets and have the ability to calculate 
energy usage data and forecasting billing estimates for budgeting purposes for both 
internal and external customers and deliver information on a web-enabled device.  

 
1.3.3 Residential Utility Rate Awareness:  the application(s) shall be required to 

automatically integrate and populate data sets and have the ability to calculate 
residential customers with daily energy usage, historical comparisons, and the ability 
to create alerts for better energy use management at the consumer level and deliver 
information on a web-enable device. 

 
1.3.4 Commercial Utility Rate Awareness:  the application(s) shall be required to 

automatically integrate and populate data sets and have the ability to calculate 
commercial customers with daily energy usage, historical comparisons, and the 
ability to create alerts for better energy use and peak demand management and 
deliver information on a web-enabled device. 

 
1.3.5 Quality Assurance for Utility Data:  the application(s) shall extract data from legacy 

systems and other resources; cleaning, scrubbing and preparing data for decision 
support; maintaining data in appropriate data stores; accessing and analyzing data 
using a variety of end-user tools; and analyze data for significant energy efficiency 
cost relationships for the collection and redistribution of data through all modules. 

  
1.3.6 Targeted Utility Efficiency Manager:  the modified application(s) shall be required to 

automatically integrate and populate data sets and have the ability to calculate and 
provide analytical solutions for internal and external customers with targeted 
measures, detailed information on energy usage, variances related to building 
inefficiencies, and projected savings resulting from predicted energy efficiency 
measures and deliver information on a web-enabled device. 

 
1.3.7    Web Application Storage Computing Services:  the storage computing module shall 

host up to 3 Terabytes of data as a web analysis computing environment and third 
party licenses necessary to support access to large-scale and scalable computing 
capabilities dedicated to the 6 modules identified in Section 1.3.1 through 1.3.6 
above.  
 

1.4 Information Management System Site Goals 
 

1.4.1 Enhance Utility Rate Awareness/energy conservation and Austin Energy’s public 
image. 

 



CITY OF AUSTIN 
PURCHASING OFFICE 

SCOPE OF WORK 
WEB APPLICATION SUBSCRIPTION SERVICES 

 

AE App Subscription, Scope of Work/Specification 3                                                        

1.4.2 Increase public awareness about individual energy consumption activities at a 
particular address or within a particular space. 

 
1.4.3 Inform Austin Energy customers about their energy consumption activities and steps 

to reduce consumption if so desired. 
 
1.4.4 Create opportunities for the public to interact with their energy consumption activities 

and reduce billing prior to moving to an advance tier energy rate. 
 
1.4.5 Reflect authority, accuracy, freshness and currency/timeliness in providing meter 

date information. 
 

1.5 Modified Information Management System Functionality 
 

1.5.1 Cloud-based modified application(s) shall include but not limited to content 
organization, presentation, adoption of common software, web publishing tools, use 
of hosted server, micro sites, plug-ins, addressing schema, file-naming conventions, 
establishing consistency and appropriate page lengths.  

 
1.5.2 Cloud-based modified application(s) deployment shall promote and serve as a 

primary information delivery mechanism for Austin Energy customer engagement and 
program promotion with and without Austin Energy legacy systems. Content features 
on the application shall support the public relations and Utility advertising messages 
with the approval of Austin Energy.  

 
1.5.3 Cloud-based modified application(s) shall maintain data storage capacity that is 

optimized for distribution and analysis to Austin Energy Customers. 
Application/Module (Tool) shall collect and store integrated sets of historical data 
from multiple operational systems and feed them to one or more data applications 
and system software platform. Tool shall provide end-user access to support social 
network views of energy usage data. 

 
1.5.4 Cloud-based modified application(s) shall extract data from Austin Energy’s legacy 

systems and other resources; cleaning, scrubbing and preparing data for decision 
support; maintaining data in appropriate data stores; accessing and analyzing data 
using a variety of end-user tools; and analyze data for significant energy efficiency 
cost relationships.  

 
1.5.5 Cloud-based modified application(s) shall function as a sub-set of the software 

platform system subscription and applications with tools that facilitate 
multidimensional analysis. Tool(s) will incorporate data acquisition, data access, data 
manipulation, data validation or any combination thereof. 

 
1.5.6 Cloud-based modified application shall use a method by which multi-dimensional 

analysis occurs. Tool(s) shall have the ability to manipulate information by a variety of 
relevant categories or “dimensions” to facilitate analysis and understanding of the 
underlying data. It is also sometimes referred to as “drilling-down,” “drilling-across” 
and “slicing and dicing”.  

 
1.5.7 Cloud-based Subscription based software platform and application modification shall 

be mutually agreed in writing prior to any modifications/changes, enhancements, 
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conversions and upgrades based on business requirements of Austin Energy.  
Software Platform Subscription Service and application(s) modification shall include 6 
stand-alone modules and subsystems that will be developed and maintained 
annually through SmarteBuilding Inc subscription service. 
 

1.6 Web Application Storage and Support 
  

 The Contractor shall provide web Application scalability and transaction speed environments 
that are fully automated and near instantaneous, allowing for smooth operation of service. 
The Application shall have the ability to add or remove data resources based upon 
performance metrics and load thresholds of modules. The web hosting services shall allow 
Austin Energy to post web pages and provides technologies and services needed for website 
to be viewed on the Internet. 

 
1.6.1     Web server front-ends shall be maintained 24 hours, 365 days and accessible via 

web subscription-based services and from web browsers at Austin Energy. 
 
1.6.2     User Accounts and permissions shall be maintained and managed so that only 

authorized Austin Energy employees, or designated contractors or customers, will 
have access to only the data they are authorized to access.  

 
1.6.3     A redundant service module shall be utilized as part of the provided service so that 

data is duplicated on separate storage media for redundancy and back-up. 
  
1.7 Maintenance and Technical Support 

 
Information Management System Subscription Service shall provide system subscription 
software maintenance and technical support services (“Support”) as described below: 
 
Contractor shall support the technical maintenance and all related modifications made to 
software platform subscription and add program features or functions not originally within the 
software application and that are provided as part of the annual subscription service for 
applicable fees for such services.  See Table 1 - for Support Services to be provided under 
the contract. 
 
1.7.1 Resolve issues within subscription system and sub-set modified platform subscription 

and applications and system tool validation for Austin Energy as it relates to 
application delivery to the customer. 

 
1.7.2 Resolve problems and research questions which cannot be answered through 

Product reference as it relates to application delivery to the customer. 
 
1.7.3 Resolve ongoing documentation, support and technical knowledge base and other 

support materials.  Inform Austin Energy of new releases and service packs and 
advise on installation process needed for the term of the Contract. 

 
1.7.4 Resolve Austin Energy system connectivity issues, in conjunction with Austin Energy 

resources as it relates to software performance for application delivery.  
 
1.7.5 Responsible for interpreting wireless traces and other diagnostic information captured 

for Austin Energy on system tool. 
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1.7.6 Responsible for detecting defect and provide User Support with the following 

software performance requirements: (i) to collect and record details regarding the 
reported problem; (ii) to verify and reproduce the problem; (iii) to resolve the problem 
if possible by reference to Product Documentation and User Support training and 
materials; See Table 2 – for Defect Services. 

 
2.  DELIVERABLES 
 

2.1 The Contractor shall provide a schedule of services for deployment of system and sub-
system modifications and maintenance in order to assure an effective program delivery for 
Austin Energy Customers.  

 
2.2 Contractor shall submit a Project Management Plan for the completion of all required tasks 

and deliverables under this contract to be submitted 30 days after contract award.  
 
2.2.1 Marketing objectives, task/activity, project schedule for programs referenced in Section 1.2 

are to be included as part of the Project Management Plan and coordinated with Austin 
Energy after contract award. 

 
This includes two main areas of emphasis: 1) Delivery of 6 turnkey cloud-based modules with 
modifications that calculate customer energy usage data along with tier rate awareness for 
Austin Energy customers, and 2) Deployment and maintenance of 6 turnkey cloud-based 
modules as referenced in Section 2 for Austin Energy, including training on software 
application use instructions for staff.  

 
 
3. PROJECT MANAGEMENT PLAN 

 
3.1 Contractor shall provide a detailed outline for supporting tasks and deliverables as part of the 

project management plan.  
 
3.2 Contractor shall provide the Project Management Plan to be reviewed and approved by 

Austin Energy within 10 working days of contract award. The Project Management Plan shall 
serve as an interim deliverable and shall progressively evolve to complete the implementation 
of module modifications for social network performance delivery.   

 
3.3 Contractor shall develop a separate Project Management Plan for each modification based 

on the functional specifications in Section 1 and shall be responsible for the delivery of a 
group of applications that perform tasks that can be tailored to a specific users program 
activity and ensures the adequacy, effectiveness, security and overall functionality of data 
activity. The Project Management Plan shall contain a listing of the nature and timing of 
tasks.  

 
4. ACCEPTANCE OF WORK 

 
4.1 The Software Application modifications shall be deemed accepted by Austin Energy once 

they are installed on the Austin Energy App web server(s) and are accessible by Austin 
Energy customers and by Austin Energy employees via the Austin Energy App web server(s). 
Austin Energy will notify Contractor upon discovery of any specification non-conformities 
detected in testing or in use. Contractor shall correct any such specification non-conformities 
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without further charge to Austin Energy within a reasonable time of such notice or an agreed 
upon time designated by the Project Management Manager 
 

4.2 Austin Energy will notify Contractor upon discovery of any specification non-conformities 
disclosed by such in testing or and use. Contractor shall correct any such specification non-
conformities without further charge to Austin Energy within timeline as mutually agreed by 
both parties. 
 

5. CONTRACTOR RESPONSIBILITIES  
 

The contractor shall: 
 

5.1 Comply with standard industry practices which align with the Software Engineering Institute’s 
Capability Maturity Model – SEI-CMM; 

 
5.2 Develop and document procedures to meet program specifications as contracted; 
 
5.3 Consult with Austin Energy to resolve all discrepancies and ambiguities prior to proceeding 

with work; 
 
5.4 Meet scheduled project goals by providing formal written and graphical progress submittals at 

10%, 30%, 70% & 90%. Milestone period is based on 365 days.  Estimate milestone 
submittals are 36 days, 109 days, 255 days, 328 days; reporting period shall start after 
contract award; 

 
5.5 Maintain source material security; 
 
5.6 Provide all labor, materials, equipment, tools and other incidentals necessary to perform the 

work; 
 
5.7 Supply all source code for all interfaces, extracts and custom tools to Austin Energy; 
 
5.8 Provide access to Contractor’s Cloud-base release of all data formats for Austin Energy staff 

use; 
 
5.9 Obtain a written approval from Austin Energy Project Manager prior to using Austin Energy’s 

data sets. 
 

 
6. AUSTIN ENERGY RESPONSIBILITIES 

 
Austin Energy will: 

 
6.1 Supply of all source data and materials as specified in this document; 
 
6.2 Provide access to third party software for interface if applicable; 
 
6.3 Consult with Contractor to resolve all discrepancies and ambiguities prior to proceeding with 

work; 
 
6.4 Quality control inspection and data acceptance and/or rejection of deliverables;  
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6.5 Review and provide acceptance of all vendor deliverables; 
 
6.6 Provide necessary internal resources and subject matter experts as needed to complete 

modifications and implementations successfully. 
 

7. AUSTIN ENERGY TECHNOLOGY ENVIRONMENT 
 

 The Contractor shall provide the City with a software subscription that is secure from both internal and 
external threats. The application shall be secured, and data shall be protected to mitigate risk of loss 
or accidental / malicious damage. The system shall be resilient to avoid unplanned down-time, which 
can have an immediate negative impact on the City.   

  
8. DATA ASSURANCE 
 

8.1 Ownership: Austin Energy owns all Austin Energy data residing within the cloud environment. 
This includes rights to data related to developed data for corporate use and held by the 
Contractor.  

 
8.2 Access to Data: Throughout the term of the contract, the Contractor shall provide Austin 

Energy access and process on retrieving its data stored in the cloud. Austin Energy reserve 
the right to retrieve all data resulting from scope of work of this contract, regardless of who 
created the content and for what purpose at any time including an emergency and time-
sensitive situation. 

 
8.3 Disposition of Data upon Request: The Contractor shall provide Austin Energy with a 

mechanism to destroy all records as per State of Texas Record Retention Schedule and shall 
not have additional copies of the records residing in other locations. 

 
8.4 Disposition of Data upon Contract Termination:  Austin Energy will provide instructions on 

how data will be returned or retrieved in the event of contract termination. Timeframes for 
such provisions will occur at the time of request and Contractor shall provide data in common 
format for data return/retrieval, such as XML. Austin Energy has the right to conduct an audit 
to ensure the data has been destroyed as per the contract terms.  

 
8.5 Data Breaches: In the event of data breach or unauthorized access to the Contractor’s 

system, the Contractor shall immediately provide notify in writing to Austin Energy. At 
minimum, the written notification shall include specified timeline, details about the breach 
such as its nature, the data compromised, the involved parties, mitigation efforts, and 
corrective actions to be taken by the Contractor. The contract specifies indemnification in the 
event of the breach, as the data breach relates to specific legal, regulatory, and operating 
agreement provisions. The Contractor shall be responsible for all damages, fines, etc. 
including litigation costs related to an unauthorized breach.  
 

8.6 Data Storage Location: The physical storage of Austin Energy data is to remain within the 
United States. 

 
9. USE OF SUBSCRIPTION SERVICES 

 
9.1 Definitions applicable to this subscription 
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9.2 Subscription software platforms and applications: refers singularly and/or collectively to 
patented copyrighted software platform subscription service and application(s) and data 
management solutions provided by the Contractor (including 3rd party software) and shall 
include any improvements modifications or developments provided by the Contractor under 
the terms of this Contract. 

 
9.3 Host: means any computer that has full two-way access to other computers on the Internet. A 

host has a specific "local or host number" that, together with the network number, forms its 
unique IP address. Point-to-Point Protocol is used to access your unique IP address for the 
duration of any connection you make to the Internet and your system as the host for the 
contract period. In this context serve as the "host" for the modified modules under this 
Contract. 

 
9.4 Object Code: means the compiled form of the subscription software. 
 
9.5 Source Code: means textual source form of the subscription software. 
 
9.6 Software Documentation: means any material or documentation relating to the data solutions 

developed and implemented for database management of energy usage under the terms of 
this Contract. 

 
9.7 Data: means  a collection of programs or information that is  organized by fields, records, and 

files  in such a way that a computer application can quickly select desired pieces of data for 
analysis. 

 
9.8 A Defect: Is defined as a failure to perform any function specified in the current published 

documentation of the subscription software. A limitation in performance shall not be 
construed as a Defect. 

 
9.9 Information Management Systems: a patented copyrighted software platform subscription 

service and application(s). 
 

9.9.1 Right to Use: In consideration of payment for the use of subscription service by 
Austin Energy to the Contractor as provided in this Contract, Contractor grants to 
Austin Energy, a non-exclusive right, to use of the patented copyrighted software 
platform subscription services and application(s) and solution documentation for the 
contract period subject to the terms and conditions in this Contract. The subscription 
is for use throughout Austin Energy organization. 

 
9.9.2 Title: Title, copyright and other proprietary rights to the patented copyrighted software 

platform subscription and application(s), manuals and all parts and copies thereof 
shall remain vested with the Contractor. Ownership applies to AE on all data raw or 
developed in the use of software platform subscription service and application(s) 
shall remain vested with Austin Energy. 

 
9.9.3 Number of Subscriptions: Contractor under this Agreement authorizes the Austin 

Energy to use patented copyrighted software platform subscription service and 
application(s) for six modules, subject to the obligations of confidence set forth in this 
Contract, and to permit others to use within the Austin Energy’s organization.  

 
9.9.4 No Reverse Engineering: The right to reverse engineer or disassemble the patented 
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copyrighted software platform subscription service and application(s) is specifically 
excluded, except to the extent that such exclusion is not permitted under the law of 
the country of authorized use. Austin Energy will do nothing to disenable any security 
device. 

 
9.9.5 Limited Right to Copy: Austin Energy may copy the patented copyrighted software 

platform subscription service and application(s) for the purpose of making back-up 
copies of the subscription supplied under this Contract.  Software Platform 
Subscription Service and Application(s) may not be copied for the purpose of error 
correction. 

 
9.9.6 Third Party Access: Austin Energy may grant access to the patented copyrighted 

software platform subscription services and application(s) to consultants and 
contractors acting on behalf of Austin Energy who agree to substantially similar 
obligations and conditions of confidence as those binding Austin Energy under this 
Contract. 

 
9.9.7 Enhancements: Means software modifications necessary to allow for the 

implementation of the software platform subscription service and application(s) to 
meet the business requirements of Austin Energy under this Contract. 

 
9.9.8 Derivative Works: Contractor agrees to create derivative works based on the 

patented copyrighted software platform subscriptions services and application(s) with 
Austin Energy data for the authorized purpose of data analysis of energy 
consumption and program documentation on data delivery of solutions for Austin 
Energy as defined in this Contract. 

 
9.9.9 Documentation: Austin Energy will hold the patented copyrighted software platform 

subscription services and application and program documentation in confidence. The 
foregoing obligation of confidence will not apply to Information in the public domain or 
information derived or received by the Austin Energy independently of this Contract 
or to any information required to be released pursuant to applicable Law. 

 
9.9.10 Return of Information: Upon the expiration or termination of the contract, Austin 

Energy requests that (i) return all documents, samples, tapes, magnetic disks, CDs, 
and other data items containing or representing Austin Energy’s Confidential 
Information and all copies thereof in whatever form; (ii) erase or destroy all of Austin 
Energy’s Confidential Information contained in computer memory or data storage 
apparatus; and (iii) certify to the Austin Energy in writing signed by a duly-authorized 
officer that has complied with the terms of this section. 

 
9.9.11 Audit Right: Upon reasonable request and during regular business hours as agreed 

by the parties, Austin Energy will permit Contractor the right to audit Austin Energy to 
ensure patented copyrighted software platform subscription services and 
application(s) are being used in accordance with the terms of this Contract. 

 
10. UPDATES AND UPGRADES 

 
As part of maintenance services for the Software ("Maintenance Services"), Contractor shall 
make Updates and Upgrades available to Customer as Contractor or the third-party 
manufacturer makes them generally available to its other customers. "Update" means 
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changes in the software that typically provide maintenance corrections only and shall be 
provided at no additional charge. "Upgrade" means changes in the Software that typically 
provide substantially increased or additional functionality to the Software. Contractor shall 
provide any Upgrade to Customer at a rate that does not exceed Contractor's lowest charge 
for said Upgrade paid by its other customers. Rights to upgrades shall be included as part of 
the Warranty and any support & maintenance extensions and be provided at Contractor's 
standard upgrade rates. Rights to Updates will be included as part of the Warranty and any 
support & maintenance extensions. Contractor service costs to install the update are not 
included and will be charged at Contractor's standard rates. During the term of this Contract, 
if Customer implements an Update and as a result of that action one or more of other 
purchased  deliverables (either Software or Hardware) must be upgraded to maintain 
functionality at the level  previously operating (but not less than that originally purchased), 
then Contractor shall provide the necessary Upgrade(s) at no additional charge as part of its 
Maintenance Services. 

 
11. FAILURE LEVELS AND RESPONSE TIMES  

 
11.1 Major Failure - the system is down or where such a substantial portion of the functionality of 

the Software is compromised that the City is unable to conduct its daily business using the 
Software to do the function for which it was purchased. A Major Failure is the same as a 
Priority 1 defect. Requirements covering Major Failures are more particularly defined in the 
Statement of Work.  

11.2 Minor Failure -the core application functionality remains unaffected but there is a peripheral 
problem that is compromising a non-substantial function of the Software. Response times for 
Minor Failures shall be in accordance with the Statement of Work, Table 1 - Support 
Services and Table 2 – Defect Services of the contract. 

 
12. NOTICE OF DELAY AND EXTENSION OF TIME  
 

Should Contractor's timely performance of the schedule of Work under this Contract be 
delayed by the unavailability of personnel, data, or equipment to be provided by Purchaser, 
Contractor shall immediately notify Purchaser in writing no later than fourteen (14) calendar 
days from the Contractor's knowledge of the delay, of the facts and circumstances which are 
contributing to such delay. Furthermore, if Contractor is delayed at any time in the progress 
of the Work by any neglect of Purchaser, or by changes in the Work; by unusual delay in 
transportation; by delay authorized by Purchaser pending arbitration; or by any cause which 
Purchaser considers may justify the delay, then Purchaser may extend the time of completion 
for such reasonable time as Purchaser may consider appropriate. Within five business days 
of receipt of this notification, Purchaser shall advise Contractor in writing of the action which 
shall be taken to remedy the situation. 

 
Contractor shall advise Project Manager in writing of any impending failure to meet 
established milestones or delivery dates caused by Contractor's failure to perform, and the 
action which shall be taken to remedy the situation, which must be reviewed and approved 
by Purchaser prior to implementation. Notice shall be provided as soon as but not later than 
five business days after Contractor is aware of the situation; however, such notice shall not 
relieve Contractor from any existing obligations regarding performance or delivery, and there 
shall be no waiver of performance by Purchaser. 
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13. PROGRESS REPORTS  
 
 The Contractor shall coordinate delivery of work with Data Analytics and Business 

Intelligence, (DABI) of Austin Energy.  The Contractor shall provide: 
 

13.1 Monthly progress reports due on the last business day of every month or a mutually agreed 
upon format and shall include: 
 
13.1.1 Activities initiated, ongoing or completed during the reporting period 
 
13.1.2 Activities planned for the coming period 
 
13.1.3 Problems encountered and actions taken or recommended to remedy the problems 
 
13.1.4 Relationships to the approved schedule and Project Plan 
 
13.1.5 describe significant achievements and opportunities that may have potential effect 

on project schedule and/or costs.  
 
13.1.6 provide detailed to assure that directions are being pursued and comply with 

established and/or projected system solutions.  
 
13.1.7 include a cloud-base metrics on Austin Energy’s customer interaction and action 

specific components of application(s), but are not limited to operational reports, web 
analytics and other reports to be defined by Austin Energy Project Manager in the 
course of the project.  

 
13.1.8 Overall status, including a tabulation of percentage complete by task showing the 
 

13.2 Reporting Deliverables 
 Summary of Statistical Reports for 6 Modules 
 Reporting Software Performance Specifications for Commercial Sector 
 Reporting Software Performance Specifications for Multifamily Sector 
 Reporting Software Performance Specifications for Residential Sector 
 Summary of Statistical Analysis of Utility Usage 
 Summary of Customer Usage 
 Summary of Customer touch engagement with solutions 

 
 

The table provides a summary listing of the reports needed from the data. Each report tracks a single 
measurement or set of related measurements over time to show the effects of occupant driven energy 
usage and is intended to answer questions that relate to customer energy usage over time and provide 
decision points for energy management for the present and in future. 

 
 

Delivery Report Title Report Description 

Monthly 
Summary of Statistical Reports for 6 Modules Summarize all data collected for 

all 6 modules 
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Monthly 

Reporting Software Performance Specifications for 
Commercial Sector 

Map out the data ecosystem to 
include Master Data List, Data 
Groupings, and Benchmarking 
trends collected 

Monthly 

Reporting Software Performance Specifications for 
Multifamily Sector 

Map out the data ecosystem to 
include Master Data List, Data 
Groupings, and Benchmarking 
trends collected 

Monthly 

Reporting Software Performance Specifications for 
Residential Sector 

Map out the data ecosystem to 
include Master Data List, Data 
Groupings, and Benchmarking 
trends collected 

Annual  
Summary of Statistical Analysis of  Utility Usage 
 

Summarize  utility savings 
against  alert applications

Annual  

Summary of Customer Usage Show data for 6 and 12 month 
changes in  utility usage before 
and after application usage by 
customer and total of number 
of app users by application and 
aggregate 

Monthly 

Summary of Customer touch engagement with 
solutions for key benchmarking trends on energy 
usage 
 

Summarize recommendations 
on  utility efficiency 
benchmarking tools against 
key data collected by app 
users
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      EXHIBIT B 
City of Austin, Texas 

NON-DISCRIMINATION AND NON-RETALIATION CERTIFICATION 
 

City of Austin, Texas 

Equal Employment/Fair Housing Office  

 

To: City of Austin, Texas,  

I hereby certify that our firm complies with the Code of the City of Austin, Section 5-4-2 as reiterated 
below, and agrees: 

(1) Not to engage in any discriminatory employment practice defined in this chapter. 

(2) To take affirmative action to ensure that applicants are employed, and that employees are 
treated during employment, without discrimination being practiced against them as defined 
in this chapter, including affirmative action relative to employment, promotion, demotion 
or transfer, recruitment or recruitment advertising, layoff or termination, rate of pay or other 
forms of compensation, and selection for training or any other terms, conditions or 
privileges of employment.   

(3) To post in conspicuous places, available to employees and applicants for employment, 
notices to be provided by the Equal Employment/Fair Housing Office setting forth the 
provisions of this chapter. 

(4) To state in all solicitations or advertisements for employees placed by or on behalf of the 
Contractor, that all qualified applicants will receive consideration for employment without 
regard to race, creed, color, religion, national origin, sexual orientation, gender identity, 
disability, sex or age. 

(5) To obtain a written statement from any labor union or labor organization furnishing labor 
or service to Contractors in which said union or organization has agreed not to engage in 
any discriminatory employment practices as defined in this chapter and to take affirmative 
action to implement policies and provisions of this chapter. 

(6) To cooperate fully with City and the Equal Employment/Fair Housing Office in connection 
with any investigation or conciliation effort of the Equal Employment/Fair Housing Office 
to ensure that the purpose of the provisions against discriminatory employment practices 
are being carried out. 

(7) To require of all subcontractors having 15 or more employees who hold any subcontract 
providing for the expenditure of $2,000 or more in connection with any contract with the 
City subject to the terms of this chapter that they do not engage in any discriminatory 
employment practice as defined in this chapter 

For the purposes of this Offer and any resulting Contract, Contractor adopts the provisions of the 
City’s Minimum Standard Non-Discrimination and Non-Retaliation Policy set forth below. 

 
City of Austin 

Minimum Standard Non-Discrimination and Non-Retaliation in Employment Policy 
 

As an Equal Employment Opportunity (EEO) employer, the Contractor will conduct its personnel 
activities in accordance with established federal, state and local EEO laws and regulations. 

 
The Contractor will not discriminate against any applicant or employee based on race, creed, color, 
national origin, sex, age, religion, veteran status, gender identity, disability, or sexual orientation. This 
policy covers all aspects of employment, including hiring, placement, upgrading, transfer, demotion, 
recruitment, recruitment advertising, selection for training and apprenticeship, rates of pay or other 
forms of compensation, and layoff or termination. 
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1. DATA HANDLING CONTROLS:  SECURITY DIRECTIVES AND 
REQUIREMENTS 

1.1. Contractor Responsibilities regarding treatment of City Data 

1.1.1. The City requires that controls (“Data Handling Controls” or “DHC”) be in place 
to manage risk to the confidentiality, integrity and availability of City Confidential 
Information in any form in the care, custody or control of Contractor. These Data 
Handling Controls represent a minimum standard for protection. Additional 
controls required under applicable laws, regulations, or standards governing 
specific forms of data (e.g., health information, credit cardholder data) may also 
apply.   

1.1.2. Contractor agrees to comply with these Data Handling Controls in performing 
the Services (including information technology-based Services) and in providing 
the Deliverables under the Contract. Contractor accepts all responsibility and 
liability for the security, integrity and protection of all City Data in its custody or 
control, including but not limited to when City Data is received, transmitted, 
processed, stored, backed up, archived, returned, or as occurs otherwise during 
performance of Services, including that involving a subcontractor.  Contractor 
agrees that any damages or liability arising from any violation of these Data 
Handling Controls, including damage to City Data as well as all work to restore 
City Data and its integrity, are Contractor’s responsibility.  Contractor agrees that 
compliance with these Data Handling Controls is not an affirmative defense to 
any losses, disclosures, corruption or other damage to City Data which may occur 
for which Contractor is responsible, as Contactor acknowledges and agrees that 
there may be situations for which the Data Handling Controls may be inadequate 
to reasonably protect City Data as a project matures during the term of the 
Contract, and Contractor agrees to use appropriate additional measures in its 
reasonable judgment to protect City Data in such situations.   

1.2. Location Parameters 

1.2.1. The authorized geographical data center region for the storage and processing of 
City Data under this Contract is the contiguous United States. 

1.2.2. Contractor may utilize non-US based personnel but must ensure that City 
Confidential Information cannot be stored, viewed, downloaded, or transported 
outside the contiguous United States.   

1.3. Specific Security Directives 

1.3.1. For access to City Data, Contractor must ensure that only the minimum amount 
of rights is granted to an Authorized Person as required to perform Contractor’s 
contractual duties.     
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1.3.2. Unless otherwise approved by the City in advance, in writing, Contractor must 
encrypt all City Confidential Information. Only an Authorized Person within the 
Secure Service Area may view unencrypted City Confidential Information. 

1.3.2.1. Contractor employees and subcontractors who have provided written 
certification showing they meet the minimum requirements of these Data 
Handling Controls are allowed to view unencrypted City Confidential 
Information if necessary to provide the Services.  

1.3.2.2. The Secure Service Area shall be designed in such a way as to prohibit the 
unauthorized viewing, modification, or destruction of any unencrypted City 
Confidential Information (including any image).  Contractor may not 
remove City Confidential Information from the Secure Service Area unless 
approved by the City in advance in writing.    

1.3.3. Unencrypted City Confidential Information may not be stored on any Contractor 
or subcontractor Endpoint Device.   

1.3.4. Contractor must have in place its own internal security program that includes 
policies using applicable industry best practices. Contractor will provide 
documentation of these policies and procedures within ten business days of 
written request by the City.     

1.3.5. Contractor must detach all removable storage media containing City Confidential 
Information from any device when not in use and store the media in Contractor’s 
physically-secure location.  

1.3.6. Contractor must ensure that only an Authorized Person may access devices 
containing City Data.   

1.4. Data Disposition 

1.4.1. Contractor agrees to return all City Data obtained under this Contract (including 
this DHC) or otherwise in its care, custody or control to the originating City 
department, and to delete any remaining copies from Contractor’s 
storage/production/use/possession at the end of the engagement, including: 

1.4.1.1. as stated in any scope of work and/or 

1.4.1.2. at City’s request, or upon 

1.4.1.3. Contractor’s failure to follow the compliance directives of this Data 
Handling Controls document.   

1.5. General Compliance Requirements 

1.5.1  Contractor’s failure to comply with any provision of these Data Handling Controls 
is a material default under the Contract.   
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1.5.2  Contractor agrees that City or its authorized representatives may audit or review 
Contractor’s compliance with these Data Handling Controls under Contract 
Section 0300, Paragraph 17, Audits and Records.  Except in an emergency 
(including a Breach or Security Incident), such audit or review shall be conducted 
only during normal business hours and without disrupting normal business 
practice, and City shall provide reasonable advance notice of exercising its right of 
audit or review.   

Audits or reviews may include, but are not limited to: 

 system, security, application, operating system, and database logs; 

 physical access logs at all data centers; 

 data center location or ownership changes; 

 access control procedures; 

 procedures for the physical and digital destruction of media; 

 environment changes that have the potential for outages;  

 workplace inspections for compliance with these Data Handling Controls and 
review of any Vendor supplied documentation submitted to 
document/demonstrate compliance; and 

 procedures for and evidence of routine testing and updating of systems to 
prevent against attacks. 

1.6. Logging/Auditing Requirements  

1.6.1. Contractor must create system, security, application, operating system, and 
database logs:  

1.6.1.1. when Contractor creates, reads, updates, or deletes City Data; 

1.6.1.2. when Contractor initiates a network connection; 

1.6.1.3. when Contractor accepts a network connection; 

1.6.1.4. at user authentication and authorization, including failed access attempts;  

1.6.1.5. for user login and logout; 

1.6.1.6. when Contractor grants, modifies, or revokes access rights, privilege levels,  
and permissions, firewall rules, and user passwords; 
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1.6.1.7. when Contractor makes any system, network, or services configuration 
changes, including installation of software patches and updates, other 
installed software changes, operating system and Hypervisor activity; 

1.6.1.8. at application process startup, shutdown, or restart; 

1.6.1.9. in the case of any application process abort, failure, or abnormal end, 
especially due to resource exhaustion or reaching a resource limit or 
threshold (such as for CPU, memory, network connections, network 
bandwidth, disk space, or other resources), and in cases of failure of 
network services, such as DHCP or DNS, or hardware fault; and 

1.6.1.10. if contractor detects suspicious or malicious activity, such as from an 
Intrusion Detection or Prevention System (IDS/IPS), anti-virus system, or 
anti-spyware system. 

1.6.2. Contractor will retain system activity logs (and make all such logs available to 
City) for a period of three years after final payment on this Contract, or three 
years after all forensic, audit and litigation matters are resolved, whichever is 
longer.   

1.6.3. Contractor will review all relevant security logs for anomalies for potential 
Security Incidents and forensic analysis.  

1.7. Media Reuse  

1.7.1. Contractor must promptly Securely Erase all City Confidential Information from 
any permanent or non-volatile storage media: 

1.7.1.1. once immediate use of such media is no longer necessary, 

1.7.1.2. at City’s request, or 

1.7.1.3. within 30 days of termination of the Contract.   

1.7.2. For all endpoint and mobile devices containing City Data, Contractor agrees to 
utilize full disk encryption with pre-boot authentication methodologies to ensure 
all City Confidential Data is encrypted at rest. 

1.7.3. Contractor shall Securely Erase all City Data by destructively overwriting all City 
Data to ensure that even deleted files cannot be recovered from the media.   

1.8. Security  

1.8.1. Contractor must limit access to the Hypervisor to only those qualified and pre-
approved staff who have job functions dedicated to performing work on the 
Hypervisor. All access logs to the Hypervisor must only be reviewed by qualified 
personnel approved by Contractor and City.   
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1.8.2. City retains ownership over all City Data. 

1.8.3. Contractor must use industry best practices for encryption of City Confidential 
Information at rest and in transit.  

1.8.4. Contractor will ensure that all electronic and physical access to City Data is 
secured. Contractor must verify the identification, authentication, and 
authorization of each user and their specific role and access level, and Contractor 
must immediately block all physical and electronic access to City Data for any 
terminated employee.   

1.8.5. Contractor must use due diligence to evaluate and respond to potential Security 
Incidents and events that create suspicions of unauthorized disclosure, 
modification, or destruction of City Data. The response must restore the 
confidentiality, integrity, and availability of the environment(s) compromised or 
potentially compromised, and establish root causes and remediation steps and 
determine the nature and extent of the event. If Contractor determines that 
there has been a Security Incident involving City Data (including City Confidential 
Information), Contractor shall report such Security Incident to the City PM within 
four (4) hours of determination.   

1.8.6. Upon written request, Contractor shall make its then current key management 
policy for encryption keys and certificates available to the City within 10 business 
days.   

2. DATA HANDLING CONTROLS: ADDITIONAL COMPLIANCE 
REQUIREMENTS 

2.1. Contractor Practices 

2.1.1. In addition to any other requirements of these Data Handling Controls, 
Contractor agrees it shall maintain and enforce its own reasonable and adequate 
security procedures during the term of the Contract for the protection of City 
Data, which procedures must be designed to protect City Data (especially City 
Confidential Information) and the hosting environment from a Security Incident, 
including using Contractor’s best efforts to avoid the unauthorized access, 
modification or loss during transmission and storage, including the use of data 
encryption techniques described herein.   

2.1.2. Contractor confirms that all use, transmission, storage, and destruction of City 
Confidential Information shall be in strict accordance with all terms, covenants, 
and conditions of the Contract and all applicable Federal, State, and local laws, 
rules, and regulations. 

2.1.3. Contractor agrees that City may conduct, at no extra cost to City, network 
penetration tests of all systems at Contractor’s facilities used for the processing, 
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storage or transmission of City Data.  City may also, at its discretion, contract out 
penetration testing services to a third party.  City shall provide reasonable notice 
of each network penetration test and shall conduct each network penetration 
test at reasonable times. If, following any testing, vulnerabilities are identified, 
Contractor shall promptly document Contractor’s remediation action plan and 
provide it to the City PM within three business days, including at a minimum: 

2.1.3.1.1. nature of the vulnerability including scope and breadth, 

2.1.3.1.2. potential impact to service of vulnerability and subsequent 
mitigation, 

2.1.3.1.3. summary of mitigation, and 

2.1.3.1.4. known or suspected loss of City Data and ability to recover; and  

2.1.3.2. implement the remediation action plan not later than three business days 
after delivery of the plan unless otherwise approved by City in writing. The 
implementation of remediation activity must be communicated to and 
approved by the City in advance, ensuring the avoidance of unplanned 
outages; and 

2.1.3.3. provide City with written documentation and reports on the status of all 
modifications to correct such vulnerabilities, including interim and final 
reports. 

2.1.4. Contractor shall perform appropriate background checks on its employees and 
subcontractors with access to City Confidential Information.  

2.1.5. Contractor shall prohibit access to City Confidential Information for Contractor 
employees and subcontractors who fit into any of the following classifications:  
 

2.1.5.1. Anyone who has been convicted of a felony offense;  

2.1.5.2. Anyone who has been convicted of a misdemeanor offense related to 
computer security, theft, fraud or violence; or  

2.1.5.3. Anyone who is currently awaiting trial for any of the above-stated offenses.  
 

2.1.6. The COA CISO may, at any time in writing, require Contractor’s employees and 
subcontractors to submit to additional background checks. Continued access to 
City Data, including City Confidential Information, and secured facilities shall be 
contingent on the Contractor’s employee’s agreement to submit to a 
background check and the results of the background check. Refusal shall be 
grounds for immediate termination of the User ID and password, and where 
applicable, access to COA premises and networks, and any ID badge issued shall 
immediately be decommissioned. 
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2.2. Security Incident Reporting Procedures 

2.2.1. Contractor must telephone the City PM and e-mail AE-Exec-Info-
Sec@austinenergy.com within four business hours of when Contractor discovers, 
is notified of, or otherwise has knowledge of any Security Incident. Contractor 
must include the following information in the report emailed: 

2.2.1.1. person reporting the Security Incident ;  

2.2.1.2. person who discovered the Security Incident;  

2.2.1.3. date and time the Security Incident was discovered;  

2.2.1.4. nature of the Security Incident; 

2.2.1.5. actions taken and by whom; 

2.2.1.6. involved system and possible interconnectivity with other systems;  

2.2.1.7. description of the information lost or compromised, or potentially lost or 
compromised;  

2.2.1.8. storage medium from which information was lost or compromised;  

2.2.1.9. controls in place to prevent unauthorized use of the lost or compromised 
information;  

2.2.1.10. number of individuals potentially affected;  

2.2.1.11. whether law enforcement or other external agencies were involved for any 
reason and, if so, those contacted; and  

2.2.1.12. any other relevant information pertaining to the Security Incident.   

2.2.2. Within four hours of discovering the Security Incident, the Contractor shall 
contain the Security Incident.  

2.2.3. Contractor shall investigate (with City’s participation, if so desired by City) the 
Security Incident, perform a root cause analysis, and create and provide to the 
City a remediation plan within seven days of becoming aware of the Security 
Incident. 

2.3. Remediation 

2.3.1. As soon as practicable, and at no additional cost to the City, Contractor will 
remedy the source of the Security Incident, as required by the remediation plan. 

2.3.2. The Contractor shall reimburse the City for all costs to City associated with the 
Security Incident.  
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2.4. Recovery 

2.4.1. Within seven days of completing the remediation plan, Contractor must provide 
the City reasonable written assurance declaring full system recovery, signed by 
an executive with proper authority, attesting that the Security Incident is 
remediated and shall not recur.   

2.5. Lessons Learned 

2.5.1. Contractor shall, at no cost to the City and as part of the Services, update 
policies, procedures, or enforcement methods in a manner designed to prevent 
similar Security Incidents from recurring and provide summary of updates to City 
within 14 days of declaring full system recovery.   

3.   Definitions 

3.1.1. Authorized Person – Contractor personnel (including subcontractor personnel) 
located in the contiguous United States having successfully completed the 
required background check and related requirements of the Contract 

3.1.2. City Project Manager or City PM – City of Austin project manager, or their 
designee, assigned to this Contract 

3.1.3. City Data - data or information (in any form) regarding the City or its customers 
that is created, collected, provided, obtained, or otherwise made available in 
connection with this Contract to an Authorized Person.  City Data may be either 
non-confidential information or City Confidential Information.    

3.1.4. City Confidential Information – includes: (A) information provided by City that is 
marked or identified as confidential, (B) information of City including software, 
computer programs, documentation, processes, procedures, techniques, 
technical, financial, customer, personnel and other business information of a 
non-public nature that would reasonably be understood to be confidential 
whether or not marked or identified as confidential, (C) information generated 
by Contractor (or subcontractor) that contains, reflects, or is derived from 
confidential information, (D) Personal Identifying Information, (E) Sensitive 
Personal Information, and (F) all other information made confidential by federal, 
state or local law or regulation.  City Confidential Information is a subset of City 
Data.   

3.1.5. Data Center Region – means the authorized geographical region for the storage 
and processing of City Data, and is presently only the contiguous United States.   

3.1.6. Data Handling Controls  – this document  

3.1.7. Endpoint Device – Any network-capable computer hardware device including, 
but not limited to desktop computers, laptops, smart phones, tablets, thin 
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clients, printers or other specialized hardware such POS terminals and smart 
meters. 

3.1.8. Hypervisor – a piece of computer software, firmware or hardware that controls 
the flow of instructions between guest Operating Systems and the physical 
hardware such as CPU, disk storage, memory, and network interface cards within 
a virtual environment 

3.1.9. Personal Identifying Information (“PII”) – means any information that, either 
alone or in conjunction with other information, identifies an individual, including  
an individual’s: 

3.1.9.1. name, social security number, date of birth, or government-issued 
identification number; 

3.1.9.2. mother's maiden name; 

3.1.9.3. unique biometric data, including the individual's fingerprint, voice print, 
and retina or iris image; or 

3.1.9.4. unique electronic identification number, address, or routing code 

3.1.10. Sensitive Personal Information (“SPI”) – means  

A.  an individual’s first name or first initial and last name in combination with 
any one or more of the following items, if the name and the items are not 
encrypted: 

(i) Social Security Number; 

(ii) Driver’s License Number or government-issued ID; or  

(iii) an individual's account number or credit or debit card number in 
combination with any required security code, access code, or 
password that would permit access to an individual's financial 
account, or 

B. information that identifies an individual and relates to the physical or mental 
health or condition of the individual, or the provision of health care to the 
individual.   

C. SPI does not include publicly available information.   

3.1.11. Securely Erase – secure deletion of any information, including a recognized 
destructive delete algorithm, for example, at least seven overwrites with 
pseudorandom data or at least seven overwrites with zeroes 
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3.1.12. Security Incident – any actual or potential unauthorized disclosure of, or 
unauthorized access to, City Confidential Information; or a violation or imminent 
threat of violation of computer security policies, acceptable use policies, or 
compliance requirements under these Data Handling Controls; or violation or 
imminent threat of violation of industry standard security practices  

3.1.13. Secure Service Area – a physically and electronically secured area, with secure 
communications, within Contractor’s facility where unencrypted City 
Confidential Information is secured from unauthorized access 
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  EXHIBIT D   

 

EXHIBIT A – LIST OF APPLICABLE RED FLAGS  

 Documents provided by a customer or potential customer to verify identification appear 
altered or forged.  

 The photo or physical description on an identification document (“ID”) is not consistent 
with the appearance of the customer.  

 Other information given to open the account is not consistent with the ID of the customer  

 An application or supporting document appears to have been forged or altered, or gives the 
appearance of having been destroyed and reassembled.   

 The ID is inconsistent with external information sources; i.e., the address does not match a 
consumer report, or a social security (SS) number has not be issued or is listed on the SS 
Administration Death Master File.  

 The ID provided is associated with an existing identity theft case on file.  

 The SS number is the same as customers opening other accounts (or previously used to 
open an account when the customer states that they have not previously had an account.)  

 The customer fails to provide all personal identification information upon request.  

 The ID is inconsistent with existing records.  

 Change of billing address is followed by multiple change requests to the account.  

 Payments are made in a manner associated with fraud.  For example, a deposit or initial 
payment is made and no payments are made thereafter.  

 Existing account with a stable history shows irregularities.   

 An account that has been inactive for a reasonable period of time is suddenly used. 

 The utility is notified of unauthorized changes or transactions in connection with an 
account.  
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