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CONTRACT BETWEEN THE CITY OF AUSTIN (“City”)
AND 

CREATIVE ENTERPRISE SOLUTIONS, LLC (“Contractor”)
for

Information Technology Service Management Software Solution 
Contract - MA 8100 NA190000118

The City accepts the Contractor’s Offer (as referenced in Section 1.1.3 below) for the above requirement and
enters into the following Contract. 

This Contract is between Creative Enterprise Solutions, LLC having offices at 60 E Rio Salado Pkwy Suite 
900, Tempe, AZ 85281 and the City, a home-rule municipality incorporated by the State of Texas, and is 
effective as of the date executed by the City (“Effective Date”). 
Capitalized terms used but not defined herein have the meanings given them in Solicitation Number RFP 8100 
PAX3147. 

1.1 This Contract is composed of the following documents:
1.1.1 This Contract  

1.1.2 The City’s Solicitation, Request for Proposal (RFP), 8100 PAX3147 including all documents 
incorporated by reference 

1.1.3 Creative Enterprise Solutions, LLC Offer, dated 01/14/2019, including subsequent clarifications 

1.1.4 Cherwell Software’s Cherwell End-user Subscription Agreement 

1.2 Order of Precedence. Any inconsistency or conflict in the Contract documents shall be resolved by 
giving precedence in the following order: 

1.2.1 This Contract  
1.2.2 The City’s Solicitation as referenced in Section 1.1.2, including all documents incorporated by 

reference 
1.2.3 The Contractor’s Offer as referenced in Section 1.1.3, including subsequent clarifications. 

1.2.4 Cherwell Software’s Cherwell End-user Subscription Agreement and Hosting Services Addendum 

1.1 Term of Contract.

1.1.1 Term of Contract. The Contract shall commence upon execution, unless otherwise specified, 
and shall remain in effect for an initial term of 36 months. The license term (including maintenance and 
support) shall begin upon contract execution .  The Contract may be extended beyond the initial term 
for up to two additional 12 month periods at the City’s sole option. 

1.1.1.1 If the City exercises any extension option, all terms, conditions, and provisions of the 
Contract shall remain in effect for that extension period, subject only to any economic price 
adjustment otherwise allowed under the Contract. 

1.1.1.2 Upon expiration of the initial term or any period of extension, the Contractor agrees to 
hold over under the terms and conditions of this Contract for such a period of time as is 
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reasonably necessary for the City to re-solicit and/or complete the deliverables due under the 
Contract (not to exceed 120 calendar days unless mutually agreed to in writing). 

1.2 Compensation. The Contractor shall be paid a total Not-to-Exceed amount of $$334,825.00 for the 
initial Contract term, $55,650.00 for the first extension option, and $58,512.00 for the second extension 
options for the total contract amount of $448,987.00. Reasonable and actual travel expenses for on-site 
work, not to exceed the following estimates, will be billed in accordance with GSA’s guidelines. 

No. Software Licensing and Implementation Services Unit Extended Price

1
Base Software Licensing Cost (Service Request 
Fulfillment, Change Management, Problem 
Management, and Incident Management)

25 Units /
$1,800 $45,000.00 

2 Additional software licensing costs (if applicable) -
Customer Self Service Portal (included in Line 1)

3 Implementation: Software Services $67,650.00 

4 Implementation: Project Management $12,375.00 

5
Implementation: Additional Personnel Resources 
(interfaces, integration, customizations to support ABIA 
staff): Design

$15,600.00 

6 Training for up to 10 staff (on site) 10 $14,500.00 

7
Additional Training Resources/Options
(web based, off-site, other modes) – 8 hours of
remote-training

20 $1,650.00 

8 Professional Service NTE $60,000.00 

9 Not to Exceed Travel Expenses Amount
(for Line 5 and Line 6) 1 $4,200.00

Total Price of Software and Implementation Services $220,975.00

Year 1 - Maintenance and Support Units Extended Price

10 Licenses and Software Maintenance and Support 
(included in Line 1) 12 Months

11 On-Site Professional Services (2.5 days consecutive 
on site) 20 hours $4,950.00 

12 Not to Exceed Travel Expenses Amount (for Line 12) $1,350.00

13 Training for up to 5 staff (8 hours of remote training) 5 $1,650.00

Total $7,950.00 

Item 
No. Year 2 - Maintenance and Support Unit Extended Price

15 Subscription Licenses, Software Maintenance and 
Support 12 Months $45,000.00 

16 On-Site Professional Services (2.5 days consecutive 
on site) 20 hours $4,950.00 
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17 Not to Exceed Travel Expenses Amount (for Line 16) $1,350.00

18 Training for up to 5 staff (8 hours of remote training) 5 $1,650.00

Total $52,950.00

Item 
No. Year 3 - Maintenance and Support Unit Extended Price

19 Subscription Licenses, Software Maintenance and 
Support 12 Months $45,000.00 

20 On-Site Professional Services (2.5 days consecutive 
on site) 20 hours $4,950.00 

21 Not to Exceed Travel Expenses Amount (for Line 20) $1,350.00

22 Training for up to 5 staff (8 hours of remote training) 5 $1,650.00

Total $52,950.00

3 Years/36 Months Total $334,825.00

Item 
No. Extension Option 1 - Maintenance and Support Unit Extended Price

23 Subscription Licenses, Software Maintenance and 
Support 12 Months $47,700.00

24 On-Site Professional Services (2.5 days consecutive 
on site) 20 hours $4,950.00

25 Not to Exceed Travel Expenses Amount (for Line 25) $1,350.00

26 Training for up to 5 staff (8 hours of remote training) 5 $1,650.00

Total $55,650.00 

Item 
No. Extension Option 2 -Maintenance and Support Unit Extended Price

27 Subscription Licenses, Software Maintenance and 
Support 12 Months $50,562.00 

28 On-Site Professional Services (2.5 days consecutive 
on site) 20 hours $4,950.00 

29 Not to Exceed Travel Expenses Amount (for Line 28) $1,350.00

30 Training for up to 5 staff (8 hours of remote training) 5 $1,650.00 

Total $58,512.00

Extension Options Total $114,162.00

Total Contract Not to Exceed $448,987.00



1.3 Quantity of Work. There is no guaranteed quantity of work for the period of the Contract and there are 
no minimum order quantities. Work will be on an as needed basis as specified by the City for each 
Delivery Order 

This Contract (including any Exhibits) constitutes the entire agreement of the parties regarding the subject 
matter of this Contract and supersedes all prior and contemporaneous agreements and understandings, 
whether written or oral, relating to such subject matter. This Contract may be altered, amended, or modified 
only by a written instrument signed by the duly authorized representatives of both parties. 

In witness whereof, the parties have caused a duly authorized representative to execute this Contract on the 
date set forth below. 

CREATIVE ENTERPRISE SOLUTIONS, LLC 

Brian Flora 

Printed Name of Authorized Person 

Signature 

Principal 

Title: 

08/05/2019 

Date: 
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ClTY OF AUSTIN 

Sai Xoomsai Purcell 

Signature 

Procurement Supervisor 
Title: 

oa!I \ ' 

Rev. 12-13-2017 
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By submitting an Offer in response to the Solicitation, the Contractor agrees that the Contract shall be governed by the 
following terms and conditions. Unless otherwise specified in the Contract, Sections 3, 4, 5, 6, 7, 8, 20, 21, and 36 shall 
apply only to a Solicitation to purchase Goods, and Sections 9, 10, 11 and 22 shall apply only to a Solicitation to purchase 
Services to be performed principally at the City’s premises or on public rights-of-way. 

1. CONTRACTOR’S OBLIGATIONS. The Contractor shall fully and timely provide all Deliverables described in the 
Solicitation and in the Contractor’s Offer in strict accordance with the terms, covenants, and conditions of the Contract 
and all applicable Federal, State, and local laws, rules, and regulations. 

2. EFFECTIVE DATE/TERM. Unless otherwise specified in the Solicitation, this Contract shall be effective as of the 
date the contract is signed by the City, and shall continue in effect until all obligations are performed in accordance 
with the Contract. 

3. CONTRACTOR TO PACKAGE DELIVERABLES: The Contractor will package Deliverables in accordance with good 
commercial practice and shall include a packing list showing the description of each item, the quantity and unit price 
Unless otherwise provided in the Specifications or Supplemental Terms and Conditions, each shipping container shall 
be clearly and permanently marked as follows: (a) The Contractor's name and address, (b) the City’s name, address 
and purchase order or purchase release number and the price agreement number if applicable, (c) Container number 
and total number of containers, e.g. box 1 of 4 boxes, and (d) the number of the container bearing the packing list. 
The Contractor shall bear cost of packaging. Deliverables shall be suitably packed to secure lowest transportation 
costs and to conform with requirements of common carriers and any applicable specifications. The City's count or 
weight shall be final and conclusive on shipments not accompanied by packing lists. 

4. SHIPMENT UNDER RESERVATION PROHIBITED: The Contractor is not authorized to ship the Deliverables under 
reservation and no tender of a bill of lading will operate as a tender of Deliverables. 

5. TITLE & RISK OF LOSS: Title to and risk of loss of the Deliverables shall pass to the City only when the City actually 
receives and accepts the Deliverables. 

6. DELIVERY TERMS AND TRANSPORTATION CHARGES: Deliverables shall be shipped F.O.B. point of delivery 
unless otherwise specified in the Supplemental Terms and Conditions. Unless otherwise stated in the Offer, the 
Contractor’s price shall be deemed to include all delivery and transportation charges. The City shall have the right to 
designate what method of transportation shall be used to ship the Deliverables. The place of delivery shall be that set 
forth in the block of the purchase order or purchase release entitled "Receiving Agency". 

7. RIGHT OF INSPECTION AND REJECTION: The City expressly reserves all rights under law, including, but not 
limited to the Uniform Commercial Code, to inspect the Deliverables at delivery before accepting them, and to reject 
defective or non-conforming Deliverables. If the City has the right to inspect the Contractor’s, or the Contractor’s 
Subcontractor’s, facilities, or the Deliverables at the Contractor’s, or the Contractor’s Subcontractor’s, premises, the 
Contractor shall furnish, or cause to be furnished, without additional charge, all reasonable facilities and assistance 
to the City to facilitate such inspection. 

8. NO REPLACEMENT OF DEFECTIVE TENDER: Every tender or delivery of Deliverables must fully comply with all 
provisions of the Contract as to time of delivery, quality, and quantity. Any non-complying tender shall constitute a 
breach and the Contractor shall not have the right to substitute a conforming tender; provided, where the time for 
performance has not yet expired, the Contractor may notify the City of the intention to cure and may then make a 
conforming tender within the time allotted in the contract. 

9. PLACE AND CONDITION OF WORK: The City shall provide the Contractor access to the sites where the Contractor 
is to perform the services as required in order for the Contractor to perform the services in a timely and efficient 
manner, in accordance with and subject to the applicable security laws, rules, and regulations. The Contractor 
acknowledges that it has satisfied itself as to the nature of the City’s service requirements and specifications, the 
location and essential characteristics of the work sites, the quality and quantity of materials, equipment, labor and 
facilities necessary to perform the services, and any other condition or state of fact which could in any way affect 
performance of the Contractor’s obligations under the contract. The Contractor hereby releases and holds the City 
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harmless from and against any liability or claim for damages of any kind or nature if the actual site or service conditions 
differ from expected conditions. 

10. WORKFORCE

A. The Contractor shall employ only orderly and competent workers, skilled in the performance of the services which 
they will perform under the Contract. 

B. The Contractor, its employees, subcontractors, and subcontractor's employees may not while engaged in 
participating or responding to a solicitation or while in the course and scope of delivering goods or services under 
a City of Austin contract or on the City's property . 

i. use or possess a firearm, including a concealed handgun that is licensed under state law, except as 
required by the terms of the contract; or  

ii. use or possess alcoholic or other intoxicating beverages, illegal drugs or controlled substances, nor may 
such workers be intoxicated, or under the influence of alcohol or drugs, on the job. 

C. If the City or the City's representative notifies the Contractor that any worker is incompetent, disorderly or 
disobedient, has knowingly or repeatedly violated safety regulations, has possessed any firearms, or has 
possessed or was under the influence of alcohol or drugs on the job, the Contractor shall immediately remove
such worker from Contract services, and may not employ such worker again on Contract services without the 
City's prior written consent. 

11. COMPLIANCE WITH HEALTH, SAFETY, AND ENVIRONMENTAL REGULATIONS: The Contractor, its 
Subcontractors, and their respective employees, shall comply fully with all applicable federal, state, and local health, 
safety, and environmental laws, ordinances, rules and regulations in the performance of the services, including but 
not limited to those promulgated by the City and by the Occupational Safety and Health Administration (OSHA). In 
case of conflict, the most stringent safety requirement shall govern. The Contractor shall indemnify and hold the City 
harmless from and against all claims, demands, suits, actions, judgments, fines, penalties and liability of every kind 
arising from the breach of the Contractor’s obligations under this paragraph.

12. INVOICES: 

A. The Contractor shall submit separate invoices in duplicate on each purchase order or purchase release after 
each delivery. If partial shipments or deliveries are authorized by the City, a separate invoice must be sent for 
each shipment or delivery made. 

B. Proper Invoices must include a unique invoice number, the purchase order or delivery order number 
and the master agreement number if applicable, the Department’s Name, and the name of the point of 
contact for the Department. Invoices shall be itemized and transportation charges, if any, shall be listed 
separately. A copy of the bill of lading and the freight waybill, when applicable, shall be attached to the invoice. 
The Contractor’s name and, if applicable, the tax identification number on the invoice must exactly match the 
information in the Vendor’s registration with the City. Unless otherwise instructed in writing, the City may rely 
on the remittance address specified on the Contractor’s invoice.

C. Invoices for labor shall include a copy of all time-sheets with trade labor rate and Deliverables order number 
clearly identified. Invoices shall also include a tabulation of work-hours at the appropriate rates and grouped by 
work order number. Time billed for labor shall be limited to hours actually worked at the work site. 

D. Unless otherwise expressly authorized in the Contract, the Contractor shall pass through all Subcontract and 
other authorized expenses at actual cost without markup. 

E. Federal excise taxes, State taxes, or City sales taxes must not be included in the invoiced amount. The City 
will furnish a tax exemption certificate upon request. 
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13. PAYMENT: 

A. All proper invoices received by the City will be paid within thirty (30) calendar days of the City’s receipt of the 
Deliverables or of the invoice, whichever is later. 

B. If payment is not timely made, (per paragraph A), interest shall accrue on the unpaid balance at the lesser 
of the rate specified in Texas Government Code Section 2251.025 or the maximum lawful rate; except, if 
payment is not timely made for a reason for which the City may withhold payment hereunder, interest 
shall not accrue until ten (10) calendar days after the grounds for withholding payment have been 
resolved. 

C. If partial shipments or deliveries are authorized by the City, the Contractor will be paid for the partial shipment 
or delivery, as stated above, provided that the invoice matches the shipment or delivery. 

D. The City may withhold or set off the entire payment or part of any payment otherwise due the Contractor to 
such extent as may be necessary on account of: 

i. delivery of defective or non-conforming Deliverables by the Contractor; 
ii. third party claims, which are not covered by the insurance which the Contractor is required to provide, 

are filed or reasonable evidence indicating probable filing of such claims; 
iii. failure of the Contractor to pay Subcontractors, or for labor, materials or equipment; 
iv. damage to the property of the City or the City’s agents, employees or contractors, which is not covered 

by insurance required to be provided by the Contractor; 
v. reasonable evidence that the Contractor’s obligations will not be completed within the time specified in 

the Contract, and that the unpaid balance would not be adequate to cover actual or liquidated damages 
for the anticipated delay; 

vi. failure of the Contractor to submit proper invoices with all required attachments and supporting 
documentation; or 

vii. failure of the Contractor to comply with any material provision of the Contract Documents. 

E. Notice is hereby given of Article VIII, Section 1 of the Austin City Charter which prohibits the payment of any 
money to any person, firm or corporation who is in arrears to the City for taxes, and of §2-8-3 of the Austin City 
Code concerning the right of the City to offset indebtedness owed the City. 

F. Payment will be made by check unless the parties mutually agree to payment by credit card or electronic 
transfer of funds.  The Contractor agrees that there shall be no additional charges, surcharges, or penalties to 
the City for payments made by credit card or electronic funds transfer.   

G. The awarding or continuation of this contract is dependent upon the availability of funding. The City’s payment 
obligations are payable only and solely from funds Appropriated and available for this contract. The absence of 
Appropriated or other lawfully available funds shall render the Contract null and void to the extent funds are not 
Appropriated or available and any Deliverables delivered but unpaid shall be returned to the Contractor. The 
City shall provide the Contractor written notice of the failure of the City to make an adequate Appropriation for 
any fiscal year to pay the amounts due under the Contract, or the reduction of any Appropriation to an amount 
insufficient to permit the City to pay its obligations under the Contract. In the event of non or inadequate 
appropriation of funds, there will be no penalty nor removal fees charged to the City. 

14. TRAVEL EXPENSES: All travel, lodging and per diem expenses in connection with the Contract for which 
reimbursement may be claimed by the Contractor under the terms of the Solicitation will be reviewed against the 
City’s Travel Policy as published and maintained by the City’s Controller’s Office and the Current United States 
General Services Administration Domestic Per Diem Rates (the “Rates”) as published and maintained on the Internet
at:

http://www.gsa.gov/portal/category/21287  
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No amounts in excess of the Travel Policy or Rates shall be paid. All invoices must be accompanied by copies of 
detailed itemized receipts (e.g. hotel bills, airline tickets). No reimbursement will be made for expenses not actually 
incurred. Airline fares in excess of coach or economy will not be reimbursed. Mileage charges may not exceed the 
amount permitted as a deduction in any year under the Internal Revenue Code or Regulations. 

15. FINAL PAYMENT AND CLOSE-OUT: 

A. If an MBE/WBE Program Compliance Plan is required by the Solicitation, and the Contractor has identified 
Subcontractors, the Contractor is required to submit a Contract Close-Out MBE/WBE Compliance Report to 
the Project manager or Contract manager no later than the 15th calendar day after completion of all work under 
the contract. Final payment, retainage, or both may be withheld if the Contractor is not in compliance with the 
requirements of the Compliance Plan as accepted by the City. 

B. The making and acceptance of final payment will constitute: 

i. a waiver of all claims by the City against the Contractor, except claims (1) which have been previously 
asserted in writing and not yet settled, (2) arising from defective work appearing after final inspection, (3) 
arising from failure of the Contractor to comply with the Contract or the terms of any warranty specified 
herein, (4) arising from the Contractor’s continuing obligations under the Contract, including but not limited 
to indemnity and warranty obligations, or (5) arising under the City’s right to audit; and  

ii. a waiver of all claims by the Contractor against the City other than those previously asserted in writing 
and not yet settled. 

16. SPECIAL TOOLS & TEST EQUIPMENT: If the price stated on the Offer includes the cost of any special tooling or 
special test equipment fabricated or required by the Contractor for the purpose of filling this order, such special tooling 
equipment and any process sheets related thereto shall become the property of the City and shall be identified by the 
Contractor as such. 

17. AUDITS and RECORDS: 

A. The Contractor agrees that the representatives of the Office of the City Auditor or other authorized 
representatives of the City shall have access to, and the right to audit, examine, or reproduce, any and all 
records of the Contractor related to the performance under this Contract. The Contractor shall retain all such 
records for a period of three (3) years after final payment on this Contract or until all audit and litigation matters 
that the City has brought to the attention of the Contractor are resolved, whichever is longer. The Contractor 
agrees to refund to the City any overpayments disclosed by any such audit. 

B. Records Retention: 

i. Contractor is subject to City Code chapter 2-11 (Records Management), and as it may subsequently 
be amended. For purposes of this subsection, a Record means all books, accounts, reports, files, and 
other data recorded or created by a Contractor in fulfillment of the Contract whether in digital or physical 
format, except a record specifically relating to the Contractor’s internal administration.

ii. All Records are the property of the City. The Contractor may not dispose of or destroy a Record without 
City authorization and shall deliver the Records, in all requested formats and media, along with all 
finding aids and metadata, to the City at no cost when requested by the City 

iii. The Contractor shall retain all Records for a period of three (3) years after final payment on this Contract
or until all audit and litigation matters that the City has brought to the attention of the Contractor are 
resolved, whichever is longer. 

C. The Contractor shall include sections A and B above in all subcontractor agreements entered into in connection 
with this Contract. 
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18. SUBCONTRACTORS: 

A. If the Contractor identified Subcontractors in an MBE/WBE Program Compliance Plan or a No Goals Utilization 
Plan the Contractor shall comply with the provisions of Chapters 2-9A, 2-9B, 2-9C, and 2-9D, as applicable, of
the Austin City Code and the terms of the Compliance Plan or Utilization Plan as approved by the City (the 
“Plan”). The Contractor shall not initially employ any Subcontractor except as provided in the Contractor’s Plan. 
The Contractor shall not substitute any Subcontractor identified in the Plan, unless the substitute has been 
accepted by the City in writing in accordance with the provisions of Chapters 2-9A, 2-9B, 2-9C and 2-9D, as 
applicable. No acceptance by the City of any Subcontractor shall constitute a waiver of any rights or remedies 
of the City with respect to defective Deliverables provided by a Subcontractor. If a Plan has been approved, the 
Contractor is additionally required to submit a monthly Subcontract Awards and Expenditures Report to the 
Contract Manager and the Purchasing Office Contract Compliance Manager no later than the tenth calendar 
day of each month. 

B. Work performed for the Contractor by a Subcontractor shall be pursuant to a written contract between the 
Contractor and Subcontractor. The terms of the subcontract may not conflict with the terms of the Contract, and 
shall contain provisions that: 

i. require that all Deliverables to be provided by the Subcontractor be provided in strict accordance with the 
provisions, specifications and terms of the Contract; 

ii. prohibit the Subcontractor from further subcontracting any portion of the Contract without the prior written 
consent of the City and the Contractor. The City may require, as a condition to such further 
subcontracting, that the Subcontractor post a payment bond in form, substance and amount acceptable 
to the City;  

iii. require Subcontractors to submit all invoices and applications for payments, including any claims for 
additional payments, damages or otherwise, to the Contractor in sufficient time to enable the Contractor 
to include same with its invoice or application for payment to the City in accordance with the terms of the 
Contract; 

iv. require that all Subcontractors obtain and maintain, throughout the term of their contract, insurance in the 
type and amounts specified for the Contractor, with the City being a named insured as its interest shall 
appear; and 

v. require that the Subcontractor indemnify and hold the City harmless to the same extent as the Contractor 
is required to indemnify the City. 

C. The Contractor shall be fully responsible to the City for all acts and omissions of the Subcontractors just as the 
Contractor is responsible for the Contractor's own acts and omissions. Nothing in the Contract shall create for 
the benefit of any such Subcontractor any contractual relationship between the City and any such 
Subcontractor, nor shall it create any obligation on the part of the City to pay or to see to the payment of any 
moneys due any such Subcontractor except as may otherwise be required by law. 

D. The Contractor shall pay each Subcontractor its appropriate share of payments made to the Contractor not later 
than ten (10) calendar days after receipt of payment from the City. 

19. WARRANTY-PRICE: 

A. The Contractor warrants the prices quoted in the Offer are no higher than the Contractor's current prices on 
orders by others for like Deliverables under similar terms of purchase. 

B. The Contractor certifies that the prices in the Offer have been arrived at independently without consultation, 
communication, or agreement for the purpose of restricting competition, as to any matter relating to such fees 
with any other firm or with any competitor. 

C. In addition to any other remedy available, the City may deduct from any amounts owed to the Contractor, or 
otherwise recover, any amounts paid for items in excess of the Contractor's current prices on orders by others 
for like Deliverables under similar terms of purchase. 
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20. WARRANTY – TITLE: The Contractor warrants that it has good and indefeasible title to all Deliverables furnished 
under the Contract, and that the Deliverables are free and clear of all liens, claims, security interests and 
encumbrances. The Contractor shall indemnify and hold the City harmless from and against all adverse title claims 
to the Deliverables. 

21. WARRANTY – DELIVERABLES: Cherwell End-user Subscription Agreement and Cherwell Hosting Services 
addendum. 

22. WARRANTY – SERVICES: The Contractor warrants and represents that all services to be provided the City under 
the Contract will be fully and timely performed in a good and workmanlike manner in accordance with generally 
accepted industry standards and practices, the terms, conditions, and covenants of the Contract, and all applicable 
Federal, State and local laws, rules or regulations. 

A. The Contractor may not limit, exclude or disclaim the foregoing warranty or any warranty implied by law, and any 
attempt to do so shall be without force or effect. 

B. Unless otherwise specified in the Contract, the warranty period shall be at least one year from the Acceptance 
Date. If during the warranty period, one or more of the above warranties are breached, the Contractor shall 
promptly upon receipt of demand perform the services again in accordance with above standard at no additional 
cost to the City. All costs incidental to such additional performance shall be borne by the Contractor. The City 
shall endeavor to give the Contractor written notice of the breach of warranty within thirty (30) calendar days of 
discovery of the breach warranty, but failure to give timely notice shall not impair the City’s rights under this 
section. 

C. If the Contractor is unable or unwilling to perform its services in accordance with the above standard as required 
by the City, then in addition to any other available remedy, the City may reduce the amount of services it may be 
required to purchase under the Contract from the Contractor, and purchase conforming services from other 
sources. In such event, the Contractor shall pay to the City upon demand the increased cost, if any, incurred by 
the City to procure such services from another source. 

23. ACCEPTANCE OF INCOMPLETE OR NON-CONFORMING DELIVERABLES: If, instead of requiring immediate 
correction or removal and replacement of defective or non-conforming Deliverables, the City prefers to accept it, the 
City may do so. The Contractor shall pay all claims, costs, losses and damages attributable to the City’s evaluation 
of and determination to accept such defective or non-conforming Deliverables. If any such acceptance occurs prior 
to final payment, the City may deduct such amounts as are necessary to compensate the City for the diminished value 
of the defective or non-conforming Deliverables. If the acceptance occurs after final payment, such amount will be 
refunded to the City by the Contractor. 

24. RIGHT TO ASSURANCE: Whenever one party to the Contract in good faith has reason to question the other party’s 
intent to perform, demand may be made to the other party for written assurance of the intent to perform. In the event 
that no assurance is given within the time specified after demand is made, the demanding party may treat this failure 
as an anticipatory repudiation of the Contract. 

25. STOP WORK NOTICE: The City may issue an immediate Stop Work Notice in the event the Contractor is observed 
performing in a manner that is in violation of Federal, State, or local guidelines, or in a manner that is determined by 
the City to be unsafe to either life or property. Upon notification, the Contractor will cease all work until notified by the 
City that the violation or unsafe condition has been corrected. The Contractor shall be liable for all costs incurred by 
the City as a result of the issuance of such Stop Work Notice. 

26. DEFAULT: The Contractor shall be in default under the Contract if the Contractor (a) fails to fully, timely and faithfully 
perform any of its material obligations under the Contract, (b) fails to provide adequate assurance of performance 
under Paragraph 24, (c) becomes insolvent or seeks relief under the bankruptcy laws of the United States or (d) 
makes a material misrepresentation in Contractor’s Offer, or in any report or deliverable required to be submitted by 
the Contractor to the City. 
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27. TERMINATION FOR CAUSE:. In the event of a default by the Contractor, the City shall have the right to terminate 
the Contract for cause, by written notice effective ten (10) calendar days, unless otherwise specified, after the date of 
such notice, unless the Contractor, within such ten (10) day period, cures such default, or provides evidence sufficient 
to prove to the City’s reasonable satisfaction that such default does not, in fact, exist. The City may place Contractor 
on probation for a specified period of time within which the Contractor must correct any non-compliance issues. 
Probation shall not normally be for a period of more than nine (9) months, however, it may be for a longer period, not 
to exceed one (1) year depending on the circumstances. If the City determines the Contractor has failed to perform 
satisfactorily during the probation period, the City may proceed with suspension. In the event of a default by the 
Contractor, the City may suspend or debar the Contractor in accordance with the “City of Austin Purchasing Office 
Probation, Suspension and Debarment Rules for Vendors” and remove the Contractor from the City’s vendor list for 
up to five (5) years and any Offer submitted by the Contractor may be disqualified for up to five (5) years. In addition 
to any other remedy available under law or in equity, the City shall be entitled to recover all actual damages, costs, 
losses and expenses, incurred by the City as a result of the Contractor’s default, including, without limitation, cost of 
cover, reasonable attorneys’ fees, court costs, and prejudgment and post-judgment interest at the maximum lawful 
rate. All rights and remedies under the Contract are cumulative and are not exclusive of any other right or remedy 
provided by law. 

28. TERMINATION WITHOUT CAUSE: The City shall have the right to terminate the Contract, in whole or in part, without 
cause any time upon thirty (30) calendar days’ prior written notice. Upon receipt of a notice of termination, the 
Contractor shall promptly cease all further work pursuant to the Contract, with such exceptions, if any, specified in the 
notice of termination. The City shall pay the Contractor, to the extent of funds Appropriated or otherwise legally 
available for such purposes, for all goods delivered and services performed and obligations incurred prior to the date 
of termination in accordance with the terms hereof. 

29. FRAUD: Fraudulent statements by the Contractor on any Offer or in any report or deliverable required to be submitted 
by the Contractor to the City shall be grounds for the termination of the Contract for cause by the City and may result 
in legal action. 

30. DELAYS:

A. The City may delay scheduled delivery or other due dates by written notice to the Contractor if the City deems 
it is in its best interest. If such delay causes an increase in the cost of the work under the Contract, the City and 
the Contractor shall negotiate an equitable adjustment for costs incurred by the Contractor in the Contract price 
and execute an amendment to the Contract.  The Contractor must assert its right to an adjustment within thirty 
(30) calendar days from the date of receipt of the notice of delay. Failure to agree on any adjusted price shall 
be handled under the Dispute Resolution process specified in paragraph 48. However, nothing in this provision 
shall excuse the Contractor from delaying the delivery as notified. 

B. Neither party shall be liable for any default or delay in the performance of its obligations under this Contract if, 
while and to the extent such default or delay is caused by acts of God, fire, riots, civil commotion, labor 
disruptions, sabotage, sovereign conduct, or any other cause beyond the reasonable control of such Party. In 
the event of default or delay in contract performance due to any of the foregoing causes, then the time for 
completion of the services will be extended; provided, however, in such an event, a conference will be held 
within three (3) business days to establish a mutually agreeable period of time reasonably necessary to 
overcome the effect of such failure to perform. 

31. INDEMNITY: 

A. Definitions: 

i. "Indemnified Claims" shall include any and all claims, demands, suits, causes of action, judgments and 
liability of every character, type or description, including all reasonable costs and expenses of litigation, 
mediation or other alternate dispute resolution mechanism, including attorney and other professional fees 
for: 
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(1) damage to or loss of the property of any person (including, but not limited to the City, the Contractor, 
their respective agents, officers, employees and subcontractors; the officers, agents, and 
employees of such subcontractors; and third parties); and/or  

(2) death, bodily injury, illness, disease, worker's compensation, loss of services, or loss of income or 
wages to any person (including but not limited to the agents, officers and employees of the City, 
the Contractor, the Contractor’s subcontractors, and third parties),  

ii. "Fault" shall include the sale of defective or non-conforming Deliverables, negligence, willful misconduct, 
or a breach of any legally imposed strict liability standard. 

B. THE CONTRACTOR SHALL DEFEND (AT THE OPTION OF THE CITY), INDEMNIFY, AND HOLD THE CITY, ITS SUCCESSORS,
ASSIGNS, OFFICERS, EMPLOYEES AND ELECTED OFFICIALS HARMLESS FROM AND AGAINST ALL INDEMNIFIED CLAIMS 
DIRECTLY ARISING OUT OF, INCIDENT TO, CONCERNING OR RESULTING FROM THE FAULT OF THE CONTRACTOR, OR THE 
CONTRACTOR'S AGENTS, EMPLOYEES OR SUBCONTRACTORS, IN THE PERFORMANCE OF THE CONTRACTOR’S
OBLIGATIONS UNDER THE CONTRACT. NOTHING HEREIN SHALL BE DEEMED TO LIMIT THE RIGHTS OF THE CITY OR THE 
CONTRACTOR (INCLUDING, BUT NOT LIMITED TO, THE RIGHT TO SEEK CONTRIBUTION) AGAINST ANY THIRD PARTY WHO 
MAY BE LIABLE FOR AN INDEMNIFIED CLAIM.

32. INSURANCE: (reference Section 0400 for specific coverage requirements). The following insurance requirement 
applies.  (Revised March 2013).

A. General Requirements. 

i. The Contractor shall at a minimum carry insurance in the types and amounts indicated in Section 
0400, Supplemental Purchase Provisions, for the duration of the Contract, including extension 
options and hold over periods, and during any warranty period. 

ii. The Contractor shall provide Certificates of Insurance with the coverages and endorsements 
required in Section 0400, Supplemental Purchase Provisions, to the City as verification of coverage 
prior to contract execution and within fourteen (14) calendar days after written request from the 
City. Failure to provide the required Certificate of Insurance may subject the Offer to disqualification 
from consideration for award. The Contractor must also forward a Certificate of Insurance to the 
City whenever a previously identified policy period has expired, or an extension option or hold over 
period is exercised, as verification of continuing coverage. 

iii. The Contractor shall not commence work until the required insurance is obtained and until such 
insurance has been reviewed by the City. Approval of insurance by the City shall not relieve or 
decrease the liability of the Contractor hereunder and shall not be construed to be a limitation of 
liability on the part of the Contractor. 

iv. The City may request that the Contractor submit certificates of insurance to the City for all 
subcontractors prior to the subcontractors commencing work on the project. 

v. The Contractor’s and all subcontractors’ insurance coverage shall be written by companies licensed 
to do business in the State of Texas at the time the policies are issued and shall be written by 
companies with A.M. Best ratings of B+VII or better. 

vi. The “other” insurance clause shall not apply to the City where the City is an additional insured 
shown on any policy. It is intended that policies required in the Contract, covering both the City and 
the Contractor, shall be considered primary coverage as applicable. 

vii. If insurance policies are not written for amounts specified in Section 0400, Supplemental Purchase 
Provisions, the Contractor shall carry Umbrella or Excess Liability Insurance for any differences in 
amounts specified. If Excess Liability Insurance is provided, it shall follow the form of the primary 
coverage.
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viii. The City shall be entitled, upon request, at an agreed upon location, and without expense, to review 
certified copies of policies and endorsements thereto and may make any reasonable requests for 
deletion or revision or modification of particular policy terms, conditions, limitations, or exclusions 
except where policy provisions are established by law or regulations binding upon either of the 
parties hereto or the underwriter on any such policies. 

ix. The City reserves the right to review the insurance requirements set forth during the effective period 
of the Contract and to make reasonable adjustments to insurance coverage, limits, and exclusions 
when deemed necessary and prudent by the City based upon changes in statutory law, court 
decisions, the claims history of the industry or financial condition of the insurance company as well 
as the Contractor. 

x. The Contractor shall not cause any insurance to be canceled nor permit any insurance to lapse 
during the term of the Contract or as required in the Contract. 

xi. The Contractor shall be responsible for premiums, deductibles and self-insured retentions, if any, 
stated in policies. Self-insured retentions shall be disclosed on the Certificate of Insurance. 

xii. The Contractor shall provide the City thirty (30) calendar days’ written notice of erosion of the 
aggregate limits below occurrence limits for all applicable coverages indicated within the Contract. 

xiii. The insurance coverages specified in Section 0400, Supplemental Purchase Provisions, are 
required minimums and are not intended to limit the responsibility or liability of the Contractor. 

B. Specific Coverage Requirements:  Specific insurance requirements are contained in Section 0400, 
Supplemental Purchase Provisions 

33. CLAIMS: If any claim, demand, suit, or other action is asserted against the Contractor which arises under or concerns 
the Contract, or which could have a material adverse affect on the Contractor’s ability to perform thereunder, the 
Contractor shall give written notice thereof to the City within ten (10) calendar days after receipt of notice by the 
Contractor. Such notice to the City shall state the date of notification of any such claim, demand, suit, or other action; 
the names and addresses of the claimant(s); the basis thereof; and the name of each person against whom such 
claim is being asserted. Such notice shall be delivered personally or by mail and shall be sent to the City and to the 
Austin City Attorney. Personal delivery to the City Attorney shall be to City Hall, 301 West 2nd Street, 4th Floor, Austin, 
Texas 78701, and mail delivery shall be to P.O. Box 1088, Austin, Texas 78767. 

34. NOTICES: Unless otherwise specified, all notices, requests, or other communications required or appropriate to be 
given under the Contract shall be in writing and shall be deemed delivered three (3) business days after postmarked 
if sent by U.S. Postal Service Certified or Registered Mail, Return Receipt Requested. Notices delivered by other 
means shall be deemed delivered upon receipt by the addressee. Routine communications may be made by first 
class mail, telefax, or other commercially accepted means. Notices to the Contractor shall be sent to the address 
specified in the Contractor’s Offer, or at such other address as a party may notify the other in writing. Notices to the 
City shall be addressed to the City at P.O. Box 1088, Austin, Texas 78767 and marked to the attention of the Contract 
Administrator. 

35. RIGHTS TO BID, PROPOSAL AND CONTRACTUAL MATERIAL: All material submitted by the Contractor to the 
City shall become property of the City upon receipt. Any portions of such material claimed by the Contractor to be 
proprietary must be clearly marked as such. Determination of the public nature of the material is subject to the Texas 
Public Information Act, Chapter 552, Texas Government Code. 

36. NO WARRANTY BY CITY AGAINST INFRINGEMENTS: The Contractor represents and warrants to the City that: (i) 
the Contractor shall provide the City good and indefeasible title to the Deliverables and (ii) the Deliverables supplied 
by the Contractor in accordance with the specifications in the Contract will not infringe, directly or contributorily, any 
patent, trademark, copyright, trade secret, or any other intellectual property right of any kind of any third party; that 
no claims have been made by any person or entity with respect to the ownership or operation of the Deliverables and 
the Contractor does not know of any valid basis for any such claims. The Contractor shall, at its sole expense, defend, 
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indemnify, and hold the City harmless from and against all liability, damages, and costs (including court costs and 
reasonable fees of attorneys and other professionals) arising out of or resulting from: (i) any claim that the City’s 
exercise anywhere in the world of the rights associated with the City’s’ ownership, and if applicable, license rights, 
and its use of the Deliverables infringes the intellectual property rights of any third party; or (ii) the Contractor’s breach 
of any of Contractor’s representations or warranties stated in this Contract.  In the event of any such claim, the City 
shall have the right to monitor such claim or at its option engage its own separate counsel to act as co-counsel on the 
City’s behalf. Further, Contractor agrees that the City’s specifications regarding the Deliverables shall in no way 
diminish Contractor’s warranties or obligations under this paragraph and the City makes no warranty that the 
production, development, or delivery of such Deliverables will not impact such warranties of Contractor. 

37. CONFIDENTIALITY: In order to provide the Deliverables to the City, Contractor may require access to certain of the 
City’s and/or its licensors’ confidential information (including inventions, employee information, trade secrets, 
confidential know-how, confidential business information, and other information which the City or its licensors consider 
confidential) (collectively, “Confidential Information”). Contractor acknowledges and agrees that the Confidential 
Information is the valuable property of the City and/or its licensors and any unauthorized use, disclosure, 
dissemination, or other release of the Confidential Information will substantially injure the City and/or its licensors. 
The Contractor (including its employees, subcontractors, agents, or representatives) agrees that it will maintain the 
Confidential Information in strict confidence and shall not disclose, disseminate, copy, divulge, recreate, or otherwise 
use the Confidential Information without the prior written consent of the City or in a manner not expressly permitted 
under this Agreement, unless the Confidential Information is required to be disclosed by law or an order of any court 
or other governmental authority with proper jurisdiction, provided the Contractor promptly notifies the City before 
disclosing such information so as to permit the City reasonable time to seek an appropriate protective order. The 
Contractor agrees to use protective measures no less stringent than the Contractor uses within its own business to 
protect its own most valuable information, which protective measures shall under all circumstances be at least 
reasonable measures to ensure the continued confidentiality of the Confidential Information.

38. PUBLICATIONS: All published material and written reports submitted under the Contract must be originally developed 
material unless otherwise specifically provided in the Contract. When material not originally developed is included in 
a report in any form, the source shall be identified. 

39. ADVERTISING: The Contractor shall not advertise or publish, without the City’s prior consent, the fact that the City 
has entered into the Contract, except to the extent required by law.   

40. NO CONTINGENT FEES: The Contractor warrants that no person or selling agency has been employed or retained 
to solicit or secure the Contract upon any agreement or understanding for commission, percentage, brokerage, or 
contingent fee, excepting bona fide employees of bona fide established commercial or selling agencies maintained 
by the Contractor for the purpose of securing business. For breach or violation of this warranty, the City shall have 
the right, in addition to any other remedy available, to cancel the Contract without liability and to deduct from any 
amounts owed to the Contractor, or otherwise recover, the full amount of such commission, percentage, brokerage 
or contingent fee. 

41. GRATUITIES: The City may, by written notice to the Contractor, cancel the Contract without liability if it is determined 
by the City that gratuities were offered or given by the Contractor or any agent or representative of the Contractor to 
any officer or employee of the City of Austin with a view toward securing the Contract or securing favorable treatment 
with respect to the awarding or amending or the making of any determinations with respect to the performing of such 
contract.  In the event the Contract is canceled by the City pursuant to this provision, the City shall be entitled, in 
addition to any other rights and remedies, to recover or withhold the amount of the cost incurred by the Contractor in 
providing such gratuities. 

42. PROHIBITION AGAINST PERSONAL INTEREST IN CONTRACTS: No officer, employee, independent consultant, 
or elected official of the City who is involved in the development, evaluation, or decision-making process of the 
performance of any solicitation shall have a financial interest, direct or indirect, in the Contract resulting from that 
solicitation. Any willful violation of this section shall constitute impropriety in office, and any officer or employee guilty 
thereof shall be subject to disciplinary action up to and including dismissal. Any violation of this provision, with the 
knowledge, expressed or implied, of the Contractor shall render the Contract voidable by the City. 
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43. INDEPENDENT CONTRACTOR: The Contract shall not be construed as creating an employer/employee 
relationship, a partnership, or a joint venture. The Contractor’s services shall be those of an independent contractor. 
The Contractor agrees and understands that the Contract does not grant any rights or privileges established for 
employees of the City. 

44. ASSIGNMENT-DELEGATION: The Contract shall be binding upon and enure to the benefit of the City and the 
Contractor and their respective successors and assigns, provided however, that no right or interest in the Contract 
shall be assigned and no obligation shall be delegated by the Contractor without the prior written consent of the City. 
Any attempted assignment or delegation by the Contractor shall be void unless made in conformity with this 
paragraph. The Contract is not intended to confer rights or benefits on any person, firm or entity not a party hereto; it 
being the intention of the parties that there be no third party beneficiaries to the Contract.  

45. WAIVER: No claim or right arising out of a breach of the Contract can be discharged in whole or in part by a waiver 
or renunciation of the claim or right unless the waiver or renunciation is supported by consideration and is in writing 
signed by the aggrieved party. No waiver by either the Contractor or the City of any one or more events of default by 
the other party shall operate as, or be construed to be, a permanent waiver of any rights or obligations under the 
Contract, or an express or implied acceptance of any other existing or future default or defaults, whether of a similar 
or different character. 

46. MODIFICATIONS: The Contract can be modified or amended only by a writing signed by both parties. No pre-printed 
or similar terms on any the Contractor invoice, order or other document shall have any force or effect to change the 
terms, covenants, and conditions of the Contract. 

47. INTERPRETATION: The Contract is intended by the parties as a final, complete and exclusive statement of the terms 
of their agreement.  No course of prior dealing between the parties or course of performance or usage of the trade 
shall be relevant to supplement or explain any term used in the Contract. Although the Contract may have been 
substantially drafted by one party, it is the intent of the parties that all provisions be construed in a manner to be fair 
to both parties, reading no provisions more strictly against one party or the other. Whenever a term defined by the 
Uniform Commercial Code, as enacted by the State of Texas, is used in the Contract, the UCC definition shall control, 
unless otherwise defined in the Contract. 

48. DISPUTE RESOLUTION: 

A. If a dispute arises out of or relates to the Contract, or the breach thereof, the parties agree to negotiate prior to 
prosecuting a suit for damages. However, this section does not prohibit the filing of a lawsuit to toll the running 
of a statute of limitations or to seek injunctive relief. Either party may make a written request for a meeting 
between representatives of each party within fourteen (14) calendar days after receipt of the request or such 
later period as agreed by the parties. Each party shall include, at a minimum, one (1) senior level individual with 
decision-making authority regarding the dispute. The purpose of this and any subsequent meeting is to attempt 
in good faith to negotiate a resolution of the dispute. If, within thirty (30) calendar days after such meeting, the 
parties have not succeeded in negotiating a resolution of the dispute, they will proceed directly to mediation as 
described below. Negotiation may be waived by a written agreement signed by both parties, in which event the 
parties may proceed directly to mediation as described below. 

B. If the efforts to resolve the dispute through negotiation fail, or the parties waive the negotiation process, the 
parties may select, within thirty (30) calendar days, a mediator trained in mediation skills to assist with resolution 
of the dispute. Should they choose this option, the City and the Contractor agree to act in good faith in the 
selection of the mediator and to give consideration to qualified individuals nominated to act as mediator. Nothing 
in the Contract prevents the parties from relying on the skills of a person who is trained in the subject matter of 
the dispute or a contract interpretation expert. If the parties fail to agree on a mediator within thirty (30) calendar 
days of initiation of the mediation process, the mediator shall be selected by the Travis County Dispute 
Resolution Center (DRC). The parties agree to participate in mediation in good faith for up to thirty (30) calendar 
days from the date of the first mediation session. The City and the Contractor will share the mediator’s fees 
equally and the parties will bear their own costs of participation such as fees for any consultants or attorneys 
they may utilize to represent them or otherwise assist them in the mediation.   
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49. JURISDICTION AND VENUE: The Contract is made under and shall be governed by the laws of the State of Texas, 
including, when applicable, the Uniform Commercial Code as adopted in Texas, V.T.C.A., Bus. & Comm. Code, 
Chapter 1, excluding any rule or principle that would refer to and apply the substantive law of another state or 
jurisdiction. All issues arising from this Contract shall be resolved in the courts of Travis County, Texas and the parties 
agree to submit to the exclusive personal jurisdiction of such courts. The foregoing, however, shall not be construed 
or interpreted to limit or restrict the right or ability of the City to seek and secure injunctive relief from any competent 
authority as contemplated herein. 

50. INVALIDITY: The invalidity, illegality, or unenforceability of any provision of the Contract shall in no way affect the 
validity or enforceability of any other portion or provision of the Contract. Any void provision shall be deemed severed 
from the Contract and the balance of the Contract shall be construed and enforced as if the Contract did not contain 
the particular portion or provision held to be void. The parties further agree to reform the Contract to replace any 
stricken provision with a valid provision that comes as close as possible to the intent of the stricken provision. The 
provisions of this section shall not prevent this entire Contract from being void should a provision which is the essence 
of the Contract be determined to be void. 

51. HOLIDAYS: The following holidays are observed by the City: 

Holiday Date Observed
New Year’s Day January 1
Martin Luther King, Jr.’s Birthday Third Monday in January
President’s Day Third Monday in February
Memorial Day Last Monday in May
Independence Day July 4
Labor Day First Monday in September
Veteran’s Day November 11
Thanksgiving Day Fourth Thursday in November
Friday after Thanksgiving Friday after Thanksgiving
Christmas Eve December 24
Christmas Day December 25

If a Legal Holiday falls on Saturday, it will be observed on the preceding Friday. If a Legal Holiday falls on Sunday, it 
will be observed on the following Monday. 

52. SURVIVABILITY OF OBLIGATIONS: All provisions of the Contract that impose continuing obligations on the parties, 
including but not limited to the warranty, indemnity, and confidentiality obligations of the parties, shall survive the 
expiration or termination of the Contract. 

53. NON-SUSPENSION OR DEBARMENT CERTIFICATION:

The City of Austin is prohibited from contracting with or making prime or sub-awards to parties that are suspended or 
debarred or whose principals are suspended or debarred from Federal, State, or City of Austin Contracts. By accepting 
a Contract with the City, the Vendor certifies that its firm and its principals are not currently suspended or debarred 
from doing business with the Federal Government, as indicated by the General Services Administration List of Parties 
Excluded from Federal Procurement and Non-Procurement Programs, the State of Texas, or the City of Austin. 

54. EQUAL OPPORTUNITY 

A.    Equal Employment Opportunity: No Contractor, or Contractor’s agent, shall engage in any discriminatory 
employment practice as defined in Chapter 5-4 of the City Code. No Offer submitted to the City shall be 
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considered, nor any Purchase Order issued, or any Contract awarded by the City unless the Offeror has 
executed and filed with the City Purchasing Office a current Non-Discrimination Certification. Non-
compliance with Chapter 5-4 of the City Code may result in sanctions, including termination of the contract 
and the Contractor’s suspension or debarment from participation on future City contracts until deemed 
compliant with Chapter 5-4.

B. Americans with Disabilities Act (ADA) Compliance: No Contractor, or Contractor’s agent, shall engage 
in any discriminatory practice against individuals with disabilities as defined in the ADA, including but not 
limited to: employment, accessibility to goods and services, reasonable accommodations, and effective 
communications. 

55. BUY AMERICAN ACT-SUPPLIES (Applicable to certain Federally funded requirements)

A. Definitions. As used in this paragraph –

i. "Component" means an article, material, or supply incorporated directly into an end product.  

ii. "Cost of components" means - 

(1)  For components purchased by the Contractor, the acquisition cost, including transportation costs 
to the place of incorporation into the end product (whether or not such costs are paid to a domestic 
firm), and any applicable duty (whether or not a duty-free entry certificate is issued); or  

(2) For components manufactured by the Contractor, all costs associated with the manufacture of the 
component, including transportation costs as described in paragraph (1) of this definition, plus 
allocable overhead costs, but excluding profit. Cost of components does not include any costs 
associated with the manufacture of the end product.  

iii. "Domestic end product" means-  

(1)  An unmanufactured end product mined or produced in the United States; or  

(2) An end product manufactured in the United States, if the cost of its components mined, produced, 
or manufactured in the United States exceeds 50 percent of the cost of all its components. 
Components of foreign origin of the same class or kind as those that the agency determines are 
not mined, produced, or manufactured in sufficient and reasonably available commercial quantities 
of a satisfactory quality are treated as domestic. Scrap generated, collected, and prepared for 
processing in the United States is considered domestic.  

iv. "End product" means those articles, materials, and supplies to be acquired under the contract for public 
use.  

v. "Foreign end product" means an end product other than a domestic end product.  

vi. "United States" means the 50 States, the District of Columbia, and outlying areas.  

B. The Buy American Act (41 U.S.C. 10a - 10d) provides a preference for domestic end products for supplies 
acquired for use in the United States. 

  
C. The City does not maintain a list of foreign articles that will be treated as domestic for this Contract; but will 

consider for approval foreign articles as domestic for this product if the articles are on a list approved by another 
Governmental Agency. The Offeror shall submit documentation with their Offer demonstrating that the article is 
on an approved Governmental list.
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D. The Contractor shall deliver only domestic end products except to the extent that it specified delivery of foreign 
end products in the provision of the Solicitation entitled "Buy American Act Certificate".

56. PROHIBITION OF BOYCOTT ISRAEL VERIFICATION

Pursuant to Texas Government Code §2270.002, the City is prohibited from contracting with any “company” for goods 
or services unless the following verification is included in this Contract. 

A.   For the purposes of this Section only, the terms “company” and “boycott Israel” have the meaning assigned 
by Texas Government Code §2270.001. 

B. If the Principal Artist qualifies as a “company”, then the Principal Artist verifies that he: 
i. does not “boycott Israel”; and
ii. will not “boycott Israel” during the term of this Contract. 

C. The Principal Artist’s obligations under this Section, if any exist, will automatically cease or be reduced to 
the extent that the requirements of Texas Government Code Chapter 2270 are subsequently repealed, 
reduced, or declared unenforceable or invalid in whole or in part by any court or tribunal of competent 
jurisdiction or by the Texas Attorney General, without any further impact on the validity or continuity of this 
Contract. 



CITY OF AUSTIN 
PURCHASING OFFICE 

SUPPLEMENTAL PURCHASE PROVISIONS 

Section 0400 Supplemental Purchase Provisions                                              Page 1 of 7

The following Supplemental Purchasing Provisions apply to this solicitation: 

1. EXPLANATIONS OR CLARIFICATIONS: (reference paragraph 5 in Section 0200) 

All requests for explanations or clarifications must be submitted in writing to the Purchasing Office by email 
to Sai.Xoomsai@austintexas.gov or Daniel.Dellemonache@austintexas.gov by end of day 12/12/2017. 

2. INSURANCE: Insurance is required for this solicitation. 

A. General Requirements: See Section 0300, Standard Purchase Terms and Conditions, paragraph 32, 
entitled Insurance, for general insurance requirements. 

i. The Contractor shall provide a Certificate of Insurance as verification of coverages required 
below to the City at the below address prior to contract execution and within 14 calendar days 
after written request from the City. Failure to provide the required Certificate of Insurance may 
subject the Offer to disqualification from consideration for award 

ii. The Contractor shall not commence work until the required insurance is obtained and until such 
insurance has been reviewed by the City. Approval of insurance by the City shall not relieve or 
decrease the liability of the Contractor hereunder and shall not be construed to be a limitation of 
liability on the part of the Contractor. 

iii. The Contractor must also forward a Certificate of Insurance to the City whenever a previously 
identified policy period has expired, or an extension option or holdover period is exercised, as 
verification of continuing coverage. 

iv. The Certificate of Insurance, and updates, shall be mailed to the following address: 

City of Austin Purchasing Office 
P. O. Box 1088 
Austin, Texas  78767 

OR

PURInsuranceCompliance@austintexas.gov  

B. Specific Coverage Requirements: The Contractor shall at a minimum carry insurance in the types 
and amounts indicated below for the duration of the Contract, including extension options and hold 
over periods, and during any warranty period. These insurance coverages are required minimums and 
are not intended to limit the responsibility or liability of the Contractor. 

i. Worker's Compensation and Employers’ Liability Insurance: Coverage shall be consistent 
with statutory benefits outlined in the Texas Worker’s Compensation Act (Section 401). The 
minimum policy limits for Employer’s Liability are $100,000 bodily injury each accident, 
$500,000 bodily injury by disease policy limit and $100,000 bodily injury by disease each 
employee. 
(1) The Contractor’s policy shall apply to the State of Texas and include these endorsements 

in favor of the City of Austin: 
(a) Waiver of Subrogation, Form WC420304, or equivalent coverage 
(b) Thirty (30) days Notice of Cancellation, Form WC420601, or equivalent coverage 

ii. Commercial General Liability Insurance: The minimum bodily injury and property damage per 
occurrence are $500,000 for coverages A (Bodily Injury and Property Damage) and B (Personal 
and Advertising Injury). 
(1) The policy shall contain the following provisions: 

(a) Contractual liability coverage for liability assumed under the Contract and all other 
Contracts related to the project. 

(b) Contractor/Subcontracted Work. 
(c) Products/Completed Operations Liability for the duration of the warranty period.
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(d) If the project involves digging or drilling provisions must be included that provide 
Explosion, Collapse, and/or Underground Coverage. 

(2) The policy shall also include these endorsements in favor of the City of Austin: 
(a) Waiver of Subrogation, Endorsement CG 2404, or equivalent coverage 
(b) Thirty (30) days Notice of Cancellation, Endorsement CG 0205, or equivalent 

coverage 
(c) The City of Austin listed as an additional insured, Endorsement CG 2010, or 

equivalent coverage 
iii. Business Automobile Liability Insurance: The Contractor shall provide coverage for all 

owned, non-owned and hired vehicles with a minimum combined single limit of $500,000 per 
occurrence for bodily injury and property damage. Alternate acceptable limits are $250,000 
bodily injury per person, $500,000 bodily injury per occurrence and at least $100,000 property 
damage liability per accident. 
(1) The policy shall include these endorsements in favor of the City of Austin: 

(a) Waiver of Subrogation, Endorsement CA0444, or equivalent coverage 
(b) Thirty (30) days Notice of Cancellation, Endorsement CA0244, or equivalent 

coverage 
(c) The City of Austin listed as an additional insured, Endorsement CA2048, or 

equivalent coverage. 

C. Endorsements: The specific insurance coverage endorsements specified above, or their equivalents 
must be provided. In the event that endorsements, which are the equivalent of the required coverage, 
are proposed to be substituted for the required coverage, copies of the equivalent endorsements must 
be provided for the City’s review and approval. 

3. TERM OF CONTRACT:

A. (The Contract shall commence upon execution, unless otherwise specified, and shall remain in effect 
for an initial term of 36 months. The Contract may be extended beyond the initial term for up to two
additional 12 month periods at the City’s sole option. If the City exercises any extension option, all 
terms, conditions, and provisions of the Contract shall remain in effect for that extension period, 
subject only to any economic price adjustment otherwise allowed under the Contract

B. Upon expiration of the initial term or any period of extension, the Contractor agrees to hold over under 
the terms and conditions of this Contract for such a period of time as is reasonably necessary for the 
City to re-solicit and/or complete the deliverables due under this Contract. Any hold over period will not 
exceed 120 calendar days unless mutually agreed on by both parties in writing. 

C. Upon written notice to the Contractor from the City’s Purchasing Officer or his designee and
acceptance of the Contractor, the term of this contract shall be extended on the same terms and 
conditions for an additional period as indicated in paragraph A above.  

4. INVOICES and PAYMENT: (reference paragraphs 12 and 13 in Section 0300) 

A. Invoices shall contain a unique invoice number and the information required in Section 0300, 
paragraph 12, entitled “Invoices.” Invoices received without all required information cannot be 
processed and will be returned to the vendor.

Invoices shall be mailed to the below address: 

City of Austin

Department Aviation Department

Attn: Account Payable
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Address 3600 Presidential Blvd

City, State Zip Code Austin, TX 78719

B. The Contractor agrees to accept payment by either credit card, check or Electronic Funds Transfer 
(EFT) for all goods and/or services provided under the Contract. The Contractor shall factor the cost 
of processing credit card payments into the Offer. There shall be no additional charges, surcharges, 
or penalties to the City for payments made by credit card. 

5. LIVING WAGES:

The City’s Living Wage Program, Rule R161-17.14, is located at:
http://www.austintexas.gov/edims/document.cfm?id=277854  

A. The minimum wage required for all Contractor Employees (and all tiers of Subcontracting) directly 
assigned to this City Contract is $15.00 per hour, unless Published Wage Rates are included in this 
solicitation. In addition, the City may stipulate higher wage rates in certain solicitations in order to 
assure quality and continuity of service. 

B. The City requires Contractors submitting Offers on this Contract to provide a certification (see the
Living Wages Contractor Certification included in the Solicitation) with their Offer certifying that 
all Contractor Employees (and all tiers of Subcontracting) directly assigned to this City Contract will be 
paid a minimum living wage equal to or greater than $15.00 per hour. The certification shall include a
list of all Contractor Employees (and all tiers of Subcontracting) directly assigned to providing services 
under the resultant contract including their name and job title. The list shall be updated and provided 
to the City as necessary throughout the term of the Contract. 

C. The Contractor shall maintain throughout the term of the resultant contract basic employment and 
wage information for each employee as required by the Fair Labor Standards Act (FLSA).  

D. The Contractor shall provide to the Department’s assigned Contract Manager with the first invoice, 
individual Employee Certifications for all Contractor Employees (and all tiers of Subcontracting) 
directly assigned to the contract.  The City reserves the right to request individual Employee 
Certifications at any time during the contract term. Employee Certifications shall be signed by each 
Contractor Employee (and all tiers of Subcontracting) directly assigned to the contract.  The Employee 
Certification form is available on-line at
https://www.austintexas.gov/financeonline/vendor_connection/index.cfm. 

E. Contractor shall submit employee certifications for Contractor Employees (and all tiers of 
Subcontracting) annually on the anniversary date of contract award with the respective invoice to 
verify that employees are paid the Living Wage throughout the term of the contract. The Employee 
Certification Forms shall be submitted for Contractor Employees (and all tiers of Subcontracting) 
added to the contract and/or to report any employee changes as they occur. 

F. The Department’s assigned Contract Manager will periodically review the employee data submitted by 
the Contractor to verify compliance with this Living Wage provision. The City retains the right to review 
employee records required in paragraph C above to verify compliance with this provision. 

6. NON-COLLUSION, NON-CONFLICT OF INTEREST, AND ANTI-LOBBYING:

A. On June 14, 2018, the Austin City Council adopted Ordinance No. 20180614-056 replacing Chapter 
2.7, Article 6 of the City Code relating to Anti-Lobbying and Procurement. The policy defined in this 
Code applies to Solicitations for goods and/or services requiring City Council approval under City 
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Charter Article VII, Section 15 (Purchase Procedures). The City requires Offerors submitting Offers 
on this Solicitation to certify that the Offeror has not in any way directly or indirectly had
communication restricted in the ordinance section 2-7-104 during the No-Lobbying Period as defined 
in the Ordinance. The text of the City Ordinance is posted on the Internet at: 
https://assets.austintexas.gov/purchase/downloads/New_ALO_Ordinance_No_20180614-056.pdf
and is also included in the Solicitation, Section 0200 V2, Solicitation Instructions June 26, 2018.

7. WORKFORCE SECURITY CLEARANCE AND IDENTIFICATION (ID):

A. Contractors are required to obtain a certified criminal background report with fingerprinting (referred to 
as the “report”) for all persons performing on the contract, including all Contractor, Subcontractor, and 
Supplier personnel (for convenience referred to as “Contractor’s personnel”).

B. The report may be obtained by reporting to one of the below governmental entities, submitting to 
fingerprinting and requesting the report [requestors may anticipate a two-week delay for State reports 
and up to a four to six week delay for receipt of a Federal report.].

i. Texas Department of Public Safety for any person currently residing in the State of Texas and 
having a valid Texas driver’s license or photo ID card;  

ii. The appropriate governmental agency from either the U.S. state or foreign nation in which the 
person resides and holds either a valid U.S. state-issued or foreign national driver’s license or 
photo ID card; or 

iii. A Federal Agency. A current Federal security clearance obtained from and certified by a Federal 
agency may be substituted. 

C. Contractor shall obtain the reports at least 30 days prior to any onsite work commencement. 
Contractor also shall attach to each report the project name, Contractor’s personnel name(s), current 
address(es), and a copy of the U.S. state-issued or foreign national driver’s license or photo ID card.

D. Contractor shall provide the City a Certified Criminal Background Report affirming that Contractor has 
conducted required security screening of Contractor’s personnel to determine those appropriate for 
execution of the work and for presence on the City’s property. A list of all Contractor Personnel 
requiring access to the City’s site shall be attached to the affidavit. 

E. Upon receipt by the City of Contractor’s affidavit described in (D) above and the list of the Contractor’s 
personnel, the City will provide each of Contractor’s personnel a contractor ID badge that is required 
for access to City property that shall be worn at all times by Contractor’s personnel during the 
execution of the work. 

F. The City reserves the right to deny an ID badge to any Contractor personnel for reasonable cause, 
including failure of a Criminal History background check. The City will notify the Contractor of any such 
denial no more than twenty (20) days after receipt of the Contractor’s reports. Where denial of access 
by a particular person may cause the Contractor to be unable to perform any portion of the work of the 
contract, the Contractor shall so notify the City’s Contract Manager, in writing, within ten (10) calendar 
days of the receipt of notification of denial. 

G. Contractor’s personnel will be required to wear the ID badge at all times while on the work site.  
Failure to wear or produce the ID badge may be cause for removal of an individual from the work site, 
without regard to Contractor’s schedule. Lost ID badges shall be reported to the City’s Contract 
Manager. Contractor shall reimburse the City for all costs incurred in providing additional ID badges to 
Contractor Personnel. 

H. ID badges to enter and/or work on the City property may be revoked by the City at any time. ID 
badges must be returned to the City at the time of project completion and acceptance or upon 
removal of an individual from the work site. 
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I. Contractor is not required to obtain reports for delivery personnel, including but not limited to FedEx, 
UPS, Roadway, or other materials delivery persons, however all delivery personnel must present 
company/employer-issued photo ID and be accompanied by at least one of Contractor’s personnel at 
all times while at the work site. 

J. The Contractor shall retain the reports and make them available for audit by the City during regular 
business hours (reference paragraph 17 in Section 0300, entitled Right to Audit).

K. Airport Security Requirements 

i. Access to any security or emergency documents must be approved by the Deparment of Aviation 
(DOA) Security Manager. Due to the ever changing environment of Airport security, requirements 
may change at any time.   

SENSITIVE SECURITY INFORMATION must be protected at all times. 

WARNING: This document contains Sensitive Security Information that is controlled under 49 
CFR parts 15 and 1520.  No part of this document may be disclosed to persons without a "need to 
know", as defined in 49 CFR parts 15 and 1520, except with the written permission of the 
Administrator of the TSA or the Secretary of Transportation. Unauthorized release may result in 
civil penalty or other action. For US government agencies public disclosure is governed by 5 
U.S.C. 552 and CFR part 15 and 1520. 

ii. RESTRICTED AREAS ACCESS POLICIES   

a. Escorted Access:  For this project Individuals will submit to a fingerprint-based ten-year 
criminal history records check (CHRC) and Security Threat Assessment (STA).  If the process 
confirms no disqualifying criminal offenses, the DOA Security and ID Office will allow access, 
as approved by the Security Manager, to security areas and security documents.  The 
Department of Aviation will provide escort services as part of this project as needed.  
Requests for access must be submitted in writing in advanced to the Security Manager so 
work can be scheduled accordingly. 

b. Telecommunication / Electrical / Maintenance Room Access:   

 The DOA Information Systems Division will approve access into DOA 
telecommunication rooms.   

 The DOA Building Maintenance Division will approve access into electrical and/or 
maintenance rooms.   

 A DOA employee will accompany and escort individuals needing access to these 
areas. Requests for escorts must be made at least three (3) working days in advance 
of the event through the Project Manager and/or at the Work Coordination Meetings. 

c. The following procedures will be followed for approved parking: 

 The Contractor must contact Airport Communications (530-2242) to advise they are 
arriving at the terminal, or have arrived at their approved parking location. DOA Security 
Supervisor or designee will be dispatched to meet at the designated parking location. 

 DOA security representative will inspect the vehicle and apply a distinctive sticker to the 
vehicle window to indicate that the vehicle has been inspected and authorized to be 
parked at that location. 

 Under no circumstances will the Contractors vehicle operator leave the vehicle prior to 
security inspection.    
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iii. SECURITY CLEARANCE PROCEDURES 

a. The Contractor should allow 7-10 days for completion of security screening processing. 
Contact DOA Security and ID at 512-530-6360 for business hours. 

b. The following procedures will be followed to obtain security clearance:  

 Contract applicant will complete, sign the Personal Information Form, and present two 
forms of identification.   

 Contract applicant will read and sign the Criminal History Records Check/Disqualifying 
Criminal Offenses statement/form.  

 The Contractor will submit to an FBI fingerprint-based criminal history records check and 
a TSA Security Threat Assessment (STA). 

 Non-U.S. citizen proposers will provide governmental proof of work authorization and an 
Aviation Department Documentation Verification Form reviewed and stamped by 
Immigration and Customs Enforcement personnel located on the ground level of the 
terminal building. 

8. INTERLOCAL PURCHASING AGREEMENTS: (applicable to competitively procured goods/services 
contracts).

A. The City has entered into Interlocal Purchasing Agreements with other governmental entities,
pursuant to the Interlocal Cooperation Act, Chapter 791 of the Texas Government Code. The 
Contractor agrees to offer the same prices and terms and conditions to other eligible governmental 
agencies that have an interlocal agreement with the City.  

B. The City does not accept any responsibility or liability for the purchases by other governmental 
agencies through an interlocal cooperative agreement.   

9. OWNERSHIP AND USE OF DELIVERABLES: The City shall own all rights, titles, and interests throughout 
the world in and to the Deliverables. 

A. Patents: As to any patentable subject matter contained in the Deliverables, the Contractor agrees to 
disclose such patentable subject matter to the City. Further, if requested by the City, the Contractor 
agrees to assign and, if necessary, cause each of its employees to assign the entire right, title, and 
interest to specific inventions under such patentable subject matter to the City and to execute, 
acknowledge, and deliver and, if necessary, cause each of its employees to execute, acknowledge, 
and deliver an assignment of letters patent, in a form to be reasonably approved by the City, to the City 
upon request by the City. 

B. Copyrights: As to any Deliverable containing copyrighted subject matter, the Contractor agrees that 
upon their creation, such Deliverables shall be considered as work made-for-hire by the Contractor 
for the City and the City shall own all copyrights in and to such Deliverables, provided however, that 
nothing in this Paragraph 36 shall negate the City’s sole or joint ownership of any such Deliverables 
arising by virtue of the City’s sole or joint authorship of such Deliverables. Should by operation of law, 
such Deliverables not be considered work made-for-hire, the Contractor hereby assigns to the City 
(and agrees to cause each of its employees providing services to the City hereunder to execute, 
acknowledge, and deliver an assignment to the City of Austin) all worldwide right, title, and interest in 
and to such Deliverables. With respect to such work made-for-hire, the Contractor agrees to execute, 
acknowledge and deliver and cause each of its employees providing services to the City hereunder 



CITY OF AUSTIN 
PURCHASING OFFICE 

SUPPLEMENTAL PURCHASE PROVISIONS 

Section 0400 Supplemental Purchase Provisions                                              Page 7 of 7

to execute, acknowledge, and deliver a work-for-hire agreement, in a form to be reasonably 
approved by the City, to the City upon delivery of such Deliverables to the City or at such other time 
as the City may request. 

Notwithstanding the foregoing, Beyond20 will at all times be the sole owner of the Beyond20 
Properties. ("Beyond20 Properties" means any Training Materials or Training Services, software, 
methodologies, techniques, tools, algorithms, and know-how that are used by Beyond20 in providing 
the Services and that do not constitute General Skills.)

C. Additional Assignments: The Contractor further agrees to, and if applicable, cause each of its 
employees to execute, acknowledge, and deliver all applications, specifications, oaths, assignments, 
and all other instruments which the City might reasonably deem necessary in order to apply for and 
obtain copyright protection, mask work registration, trademark registration and/or protection, letters 
patent, or any similar rights in any and all countries and in order to assign and convey to the City, its 
successors, assigns, and nominees, the sole and exclusive right, title, and interest in and to the 
Deliverables, The Contractor’s obligations to execute acknowledge, and deliver (or cause to be 
executed, acknowledged, and delivered) instruments or papers such as those described in this 
Paragraph 36 A., B., and C. shall continue after the termination of this Contract with respect to such 
Deliverables. In the event the City should not seek to obtain copyright protection, mask work 
registration or patent protection for any of the Deliverables, but should arise to keep the same secret, 
the Contractor agrees to treat the same as Confidential Information under the terms of Paragraph 
above. 

10. CONTRACT MANAGER: The following person is designated as Contract Manager, and will act as the 
contact point between the City and the Contractor during the term of the Contract:

Diana Heath

Diana.Heath@austintexas.gov

(512) 530-6341

*Note: The above listed Contract Manager is not the authorized Contact Person for purposes of the NON-
COLLUSION, NON-CONFLICT OF INTEREST, AND ANTI-LOBBYING Provision of this Section; and 
therefore, contact with the Contract Manager is prohibited during the no contact period.   
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1. PURPOSE 

The City of Austin, Department of Aviation (the Airport) is seeking proposals for an Information 
Technology Service Management Toolset (ITSM) software solution and implementation services 
to replace the existing Heat help desk system. This new solution will be implemented at the Austin-
Bergstrom International Airport (ABIA). The ITSM solution requires modules that cover all aspects 
of the Information Technology Infrastructure Library v3-2011 (ITIL) processes for IT Service 
Management. The solution must provide fully integrated functionality across the following stages:  
Service Strategy, Service Design, Service Transition, Service Operation, and Continual Service 
Improvement. The solution must address all items above and within this scope of work. 

2. BACKGROUND AND PROJECT OVERVIEW 

The Airport Information Systems Division (IS) currently uses a subset of Ivanti Service Manager 
Tools, based on HEAT Software’s ticket management system. It is considered a “Business 
Operational” system, defined as “contributing to efficient business operation but out of direct line 
of service to the customers.” The primary user of the ticketing system is the Airport IS Service 
Desk. The current solution is an on-premise system, using Airport IS server hardware and 
enterprise software, including SQL. Server management functions are performed by IS staff.  

Airport IS has recently concluded a project to define key ITSM processes and is currently 
implementing them. Procuring a proper software solution to assist IS with integration of the new 
processes is the identified next step in service management. 

IS intends to procure a service management solution to support their transition into a service 
management organization. The purpose of this project is to partner with a vendor and implementer 
to: 

a. Procure and implement a best-fit ITSM solution for the Airport. 
b. Work with the IS team and their ITSM consulting team to implement existing and new 

processes, with a focus on: Service Request Fulfillment, Change Management, Problem 
Management, and Incident Management.  

c. Deliver solution training, with delivery options for the IS staff and other stakeholders. 
d. Provide software support and maintenance. 

Although the current system is an on-premise solution, the Airport is willing to review alternate 
forms of hosting, but Cloud solutions must conform to the City’s and Airport’s Security standards. 
Vendors should provide all pricing and configuration information for all products proposed,
including implementation, training, and other professional services, as IS intends to review both 
on-premise and cloud solutions.  

3. REQUIRED PROJECT TIMELINE 

This project supports the Airport’s IS Division’s ongoing efforts to become a Service-based 
organization to support all internal and airport clients. The Airport expects implementation of the 
IT Service Management Software Solution to be phased, based on implemented processes, but 
also upon vendor recommendations.  

 ITSM solution fully functional by no later than 6 months after contract Notice to Proceed.  
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4. VENDOR MINIMUM QUALIFICATIONS   

The ITSM Service Management Software Solution Contractor shall have been in the business of 
selling, designing, implementing, and maintaining ITSM solutions at other similar organizations 
for a minimum of five (5) years.   

The Contractor shall hold current advisor, administrator and implementer certifications and/or 
training from the proposed software vendor. The Contractor shall service all equipment and 
software of the solution.  

5. BASE SCOPE ELEMENTS AND SERVICES 

A. General Requirements 

1. The Contractor shall provide support and maintenance of all modules 
installed including any 3rd party modules. 

2. The Contractor shall provide the technical expertise to maintain, test and 
troubleshoot.  

6. SUPPORTING SCOPE ELEMENTS  

The Contractor shall perform the general scope of work described herein.  

A. The Contractor shall provide project management and related services for the 
implementation of the ITSM Service Management Software Solution, as described above, 
through final system acceptance, coordinating with Airport program management services. 

B. The Contractor shall be responsible for the implementation of the solution and shall provide 
the following services, including but not limited to: 

1. Project management and coordination. 
2. System design services. 
3. System installation, configuration, interface, migrations, and integration while working 

with the Airport consultant team. 
4. All required coordination with DOA representatives, other system vendors, Airport 

consultants, and project representatives. 
5. Solution testing. 
6. Solution training. 

C. The Contractor shall prepare the necessary documents required for installing, testing, and 
bringing the ITSM Service Management Software Solution online. Such documents may 
include, but are not limited to: 

1. Project management and quality assurance plans 
2. System design plans/documents 
3. Component and system submittal documents 
4. Installation plans 
5. Testing plans 
6. System user documentation, including process, procedures and recommended 

policies 
7. Final setup and configuration documents 
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D. The Contractor shall coordinate with Airport Project Manager or designated representative 
and the Airport’s consultants to ensure the installed system meets the required goals of the 
Airport. 

E. The Contractor shall supply all software necessary for the ITSM Service Management 
Software Solution to function as specified. The Airport will procure required hardware and 
server licensing, if necessary. The Contract shall provide specifications of required hardware 
to be procured by the Airport. 

F. The Contractor shall assign a project manager that directly reports to the Airport’s Project 
Manager to support the specific coordination requirements associated with the installation 
of the ITSM Service Management Software Solution. 

G. The Contractor shall verify system operability and proper installation via completion of all 
required test plans and use cases. Beyond20 will conduct unit testing of configurations, but
the Airport shall also conduct user acceptance testing as part of the engagement.

H. Any maintenance work performed on the system (on-premise or Cloud-based) shall be 
performed during the Airport’s designated maintenance window which is defined as between 
the hours of 12:00 AM and 4:00 AM.  

7. SECURITY, CONFIDENTIALITY, AND NETWORK DATA SECURITY 
REQUIREMENTS 

A. Contractor on-site staff and remote staff shall meet all local and national security 
requirements and comply with all laws and regulations that are otherwise legally 
required to work at the airport.  Refer to Exhibit A: Airport Security Requirements for 
more detail.  

B. Contractor on-site staff shall meet the minimum Airport security requirements and be 
capable of obtaining and maintaining a current valid SIDA badge at Aviation 
Department.  

C. Contractor’s on-site and remote staff shall sign a non-disclosure agreement and 
keep the details of Aviation Department confidential. Failure to sign or abide by the 
non-disclosure agreement shall be grounds for contract cancellation.  

D. Remote access shall meet Aviation Department security requirements. Contractor 
shall notify Aviation Department within 24 hours of a termination or resignation of 
support staff.  

E. All materials and information provided or made available to the Contractor by the City 
or while working on this Contract for the Airport shall be regarded as confidential 
information in accordance with Federal law, State law, and ethical standards. The 
Contractor shall take all necessary steps to safeguard the confidentiality of such 
materials or information. The Contractor shall ensure that its employees and 
Subcontractors associated with this contract abide by the confidentiality 
requirements of the Contract. The Contractor certifies that their employees, agents 
and Subcontractors, prior to working on this project, will have signed the Airport’s 
Confidentiality Agreement. 
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F. The Airport will provide security for gaining entry and access to its sites. As some 
program and individual data is of a highly sensitive nature and cannot be removed 
from the work location, the Contractor shall be responsible for sanitizing, i.e., 
removing or redacting, any such data before its removal. 

G. The Contractor shall be responsible for its Subcontractors’ actions and shall be held 
liable for any data corruption caused by the Contractor or its Subcontractors. 
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City of Austin - Aviation Department 
Non-Disclosure Agreement 

This Agreement is entered into this ___ day of ________ by and between ___________________ 
with offices at _______________________________________________ (hereinafter "Recipient") 
and The City of Austin, by and through the Executive Director of the Department of Aviation, with 
offices at 3600 Presidential Boulevard, Austin, Texas 78719 (hereinafter "COA-DOA"). 

WHEREAS COA-DOA possesses certain ideas and information relating that is confidential and 
proprietary to COA-DOA (hereinafter "Confidential Information"); and 

WHEREAS the Recipient is willing to receive disclosure of the Confidential Information pursuant to 
the terms of this Agreement for the purpose _________________________________________; 

NOW THEREFORE, in consideration for the mutual undertakings of the COA-DOA and the 
Recipient under this Agreement, the parties agree as follows: 

1. Disclosure. COA-DOA agrees to identify and disclose Confidential Information to the 
Recipient; the Recipient agrees to receive the Confidential Information. 

2. Confidentiality. 

a. No Use. The Recipient agrees not to use the Confidential Information in any way, or 
to manufacture or test any product embodying Confidential Information, except for 
the purpose set forth above. 

b. No Disclosure.  The Recipient agrees to use its best efforts to prevent and protect the 
Confidential Information, or any part thereof, from disclosure to any person other than 
the Recipient's employees having a need for disclosure in connection with the 
Recipient's authorized use of the Confidential Information. 

c. Protection of Secrecy. The Recipient agrees to take all steps reasonably necessary 
to protect the secrecy of the Confidential Information, and to prevent the Confidential 
Information from falling into the public domain or into the possession of unauthorized 
persons.

3. Limits on Confidential Information. Confidential Information shall not be deemed proprietary 
and the Recipient shall have no obligation with respect to such information where the 
information:

a. was known to the Recipient's prior to receiving any of the Confidential Information 
from COA-DOA; 

b. has become publicly known through no wrongful act of the Recipient; 
c. was received by the Recipient without breach of this Agreement from a third party 

without restriction as to the use and disclosure of the information; 
d. was independently developed by the Recipient without use of the Confidential 

Information; or
e. was ordered to be publicly released by the requirement of a government agency 

(“Order”) provided that (i) Recipient shall immediately notify COA-DOA of such Order; 
and (ii) unless Recipient would be subject to sanctions from a court or other 
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governmental entity, Recipient shall not produce or disclose Confidential Information 
in response to the Order unless COA-DOA has: (a) requested protection from the 
government agency issuing the Order (“Protection”) and such request has been 
denied, (b) consented in writing to the production or disclosure of the Confidential 
Information in response to the Order, or (c) takes no action to protect its interest in 
the Confidential Information within 10 business days after receipt of notice from 
Recipient of its obligation to disclose Confidential Information in response to the 
Order.  Recipient shall cooperate with any efforts by COA-DOA to seek Protection 
and shall take all reasonable and lawful actions permitted under applicable law to 
avoid and/or minimize the extent of any disclosure of Confidential Information. 

4. Ownership of Confidential Information. The Recipient agrees that all Confidential 
Information shall remain the property of COA-DOA, and that COA-DOA may use such 
Confidential Information for any purpose without obligation to the Recipient. Nothing 
contained herein shall be construed as granting or implying any transfer of rights to the 
Recipient in the Confidential Information, or any patents or other intellectual property 
protecting or relating to the Confidential Information.

5. Term and Termination. The obligations of this Agreement shall be continuing until the 
submission of the proposal at which point all data provided by the COA-DOA must be 
returned.

6. Survival of Rights and Obligations. This Agreement shall be binding upon, inure to the 
benefit of, and be enforceable by (a) COA-DOA, its successors, and assigns; and (b) the 
Recipient, its successors, and assigns. 

7. CITY REPRESENTS THAT IT HAS THE RIGHT TO DISCLOSE CONFIDENTIAL 
INFORMATION, PROVIDED THAT ITS CONFIDENTIALITY IS PROTECTED BY 
RECIPIENT HEREUNDER.  NO OTHER WARRANTIES ARE MADE.  ALL CONFIDENTIAL 
INFORMATION DISCLOSED HEREUNDER IS PROVIDED “AS IS”. 

8. Recipient acknowledges that damages for improper disclosure of Confidential Information 
may be irreparable; therefore, COA-DOA is entitled to seek equitable relief, including 
injunction and preliminary injunction, in addition to all other remedies available to it. 

9. This Agreement does not create an agency or partnership relationship.  This Agreement will 
not be assignable or transferable by Recipient without the prior written consent of COA-
DOA.

10. This Agreement may be executed in two or more identical counterparts, each of which shall 
be deemed to be an original and all of which taken together shall be deemed to constitute 
the agreement when a duly authorized representative of each party has signed the 
counterpart.

11. This Agreement constitutes the entire agreement between the Parties with respect to the 
subject matter hereof, and supersedes any prior oral or written agreements, and all 
contemporaneous oral communications pertaining to such subject matter.  All additions or 
modifications to this Agreement must be made in writing and must be signed by both 
parties.  Any failure to enforce a provision of this Agreement shall not constitute a waiver 



thereof or any other provision. 

12. This Agreement shall be governed by the laws of the State of Tex as, without reference to 
conflict of laws principles. The exclusive venue for any dispute shall be in Travis County, 
Texas. 

IN WITNESS WHEREOF, the parties have executed this agreement effective as of the date first 
written above. 

RECIPIENT (Creative Enterprise Solutions, LLC dba BEYOND2-) 

Signed: :3~ r~w.,. 

Print Name: Brian Flora 

Title: Principal 

Date: 6 August, 2019 

CITY OF AUSTIN (COA-DOA) 
DEPARTMENT OF AVIATION 

Signed:./4 ~ 
Print Name: 6CA. \ \)\)" c,-e.. \) 

Title:~ool>"<~.\ ~°'l\~,;c 
Date: cO) ei r ~ \C\.. 

Revised 1128/2014 
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Cover Letter
Evaluation Team,

Beyond20 would like to thank the Austin-Bergstrom International Airport for the opportunity to be 
considered as your IT Service Management solution partner. We have endeavored to address 
the items in the solicitation comprehensively, but if there are areas in which more information 
would be helpful as you make your decision, please do not hesitate to ask.

As we understand it, the Airport is seeking a qualified vendor to support its initiative to replace its 
existing HEAT help desk system. The solution should support the Airport’s transition into a service 
management organization and deliver training and software to further the Airport’s ITSM goals.

The solution should include the following features:

Incident Management/Service Request
Problem Management
Change Management

Knowledge Management
Self-Service Portal
Dashboards and Reporting

Our offering comprises of a solution from Cherwell Software supported by Beyond20’s unique 
industry experience working with local government and expertise in implementing Cherwell 
Service Management to meet different business needs. As a full-service business transformation 
firm, Beyond20 is positioned to offer a more complete and holistic solution than any software 
vendor, and we are free to recommend the ideal solution without bias.

It’s probably best to start with an explanation of why Beyond20 is an ideal partner for the Airport:

Beyond20 is an Award-Winning Cherwell partner – Our experienced team excels at getting 
the most out of Cherwell, and our solutions built on the CSM Platform have been widely 
recognized. Beyond20’s multi-pronged approach to information gathering creates a real-time 
understanding of the organization and informs the development of your specific deliverables.

Beyond20 has extensive, in-house, ITIL expertise – Not only do we implement Cherwell, we 
are an accredited ITIL training organization with a team of ITIL Experts that are recognized 
experts in the field – writers and speakers with extensive, real-world ITIL experience.

Beyond20’s experience working with local governments – We know and understand the 
unique challenges you face, and we are positioned to help design a tailored solution that works 
for your management, your IT Department, and your customers.

Our proposed solutions consist of Cherwell Service Management:

Cherwell Service Management’s abundance of unique 
capabilities (with respect to both functionality and ease of 
use) sets it apart from other ITSM solutions. Many of 
these unique capabilities align specifically with the 
requirements enumerated in the solicitation, as discussed 
in the following sections. Additional unique and 
noteworthy Cherwell capabilities include but are certainly 
not limited to the following:
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Flexible Deployment Model. Cherwell provides one of the most flexible deployment models 
of any ITSM tool. It can be deployed either as “On-Premise” or as “SaaS (Software-as-a-
Service)” with no functional differences. Cherwell is an industry leader in ITSM SaaS delivery 
capabilities. Their hybrid 3.0 SaaS approach offers more flexibility and choices than any other 
service desk software provider on the market, and it is easy to switch between the models as 
your organization and its needs change. It can be deployed either as “On-Premise” or as 
“SaaS (Software-as-a-Service).”

All customizations and configurations are retained after upgrades. No matter how many 
times you upgrade to a new version, you’ll never lose any of your configurations or 
customizations.

Codeless business application platform. This means that ANY business process 
whatsoever can be implemented and automated in Cherwell, all without writing code. Our 
customers use this feature to consolidate multiple solutions onto a single platform – think of 
Cherwell as a rapid development platform enabling the in-house development of business 
automation. This goes well beyond IT: 

Fantastic dashboards and reporting capability. The reporting capability is superb. Even 
better: viewing reports and dashboards does not consume a license. This allows executives 
and stakeholders to have their own dashboards without extra cost. Some customers use this 
feature to generate “big screen” dashboards for display on large monitors in lobbies, call 
centers, NOCs – all at no extra cost.

Customer-friendly licensing model. All modules are included under a single license, so 
there’s no need to go back to the vendor as your processes mature or you start using the 
software in a different way (e.g. more mobile devices). Concurrent licensing means you’ll 
have to purchase fewer licenses for a given headcount, and many Cherwell features do not 
require a license at all.

We work with a lot of clients in local government; it’s an area we like and believe in. In fact, some 
of our team members have extensive work history in local government. We’re excited about this 
project and the opportunity to really make a difference at the Austin-Bergstrom International 
Airport.

At Beyond20 we love what we do, and we think it comes through in the quality of our work. We 
look forward to the opportunity to earn your business.

Regards,

Yas Kusakawa
Business Relationship Manager | Beyond20
Beyond20 is a DBE certified minority-owned, woman-owned small business.
Training | Consulting | Implementation
Email: yasuhiro.kusakawa@beyond20.com
Toll-free: (866) 856-3117
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CITY OF AUSTIN, TEXAS 
Purchasing Office 

REQUEST FOR PROPOSAL (RFP) 
OFFER SHEET 

SOLICITATION NO: RFP 8100 PAX3147 
DA TE ISSUED: 11112/2018 

REQUISITION NO.: 8100 1801100035 

COMMODITY CODE: 20811 , 92045 

FOR CONTRACTUAL AND TECHNICAL 
ISSUES CONTACT THE FOLLOWING 
AUTHORIZED CONTACT PERSON: 

Sai Xoomsai Purcell 

Procurement Specialist IV 
Phone: (512) 974-3058 
E-Mail: sai.xoomsai@austintexas.gov 

Dan Dellemonache 
Procurement Specialist Ill 
Phone: (512) 974-2981 
E-Mail: dan dellemonache@aust1ntexas.gov 

COMMODITY/SERVICE DESCRIPTION: Information 
Technology Service Management Software Solution 

PRE-PROPOSAL CONFERENCE TIME ANO DA TE: 
11/27/2018, 2:30 pm, local time 
LOCATION: 2716 Spirit of Texas Drive, Austin, TX 78717, The 
Oak Room 
CONFERENCE CALL NO: 512-974-9300 
CODE: 521387 

PROPOSAL DUE PRIOR TO: 01/08/2019, 2:00 pm, local time 

PROPOSAL OPENING TlME ANO DATE: 01/08/2019, 3:00 pm, 
local time 
LOCATION: MUNICIPAL BUILDING, 124 W 81h STREET 

RM 308, AUSTIN, TEXAS 78701 

LIVE SOLICITATION OPENING ONLINE: For RFP's, only the 
names of respondents will be read aloud 

For information on how to attend the Solicitation Closing online, 
please select this link: 

htte./lwww.austintexas.gov/department/bid-opening-weblnars 

w tti hen subml ng a sea ed otter, use the proper address for the type of service desired, as shown below: 
Address for US Mail (Only) Address for FedEx, UPS, Hand Delivery or Courier Service 

City of Austin City of Austin, Municipal Building 

Purchasing Office-Response Enclosed for Solicitation# Purchasing Office-Response Enclosed for Solicitation # RFP 
RFP 8100 PAX3147 8100 PAX3147 

P.O. Box 1088 124 W 8111 Street, Rm 308 

Austin, Texas 78767-8845 Austin, Texas 78701 

Reception Phone: (512) 974-2500 

NOTE: Offers must be received and tfme stamped In the Purchasing Office prior to the Due Date and Time. It Is the 
responslblllty of the Offeror to ensure that their Offer arrives at the receptionist's desk In the Purchasing Office prior 
to the time and datv Indicated. Arrival at the City's mallroom. mail tennlnat, or post office box will not constitute the 

Offer arriving on time. See Section 0200 for addltional sollcltatlon Instructions. 

All Offers (including Compliance Plans) that are not submitted In a sealed envelope or container will not be considered. 

SUBMIT 1 ORIGINAL AND 4 ELECTRONIC COPY (USS FLASH DRIVE) OF YOUR RESPONSE 

Offer Sheet-Rev.06-26-2018 Solicitation No. RFP 8100 PAX3147 Page I 1 
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***SIGNATURE FOR SUBMITTAL REQUIRED ON PAGE 3 OF THIS DOCUMENT*** 

This solicitation is comprised of the following required sections. Please ensure to carefully read 
each section including those incorporated by reference. By signing this document, you are agreeing 
to all the items contained herein and will be bound to all terms. 

SECTION TITLE PAGES 
NO. 

0100 STANDARD PURCHASE DEFINITIONS • 

0200V2 STANDARD SOLICITATION INSTRUCTIONS, UPDATED JUNE 26, 2018 .. 
0300 STANDARD PURCHASE TERMS AND CONDITIONS * 

0400 SUPPLEMENTAL PURCHASE PROVISIONS 7 

0401 SUPPLEMENTAL PURCHASE PROVISIONS - CLOUD COMPUTING REQUIREMENTS 9 

0500 SCOPE OF WORK 10 
-

0600 PROPOSAL PREPARATION INSTRUCTIONS & EVALUATION FACTORS 8 

0601 PRICE PROPOSAL SHEET 4 

0630 EXCEPTION FORM - Complet·e and return if applicable 1 

0605 LOCAL BUSINESS PRESENCE IDENTIFICATION FORM - Complete and return 2 

0800 NON-DISCRIMINATION AND NON-RETALIATION CERTIFICATION-Complete and 2 
retum 

0805 NON-SUSPENSION OR DEBARMENT CERTIFICATION . 
0810 V2 NON-COLLUSION, NON-CONFLICT OF INTEREST, AND ANTI-LOBBYING . 

CERTIFICATION, UPDATED JUNE 26, 2018 

0815 LIVING WAGES CONTRACTOR CERTIFICATION-Complete and return 1 

0835 NONRESIDENT BIDDER PROVISIONS - Complete and return 1 

0840 SERVICE-DISABLED VETERAN BUSINESS ENTERPRISE - Complete and return 1 

0900 SUBCONTRACTING/SUB-CONSUL TING UTILIZATION FORM - Complete & return 1 

0905 SUBCONTRACTING/SUB-CONSUL TING UTILIZATION PLAN - Complete and return if 3 
applicable 

Exhibit A Aviation Department Non-Disclosure Agreement 3 

Attachment A ITSM SERVICE MANAGEMENT SOFTWARE SOLUTION REQUIREMENTS - Complete 7Tabs 
and return 

* Documents are hereby incorporated Into this Solicitation by reference, with the same force and effect 
as if they were incorporated in full text. The full text versions of the * Sections are available on the 
Internet at the following online address: 

http://www.austintexas.gov/financeonline/vendor connection/index.cfm#STANDARDBIDDOCUMENTS 

If you do not have access to the Internet. you may obtain a copy of these Sections from the City of Austin 
Purchasing Office located in the Municipal Building. 124 West Sth Street. Room #308 Austin. Texas 78701; 

) phone (512) 974-2500. Please have the Solicitation number available so that the staff can select the proper 
documents. These documents can be mailed, expressed mailed, or faxed to you. 

Offer Sheet-Rev.06-26-2018 Solicitation No. RFP 8100 PAX3147 Page I 2 
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The undersigned, by his/her signature, represents that he/she is submitting a binding offer and is authorized 
to bind the respondent to fully comply with the solicitation document contained herein. The Respondent, by '­
submitting and signing below, acknowledges that he/she has received and read the entire document packet 
sections defined above including all documents incorporated by reference, and agrees to be bound by the 
terms therein. 

Company Name: Creative Enterprise Solutions, L.L.C dba Beyond20 

Company Address: 60 E Rio Salado Pkwv STE 900 

City, State, Zip: ~T_e~m-o~e_, AZ~~8~5~2-81~-----------------------

Vendor Registration No. 

Printed Name of Officer or Authorized Representative: Yasuhjro Kusakawa 

Title: 

Signature of Officer or Authorized Representative: 

Email Address: yas.kusakawa@beyond20.com 

Phone Number: 866-856-3117 

• Proposal response must be submitted with this signed Offer sheet to be considered for 
award 

Offer Sheet-Rev.06-26-2018 Solicitation No. RFP 8100 PAX3147 Page I 3 
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Section 0605: Local Business Presence Identification 

A firm (Offeror or Subcontractor) is considered to have a Local Business Presence if the firm is headquartered in the Austin 
Corporate City Limits, or has a branch office located In the Austin Corporate City Limits in operation for the last five (5) years, 
currently employs residents of the City of Austin, Texas, and will use employees that reside fn the City of Austin, Texas, to 
support this Contract. The City defines headquarters as the administrative center where most of the important functions and 
full responsibility for managing and coordinating the business activities of the firm are located. The City defines branch office 
as a smaller, remotely located office that is separate from a firm's headquarters that offers the services requested and required 
under this solicitation. 

OFFEROR MUST SUBMIT THE FOLLOWING INFORMATION FOR EACH LOCAL BUSINESS (INCLUDING THE 
OFFEROR, IF APPLICABLE) TO BE CONSIDERED FOR LOCAL PRESENCE. 

NOTE: ALL FIRMS MUST BE IDENTIFIED ON THE MBE/lNBE COMPLIANCE PLAN OR NO GOALS UT/LIZA TION PLAN 
(REFERENCE SECTION 0900). 

*USE ADDITIONAL PAGES AS NECESSARY'" 

OFFEROR: 

Name of Local Firm r.ri:>i:itivi:> - "' .C:nl• ,~;,.,..,.. I I r. rlh.,, - - ~.,n 

Physical Address i::n F Rin C::.<:ilcorln Pkwv STE Qnn T 11:>mnA 117 AC::.'>~1 

Is your headquarters located 
in the Corporate City Limits? Yes 
{circle one) 

or 

Has your branch office been 
located in the Corporate City Yes 
Limits for the last 5 years? 

Will your business be 
providing additional economic 
development opportunities 
created by the contract 

Yes award? (e.g., hiring, or 
employing residents of the 
City of Austin or Increasing 
tax revenue?) 

SUBCONTRACTOR(S): 

Name of Local Firm NOT APPLICABLE 

Physical Address 

is your headquarters located 
In the Corporate City Limits? 
(circle one) Yes 

or 

Has your branch office been 
located in the Corporate City 
Limits for the last 5 years Yes 

Section 0605 local Business Presence Solicitation No. RFP 8100 PAX3147 
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Will your business be 
providing additional economic 
development opportunities 
created by the contract 
award? (e.g., hiring, or 
employing residents of the 
City of Austin or increasing 
tax revenue?) Yes No 

SUBCONTRACTOR(S): 

Name of Local Firm NOT APPLICABLE 

Physical Address 

Is your headquarters located 
in the Corporate City Limits? 
(circle one) Yes No 

or 

Has your branch office been 
located in the Corporate City 
Limits for the last 5 years Yes No 

Will your business be 
providing additional economic 
development opportunities 
created by the contract 
award? (e.g., hiring, or 
employing residents of the 
City of Austin or increasing 
tax revenue?) Yes No 

Section 0605 Local Business Presence Solicit ation No. RFP 8100 PAX3147 Page I 2 
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City of Au stin, Texas 
Section 0800 

NON-DISCRIMINATION AND NON-RETALIATION CERTIFICATION 

City of Austin, Texas 

Equal Employment/Fair Housing Office 

To: City of Austin, Texas, 

I hereby certify that our flrm complies with the Code of the City of Austin, Section 5-4-2 as reiterated below, and 
agrees: 

(1) Not to engage In any discriminatory employment practice defined in this chapter. 

(2) To take affirmative action to ensure that applicants are employed, and that employees are treated 
during employment, without discrimination being practiced against them as defined in this chapter, 
including affirmative action relative to employment. promotion, demotion or transfer, recruitment or 
recruitment advertising, layoff or termination. rate of pay or other forms of compensation, and 
selection for training or any other terms. conditions or privileges of employment 

(3) To post In conspicuous places, available to employees and applicants for employment, notices to be 
provided by the Equal Employment/Fair Housing Office setting forth the provisions of this chapter. 

(4) To state in all solicitations or advertisements for employees placed by or on behalf of the Contractor. 
that all qualified applicants will receive consideration for employment without regard to race, creed, 
color, religion, national origin, sexual orientation, gender identity, disability, sex or age. 

(5) To obtain a written statement from any labor union or labor organization furnishing labor or service 
to Contractors in which said union or organization has agreed not to engage 1n any discriminatory 
employment practices as defined in this chapter and to take affirmative action to Implement policies 
and provisions of this chapter. 

(6) To cooperate fully with City and the Equal Employment/Fair Housing Office in connection with any 
investigation or conciliation effort of the Equal Employment/Fair Housing Office to ensure that the 
purpose of the provisions against discriminatory employment practices are being carried out 

(7) To require of all subcontractors having 15 or more employees who hold any subcontract providing 
for the expenditure of $2,000 or more in connection with any contract with the City subject to the 
terms of this chapter that they do not engage in any discriminatory employment practice as defined 
in this chapter 

For the purposes of this Offer and any resu lting Contract. Contractor adopts the provisions of the City's Minimum 
Standard Non-Discrimination and Non-Retaliation Policy set forth below. 

City of Austin 
Minimum Standard Non-Discrimination and Non-Retallatlon In Employment Polley 

As an Equal Employment Opportunity (EEO) employer, the Contractor will conduct its personnel activities in 
accordance with established federal, state and local EEO laws and regulations. 

The Contractor will not discriminate against any applicant or employee based on race, creed, color, national origin, 
sex, age, religion, veteran status, gender identity, disability, or sexual orientation. This policy covers all aspects ot 
employment, including hiring, placement, upgrading, transfer, demotion, recruitment, recruitment advertising, 
selection for training and apprenticeship, rates of pay or other forms of compensation. and layoff or termination. 

The Contractor agrees to prohibit retaliation, discharge or otherwise discnmination against any employee or 
applicant for employment who has inquired about. discussed or dlsclosed their compensation. 

Section 0815 Living Wage-Contractor Solicitation No. RFP 8100 PAX3147 Page I 1 
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Further, employees who experience discrimination, sexual harassment, or another form of harassment should 
immediately report It to their supervisor. If this is not a suitable avenue for addressing their compliant, employees 
are advised to contact another member of management or their human resources representative. No employee 
shall be discriminated against, harassed, Intimidated, nor suffer any reprisal as a result of reporting a violation of 
this policy. Furthermore, any employee, supervisor, or manager who becomes aware of any such discrimination 
or harassment should immediately report It to executive management or the human resources office to ensure that 
such conduct does not continue. 

Contractor agrees that to the extent of any inconsistency, omission, or conflict with its current non-discrimination 
and non-retaliation employment pollcy, the Contractor has expressly adopted the provisions of the City's Minimum 
Non-Discrimination Policy contained in Section 5-4-2 of the City Code and set forth above, as the Contractor's 
Non-Dlscrlmlnatlon Policy or as an amendment to such Policy and such provisions are intended to not only 
supplement the Contractor's policy, but will also supersede the Contractor's policy to the extent of any conflict. 

UPON CONTRACT AWARD, THE CONTRACTOR SHALL PROVIDE THE CITY A COPY OF THE 
CONTRACTOR'S NON-DISCRIMINATION AND NON-RETALIATION POLICIES ON COMPANY LETTERHEAD, 
WHICH CONFORMS IN FORM, SCOPE, AND CONTENT TO THE CITY'S MINIMUM NON-DISCRIMINATION 
AND NON-RETALIATION POLICIES, AS SET FORTH HEREIN, OR THIS NON-DISCRIMINATION AND NON­
RETALIATION POLICY, WHICH HAS BEEN ADOPTED BY THE CONTRACTOR FOR ALL PURPOSES WlLL 
BE CONSIDERED THE CONTRACTOR'S NON-DISCRIMINATION AND NON-RETALIATION POLICY 
WITHOUT THE REQUIREMENT OF A SEPARATE SUBMITIAL 

Sanctions : 

Our firm understands that non-compliance with Chapter 5-4 and the City's Non-Retaliation Policy may result in 
sanctions, Including termination of the contract and suspension or debarment from participation in future City 
contracts until deemed compliant with the requirements of Chapter 5-4 and the Non-Retaliation Policy. 

Term: 

The Contractor agrees that this Section 0800 Non-Discrimination and Non-Retaliation Certificate of the 
Contractor's separate conforming policy, which the Contractor has executed and flied with the City, will remain in 
force and effect for one year from the date of filling. The Contractor further agrees that, In consideration of the 
receipt of continued Contract payment, the Contractor's Non-Discrimination and Non-Retaliation Policy will 
automatically renew from year-to-year for the term of the underlying Contract. 

Dated this __.1._.4_th._ ____ day of Januarv 2019 

CONTRACTOR 

Authorized 
Signature 

Title 

Section 0815 Living Wage-Contract or Solicitation No. RFP 8100 PAX3147 
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Section 0815: Living Wages Contractor Certification 

Pursuant to the Living Wages provision (reference Section 0400, Supplemental Purchase 
Provisions) the Contractor is required to pay to all employees of the Prime Contractor and all tiers 
of subcontractors directly assigned to this City contract a minimum Living Wage equal to or greater 
than $15.00 per hour. 

{1) The below fisted individuals are all known employees of the Prime Contractor and its 
subcontractors who are directly assigned to this contract, and all are compensated at wage 
rates equal to or greater than $15.00 per hour: 

Employee Name Employer Prime or Sub Your Normal Employee Job Title 
Rate 

Lau en Fo'les Be ond20 Prime 206.25/hour Pro·ect Mana er 

$206.25/hour Solutions Consultant 

Solutions Archltecht 

(2) All future employees of both the Prime Contractor and all tiers of subcontractors directly 
assigned to this Contract will be paid a minimum Living Wage equal to or greater than 
$15.00 per hour. 

(3) Our firm will not retaliate against any employee of either the Prime Contractor or any tier of 
subcontractors claiming non-compliance with the Living Wage provision. 

A Prime Contractor or subcontractor that violates this Living Wage provision shall pay each of its 
affected employees the amount of the deficiency for each day the violation continues. Willful or 
repeated violations of the provision by either the Prime Contractor or any tier of subcontractor, or 
fraudulent statements made on this certification, may result in termination of this Contract for Cause, 
subject the violating firm to possible suspension or debarment, or result in legal action. 

I hereby certify that all the listed employees of both the Prime Contractor and all t iers of 
subcontractors who are directly assigned to this contract are paid a minimum living Wage equal to 
or greater than $15.00 per hour. 

Contractor's Name: 

Signature of Officer 
or Authorized 
Representative: 

Printed Name: 

Title 

Beyond20 

Date: 

Yasuhiro Kusakawa 

Business Relationship Manager 

Section 0815 Living Wage-Contractor Solicitation No. RFP 8100 PAX3147 
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.--....._ Section 0835: Non-Resident Bidder Provisions 

A. Bidder must answer the following questions in accordance with Vernon's Texas Statues and Codes Annotated 
Government Code 2252.002, as amended: 

Is the Bidder that is making and submitting this Bid a "Resident Bidder" or a "non-resident Bidder"? 

Answer. Non-Resjdent 

(1) Texas Resident Bidder-A Bidder whose principle place of business is in Texas and includes a Contractor whose 
ultimate parent company or majority owner has its principal place of business in Texas. 

(2) Nonresident Bidder-A Bidder who is not a Texas Resident Bidder. 

B. If the Bidder id a "Nonresident Bidder" does the state, in which the Nonresident Bidder's principal place of business 
is located, have a law requiring a Nonresident Bidder of that state to bid a certain amount or percentage under the 
Bid of a Resident Bidder of that state in order for the nonresident Bidder of that state to be awarded a Contract on 
such bid in said state? 

Answer. ______ _._...._ ______________ _ Which State: ---~~-------

C. If the answer to Question B Is •yes•, then what amount or percentage must a Texas Resident Bidder bid under the 
bid price of a Resident Bidder of that state In order to be awarded a Contract on such bid in said state? 

Answer. __________________________________________________________ _ 
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Section 0840, Service-Diaabled Veteran Business Enterprise Preference 

I Offeror Name 

Beyond20 

Additional Sollcltation Instructions. 

1. ~ By checking this box, Offerer states they are NOT a certified Service-Disabled Veteran Business Enterprise 
seeking to claim preference points under the City of Austin's SDVBE Program. 

2. Offerors seeking to claim the Service-Disabled Veteran Business Enterprise (SDVBE) preference shall be certified 
under one of the two following scenarios. Offerers shall check one of the following boxes, input the data in the 
applicable table below and include this completed form in their Proposal. 

0 HUB/SV. Offeror Is certified as a Service-Disabled Veteran (SV) Historically Underutilized Business (HUB) by the 
Texas State Comptroller of Public Accounts. 

Texas State HUBISV Certification 

13-0iqit Vendor ID <VIDl 

HUB/SV Issue Date 

HUB/SV Expiration Date 

0 HUB/OTHER + Federal SDVOSB. Offerer is certified by the Texas State Comptroller of Public Accounts as a 
Historically Underutilized Business in a HUB Eligibility Category other than Service-Disabled Veteran (SV) AND is 
verified by the US Veterans Administration as a Service-Disabled Veteran-Owned Small Business (SDVOSB). 
Texas HUB Eligibility Categories: HUB/Bl (Black), HUB/AS (Asian), HUB/HI (Hispanic), HUB/Al (Native 
American), or HUB/WO (Women Owned). 

Texas State HUB/OTHER Certification Federal SDVOSB Verlflcation 

13-Dlait Vendor ID (VJD) 9-Diait DUNS 

HUB Eligibility Category SDVOSB Issue Date 

HUB Issue Date SDVOSB Expiration Date 

HUB Expiration Date 

3. Offerer ldentitv. The Offeror submitting the Proposal shall be the same entity that Is certified by the Texas State 
Comptroller of Public Accounts. AND If applicable as verified by the US Veterans Administration. 

4. Certification Status. Offerer's certification(s) must be active on or before the Solicitation's due date for Proposals and 
shall not expire prior to the award and execution of any resulting contract. 

5. Confirmation of CertificatJonlsl. Upon receipt of this completed form, the City will confirm the Offerer's certification(s). 
State: https.l/mycoa.cpa.state.tx us/tpasscmb!search. Federal: https //www.vip.vetb1z.gov/ The City will direct any 
questions concerning an Offerer's State or Federal certification status to the Offerer's contact person as designated on 
the Offer Form of their Proposal. 

6. Misrepresentation. If the City determines that the Offerer requesting this preference is not certified by the State or 
Federal government If applicable, the Offerer will not receive the preference points. ff the City determines that this 
misrepresentation was intentional, the City may also find the Offerer not responsible and may report the Offerer to the 
Texas State Comptroller of Public Accounts or if applicable to the US Veterans Administration. If the misrepresentation 
Is discovered after contract award, the City reserves the right to void the contract. 
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Section 0900: SUBCONTRACTING/SUB-CONSUL TING UTILIZATION FORM 
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MINORITY- AND WOMEN-OWNED BUSINESS ENTERPRJSE (MBE/WBE) 
PROCUREMENT PROGRAM 

Subcontractin.g /Sub·Consulring ("Subcontractor'') Utilization Fonn 

SOLICITATION NUMBER: Rfi'P 8100 PAX3 147 

SOLJCJT_\TION TlTI.E: INFORMJ\TION TECI fNOLOGY s1mv1cn MANMW.I\1EN'I' SOFTWARE SOLUTION 

In accordance with the City of Austin's Minomy :ind Women-Owned Business r.merprises ~l/WHE) Procurcmc.-nr Pcogmm (Program), 
Cbaprers 2-9!\/ B/ C/ D of the City Code and M/WBE Program Rulc:i., thi:; Solicitation was reviewed by the Small and t-.linority 13uKiness 
Resources Department (SMl3R) to clctcrrninc if M/WBE S11bconti::1ctor/Sub-Const1ltllm ("Subcou1mctot'') Goals could be applit!<.L Due to 
msufficient subconr.racting/subcoasulrant opportllllitics ~nd/or 111suf6d<.-nt avaibbility of M/WBE certified 6miN, SM13R bns assigned no 
~ubcontracting goal!I for this Solicitation. 1 lowcver, Offorors who ch(>OSC to use Subcontractors must comply with tbc Gty's M/ WBF 
Procurement Pm~nun as described below. 1\dditionally, if the Contrtlctor seeks ro :idd Subcontmcrors after rhc Contract is \\warded, the 
Program re4uiremenrs shall apply ro any C:ontract(s) rc~uhing from this Solicitation. 

r ~lt\Jcrlons: 
a.) Offerors who do not intend r<> use SuhcontrJCtOrs shall check 1hc "NO" box .lll<l follow lhc corresponding iosrructioos. 
b.)Offcmrs wbo in1i:nd 10 use Subcontr-.i.ctors shall check rhe npplic:nblc "YES" box and follow rhe io.suuC1ioos. 0ffC1'S that do not include 
the following required documents ehnll be deemed non-compliant or nonrcsponsive as applicable, and the Offerol's submission 
may not be considered for award. 

~ NO, I DO NOT intend to use Subcontrac1ors/Sub-co11Bultams. 
lnstn1ctions: Offcrors rhat do nor in rend to use Subcontt':lcrors shall complete and ~·go this foon bclow 
(Subconrracring/Sub-ConsulrJng ("Subconrmctor'') Urilimrioo F'onn) ;wd include ic wich thcic ~cnled Offer. 

0 YES, J DO intend to use Subcon1r.1ctors /Sub-coosulmoui. 
lnstructiona: Offerors that do 101~11d to use Subcoou:acrocs sb:\11 coinpletc and sipi this form below (Subcontracring/Sub­
Consulting (''Subconuacror") Utili7.nrion Foan), and follow the additional Instructions in rhc (Subcontractiog/ Sub-Consuhing 

\ 'Subcontracmr') Utilization Plan). Conroct SM"BR if there are any quesrJon~ about submitting lbcsc forms. 

Company Name 

C:ity Vendor ID Code 

Physical 1\dtlr~s 

City. State Zip 

Phone Number 

Is the Offcror 
City of J\ustio M/WBI: 
c.:.rtificd? 

OO'cror lnfOJ"Dllltion 

11mail J\ddn:ss 

Indicate one: ~1BE ~\VBE 0 MBE/ W'BEJoim \ cnrurc 

Offetor Certification: I undcrsrand tbnt t'Vcn though SMBR did not assign subcontta.ct goals w this Solicitation, I will comply with the l.ity'N M/ WBE. 
Procurement Prowruri 1f I 10tcnd 10 include Subcoorracrors in my Offer. I further agree that tlus completed Subcontracting/ Sub-Consulting 

Ulilizarion Form, and if applicable my complered Subcontr.icting/Sub-Consulting Utilization Plan. shall become: a part of any Conltact I mny 
be awanlct.I ns the result of this Solic1rntion. Fu1thcr, if I nm nwardcd a Commct and I am not using Subcootracror(s) but later wtt'Od to add 
Subcontmctor(s), before 1he Subcontrac;tor(s) is hired or begin$ work, I wiU comply wirh the City's M/ WBE Procurement 11rogl'llm and submtt the 
Request For Change fonn LO add :iny Subcomracror(s) to the l'roicct Manager (Ir the Contcrtct ~laoager for prior authoril'.:ition by du: Ciry and 
pcrfoan Good Paith Efforts (GFE), Lf applicable. I understand that, if a Subcootn1cror IS not lisretl in my Subcontracting/ Sub-Consulting 
Ulilization Plan, it is a violanon of the City's M/ Wl3E Procurement Program for me to bire rhc Subcontractor Ot allow rhe Subcootmcmr co begin 
wor.k, unless I fu:sr obtain City approval of my Request for Change form. I undcrsraod that, if a Subc:ontracror is not li~tcd in my 
Subeontrac1i0J:/Sub-Co11Bu1ting Utilization Piao, n IB a violariou of the Ciry's M/ WBE Procurement Pr~ for me 10 hire the Subcontractor 

or allow the ~ubconmcmr tO begin work, unless I fits1 obtaiu Otv approVlll ~t for Change form. 

Yasuhim Kusakawa ~- -- 1114/2019 

umc and 'litlc of AuthorizL'<i RcpresL'tltativc (Print or T)'l'C) Signature/ Date 
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Solicitation: RFP 8100 PAX3147 

ADDENDUM 
PURCHASING OFFICE 

CITY OF AUSTIN, TEXAS 

Addendum No: 1 Date of Addendum: 11/29/2018 

This addendum is to incorporate the following changes to the above referenced solicitation: 

1. Correction: Section 0400, Supplemental Purchase Provisions, item 1.Explanations of Clarifications 
has been corrected as follow: 

All requests for explanations or clarifications must be submitted in writing to the Purchasing Office by 
email to Sai.Xoomsai@austintexas.gov or Daniel.Dellemonache@austintexas.gov by end of day 
12/1212017 12/1212018. 

2. ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME. 

APPROVEDBY: ~~~~~~~~~~~~~~~­
Sai Purcell, Procurement Specialist IV 
Purchasing Office, 512-974-3058 

ACKNOWLEDGED BY: 

Yasuhiro Kusakawa 
Name 

11/29/2018 

Date 

1/14/2019 
Date 

RETURN ONE COPY OF THIS ADDENDUM TO THE PURCHASING OFFICE, CITY OF AUSTIN, WITH 
YOUR RESPONSE OR PRIOR TO THE SOLICIATION CLOSING DATE. FAILURE TO DO SO MAY 
CONSTITUTE GROUNDS FOR REJECTION. 

Revised 12/13/2015 

Page 22 



ADDENDUM 
PURCHASING OFFICE 

CITY OF AUSTIN, TEXAS 

Solicitation: RFP 8100 PAX3147 Addendum No: 2 Date of Addendum: 12/04/2018 

This addendum is to incorporate the following changes to the above referenced solicitation: 

1. Q) Are City's Terms and Conditions negotiable? 
A) See below from Section 0600, Proposal Preparation Instructions and Evaluation Factors, Tab 1.C, Section 

0630 Exceptions. 

Section 0630 Exceptions: Proposer shall clearly indicate each exception taken, provide alternative 
langua~e, and justify the alternative language. The Proposer that is awarded the contract will be required 
to sign the contract with the provisions accepted; any exceptions may be negotiated or may result in the 
City deeming the offer non-responsive. Failure to accept or provide the exception information under 
Pu1rchasing Exceptions Form may result in the City deeming the offer non-responsive. The City reserves 
the right to reject a Proposal containing exceptions, additions, qualifications, or conditions not called for in 
the Solicitation 

2. Q) Section 0601, Price Proposal Sheet request pricing for 20 hours of onsite training per year. What type of 
training would the City like to be delivered in the 20 hours/year of onsite training? 

A) On site software and administration training for staff, i.e. new employee training, new features, set up of new 
features, configuration, new workflow development, etc. 

3. Q) How important is it for the project management tool to live on the same platform as the ITSM tool with no 
additional cost added to access the tool or is the City looking to purchase an additional software platform to 
help with the City project management needs? When does the City envision Incorporating a project 
management tool? 

A) A project management tool is out of scope for this project. Any Integration between project management tools 
and IT Service Management tools is not under consideration at present. 

4. Q) Has the City engaged any other venders prior to this RFP process? If yes, who are those vendors and what 
actions have been taken with those companies? 

A) No. The City has not engaged with any other venders prior to the RFP process. 

5. Q) It was stated during the conference that the deadline to submit questions is December 12th, when can vendor 
expect a response to the questions? 

A) The estimated Addendum to the questions is expected by December 19, 2018 

6. Correction: Dan Dellemonache email address: 
Daniel.Dellemonache@austintexas.gov 

Revised 12/13/2015 
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7. ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME. 

Sai Purcell, Procurement Specialist IV 
Purchasing Office, 512-97 4-3058 

ACKNOWLEDGED BY: 

Yasuhiro Kusakawa 
Name 

12/04/2018 

Date 

1/14/2019 
Date 

RETURN ONE COPY OF THIS ADDENDUM TO THE PURCHASING OFFICE, CITY OF AUSTIN, WITH 
YOUR RESPONSE OR PRIOR TO THE SOLICIATION CLOSING DATE. FAILURE TO DO SO MAY 
CONSTITUTE GROUNDS FOR REJECTION. 

Revised 12/13/2015 
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ADDENDUM 
PURCHASING OFFICE 

CITY OF AUSTIN, TEXAS 

Solicitation: RFP 8100 PAX3147 Addendum No: 3 Date of Addendum: 12117/2018 

This addendum is to incorporate the following changes to the above referenced solicitation: 

1. Q) 
A) 

2. Q) 
A) 

3. Q) 
A) 

4. Q) 

A) 

5. Q) 
A) 

6. Q) 

A) 

7. Q) 

A) 

8. Q) 
A) 

9. Q) 
A) 

10. Q) 

A) 

How large is the Airport IT department? 
57 including on site contractors 

How many people work on the help desk? 
12 

What tool{s) (If any) aside from HEAT are being used to fulfill the functionalities being requested? 
Excel, Word, KanBoard 

Is importing data from the current system within the scope of this project? If so, how many records will 
need to be imported? 
No service t ickets will be imported. It's possible some of the client contact information may be imported. 

Is there a prevailing event/initiative/etc. that triggered the creation and release of this solicitation? 
No 

Does the Airport current have processes for the following ITSM? 
a. Incident Management 
b. Request Fulfillment 
c. Problem Management 
d. Change Management 
e. Knowledge Management 
The Airport currently have processes for Incident management, Request Fulfillment, Problem 
management, Change Management, but no process for Knowledge Management. 

If there is a particular process that the Airport currently does not have established/documented, is the 
design of that process part of the scope of this project? 
No. This work will be done by the Airport's On-Call contractor 

Does the Airport currently have a well-defined Service Catalog? 
Yes 

Does the Airport currently have well-defined Service Level Agreements with its customers? 
Some but not all. 

Will there be multiple business units using this for processing tickets? If so, will these need to be broken 
out? Will they need separate service catalogs? Will they need separate portals? 
No. 

Revised 12/13/2015 
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-

11. Q) 

A) 

12. Q} 

A) 

13. Q) 
A) 

Could the Airport provide a use case or user story that is representative of each of the Maximo Integration 
desired, a use case or user story that is representative of each of the SCCM integration desired, a use 
case or user story that is representative of each of the Office365 integration desired, case or user story 
that is representative of each of the Cisco IP integration desired? 
The Airport will utilize the stated expertise of the selected vendor, in conjunction with the Airport's On-Call 
contractor, to establish necessary use cases/stories for each of the expected software/tool integrations 
within the scope of the project. The Airport seeks a vendor experienced In successfully implementing an 
ITSM solution. The Airport will request the assistance of the selected vendor to more fully develop 
relevant and Airport-specific use cases/stories during the project. 

What tools, if any, would the Airport like the tool to integrate with? Could you please provide use cases for 
each? 
Please refer to question 11 

Has a budget for this project been detennined? If so, what is the budget for this project? 
No budget has yet been set. 

14. ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME. 

Sai Purcell, Procurement Specialist IV 
Purchasing Office, 512-97 4-3058 

ACKNOWLEDGED BY: 

Yasuhjro Kusakawa 
Name 

12/17/2018 

Date 

1/14/2019 
Date 

RETURN ONE COPY OF THIS ADDENDUM TO THE PURCHASING OFFICE, CITY OF AUSTIN, WITH 
YOUR RESPONSE OR PRIOR TO THE SOLICIATION CLOSING DATE. FAILURE TO DO SO MAY 
CONSTITUTE GROUNDS FOR REJECTION. 

Revised 12113/2015 
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ADDENDUM 
PURCHASING OFFICE 

CITY OF AUSTIN, TEXAS 

Solicitation: RFP 8100 PAX3147 Addendum No: 4 Date of Addendum: 12/26/2018 

This addendum is to incorporate the following changes to the above referenced solicitation: 

1. Q) 
A) 

What is an average number of Incident, problem & change tickets per month? 
The current ticketing system does not break out requests into these categories. 

What is an average number of service requests per month? 2. 0 ) 
A) The current ticketing system does not reflect the actual number of requests fulfilled as we do a lot of ad 

hoc work. 

3. Q) In the current ITSM environment, how many resolvers (both internal and 3rd party) are there today? Does 
the City expect this number to change? 
A) The City currently service approximately 300-400 customers. The City does not track vendors in the 
current system. 

4. Q) How many Customer IDs vs Vendor IDs are there today? Does the City expect this number to change? 
A) The City currently service approximately 300-400 customers. We do not track vendors in the current 
system. 

5. Q) Does the City currently have CMDB in scope today? If yes please describe its breadth and depth of 
services. Such as what layers are covered within Infrastructure components, business applications? Services? 
Servers etc ... ? 
A) No. The City does not currently have CMDB in scope. 

6. Q) 
A) 

What is the number of configuration items? 
This will be determined within the implementation project 

7. Q) What discovery tool is being used today, please provide the approximate number of nodes in your 
environment? 
A) Microsoft SCCM 

8. Q) How are assets being managed by the I PC/ticketing tool and is your asset management tool it integrated 
with IPC/ticketing tool? 
A) Assets are managed manually using spreadsheets. There is no integration. 

9. Q) Does the City !PC/ticketing tool get any auto generated tickets from HW/application monitoring tools? If 
so, which tools are used and please specify how many tickets are generated from each source. 
A) No. The City IPC/ticketing tool does not get any auto generated tickets from HW/application monitoring 
tools. 

Revised 12/13/2015 

Page 27 



1 O. Q) Please describe the City current reporting and the expectations for the future reporting environment. 
(example:-manual today, automated in the future; no tool/ process aligned today, want to be tool/ process 

\ aligned in the future, etc.) 
A) Very little reporting is available today. Would like to track KP ls and processes. Process aligned 
automated reporting in addition to adhoc and custom. 

11. Q) 
A) 

Is the City reporting tool integrated to your !PC/ticketing tool? 
No 

12. Q) 
A) 

Please describe if there are any data privacy concerns or implications of moving data across borders. 
No data be stored outside of the USA. There Is security sensitive data that will be tracked in the system. 

13. Q) 
A) 

14. Q) 
A) 

Are there any bridges from your IPC tool to third party vendors? 
None 

What data or tools are integrated with your current IPC tool? 
None 

15. Q) If there are vendors, are any tickets transferred either to (or) from these vendors via any bridge to their 
ticketing system? If so, please enumerate and describe. 
A) No. There are no vendors, tickets transferred either to (or) from these vendors via any bridge to their 
ticketing system 

16. Q) 
A) 

What tools are currently used today by Client and suppliers today for Request Fulfillment? 
Email, SharePoint, excel 

17. Q) To what extent is Request Fulfillment automated? How many service request types can be made? 
What is the volume of service requests? 
A) No automation 

18. Q) Please provide number of Catalog Items broken down by complexity. 
A) The Service Catalog is currently being updated. These updates will continue through the ITSM Software 
Solution implementation project. Simple - NA, Medium - NA, Complex - NA. 

19. Q) 
A) 

20. Q) 
A) 

21 . Q) 
A) 

22. Q) 
tool? 
A) 

23. Q) 
A) 

Does customer have SPI (sensitive personal information) data that will be entered in system? 
No. 

Does customer have any ITAR or any other regulatory requirements? 
No 

What are the onboarding requirements to work for this client? 
Review City of Austin, Texas Procurement Process and Requirements. 

ls there any delivery Location/resource restrictions for the implementation and ongoing support of ITSM 

No. 

Is there a need for data segregation? 
No 

24. ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME. 

12/26/2018 

Revised 12/13/2015 
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Sai Purcell, Procurement Specialist IV 
Purchasing Office, 512-97 4-3058 

ACKNOWLEDGED BY: 

Yasyhjro Kusakawa 
Name 

Date 

1/14/2019 
Date 

RETURN ONE COPY OF THIS ADDENDUM TO THE PURCHASING OFFICE, CITY OF AUSTIN, WITH 
YOUR RESPONSE OR PRIOR TO THE SOLICIATION CLOSING DATE. FAILURE TO DO SO MAY 
CONSTITUTE GROUNDS FOR REJECTION. 

Revised 12/13/2015 
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ADDENDUM 
PURCHASING OFFICE 

CITY OF AUSTIN, TEXAS 

Solicitation: RFP 8100 PAX3147 Addendum No: 5 Date of Addendum: 12127/2018 

This addendum is to incorporate the following changes to the above referenced solicitation: 

PROPOSAL DUE PRIOR TO: has been extended to 01/17/2019, 2:00 pm local time. 

PROPOSAL OPENING TIME AND DATE: has been extended to 01/172019, 3:00 pm local time 

PROPOSAL DUE PRIOR TO: 01/-08.<2019, 01/17/2019, 2:00 pm, local time 

PROPOSAL OPENING TIME AND DATE: 01108/2019, 01117/2019, 3:00 pm, local time 

1. ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME. 

Sai Purcell, Procurement Specialist IV 
Purchasing Office, 512-97 4-3058 

ACKNOWLEDGED BY: 

Yasubiro Kusakawa 
Name 

12/27/2018 

Date 

1114/2019 
Date 

RETURN ONE COPY OF THIS ADDENDUM TO THE PURCHASING OFFICE, CITY OF AUSTIN, WITH 
YOUR RESPONSE OR PRIOR TO THE SOLICIATION CLOSING DA TE. FAILURE TO DO SO MAY 
CONSTITUTE GROUNDS FOR REJECTION. 

Revised 12/13/2015 

Page 30 



Cherwell Service & Support Guide 1

Cherwell Support Guidelines 

Revision 3.0 

September 1, 2017 

Cherwell Software

www.cherwell.com

Page 44



Cherwell Service & Support Guide 2

 

Contents

Scope of Support............................................................................................................................... ............ 3

Beyond the Scope of Maintenance and Support .......................................................................................... 4

Hours of Operation ............................................................................................................................... ........ 4

Contacting Support ............................................................................................................................... ........ 4

Customer Response ............................................................................................................................... ....... 6

Priority and Response Time Definitions........................................................................................................ 6

Incident Response time expectations................................................................................................... 6

Requests for System Upgrades & Refreshes................................................................................................. 7

Support of mApps ............................................................................................................................... .......... 7

Escalation of Incidents ............................................................................................................................... ... 7

Expectations............................................................................................................................... ............... 7

Supported Platforms............................................................................................................................... ...... 7

Version Support Policy ............................................................................................................................... ... 8

Cherwell Asset Management Updates & Downloads................................................................................... 8

Monthly CSID Updates (Cherwell Software Identification Database) ...................................................... 8

Access to Special File Downloads.............................................................................................................. 8

Best Practice Recommendations .................................................................................................................. 8

System Administration.............................................................................................................................. 8

Development and Testing Environment ................................................................................................... 8

Product Knowledge/Training .................................................................................................................... 9

Performance Management and System Tuning ....................................................................................... 9

Contact Information............................................................................................................................... ....... 9

Page 45



Cherwell Service & Support Guide 3

Scope of Support
Cherwell Support is designed to assist customers with specific product issues resulting from the normal
use of the Cherwell Service Management software on supported platforms, and to provide resolutions/
answers to those issues or questions. Cherwell is dedicated to partnering with customers to answer
questions and resolve issues. Customers are expected to properly install, implement and use the
software and comply with reasonable troubleshooting tasks as recommended by the Cherwell Support
team.

Cherwell Support’s primary responsibilities are:

Troubleshooting issues related to the Cherwell Service Management software when unexpected
results occur
Reproducing product defects and providing assistance in alternative solutions or workarounds to
help maintain stability until a defect is addressed/corrected
Assisting with software maintenance updates and upgrades that offer solution fixes and minor
or major product releases

Cherwell API Support:

Cherwell will support the Cherwell Rest API pursuant to connectivity and only in accordance
with the use of the Swagger Interface. Code samples can be found on the Help Site and Cherwell
samples are from the Swagger Code Gen Utility
Cherwell will support the Cherwell SOAP API pursuant to connectivity and in accordance with
the Cherwell Service Website
Cherwell Support will not provide code samples nor review code
Cherwell Support will assist in identifying any bug, enhancement or request for general
documentation or procedures
Cherwell does not support using the trebuchet.net API

Cherwell’s support analysts are trained to support the licensed software and may not possess the
qualifications to support Incidents outside the scope of Cherwell’s licensed software (i.e., third party
integrations, environmental issues, etc.).

*Reference to Cherwell Software Management includes Cherwell Asset Management (CAM) and all
supported versions of Express Metrix unless otherwise stated
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Beyond the Scope of Maintenance and Support
Cherwell Support will assist in platform matters as they relate to the Cherwell System. Cherwell Support
will not support customized business processes or design elements outside of the scope of platform.
Cherwell support is not responsible for service issues arising from a need for training, implementation
services, and customization services. Customers may be referred to the Cherwell Professional Services
Organization where arrangements for appropriate services can be made.

Professional Service Requests include:

Education/Training: Learning Services are provided through Cherwell’s Professional Services
Organization. A support analyst can help determine if consulting or training is required and will
help you develop the best course of action to address your needs.

System Setup: Requests that relate to a new implementation, setup of business processes,
configuration, or the installation of new products.

Operating System/Hardware: Requests related to hardware configuration, database
administration, or operating system modifications (unless hosted in Cherwell Cloud).

Fine tuning Application Performance: Analyzing, testing, and improving overall performance of
Cherwell Service Management (unless hosted in Cherwell Cloud).

Customizing/Configuring Business Objects: Support provides assistance with Cherwell’s standard
“out of the box” solution set and custom implementation provided by Cherwell Professional
Services and Certified Cherwell Partners. Incidents that relate to non standard versions of the
software are considered service requests and will be referred to Professional Services.

Developing Reports: Cherwell Software Professional Report Writing Services specializes in the
creation of reports and themes. Report writers are ITIL® Foundation certified and have a special
certification from Cherwell Software in Report Writing.

Troubleshooting customer developed Reports: Cherwell Software Professional Reporting
Writing Services can assist with troubleshooting issues that may arise in customer developed
reports by analyzing the report design to help determine the root cause of the issue.

Hours of Operation
Cherwell Support is available 24 hours a day, 365 days a Year.

Contacting Support
Support for the Cherwell Service Management software is available through a variety of contact
methods which include Cherwell Self Service, Telephone Support, E mail Support, Remote Access
Support, Cherwell Scheduled After Hours Support, and Cherwell On call/After hours Support. We
encourage customers to log Incidents through Cherwell Self Service, the most efficient method which
allows analysts to quickly begin the analysis and research required to resolve the issue.

Page 47



Cherwell Service & Support Guide 5

Cherwell Self Service: A wide range of options for Cherwell Self Service are available at

www.cherwellsupport.com:

Product Documentation
Access to Cherwell Knowledge
Ability to view and update Incidents
Access to product information
Access to download the latest version of the product
Your User Id and password are included in your welcome letter; contact Support at

support@cherwell.com if you have misplaced the information.

Telephone Support: Call 719.386.7000 or +44 (0)1793 544899 (EMEA)

Support is available 24 hours a day, 365 days a year

E mail Support: Send e mail to support@cherwell.com
For Cherwell Asset Management (previously known as Express Metrix) please use
camsupport@cherwell.com

Support is available 24 hours a day, 365 days a year

Remote Access Support: With advance permission, Cherwell Support analysts may remotely
access systems associated with Cherwell Service Management to help analyze and resolve issues
with the licensed software.

Cherwell Self Service, telephone, and e mail support are available during regular support hours for
supported versions of the licensed software, and only to customers with a current Maintenance and
Support agreement or current with their subscription licenses. Cherwell Support does require that a
customer upgrade to the current version to resolve a known problem or technical issue which likewise
requires that a customer be current on Maintenance and Support or current with their subscription
licenses. For more information, related to supported versions, please refer to Cherwell’s Version
Support Policy (see below). Best efforts will be made to provide a workaround for a known issue;
however, Cherwell Support does not guarantee resolution to all software issues requiring changes to the
software.

Cherwell Support inquiries are classified as Incidents. An Incident is a single, reproducible issue,
symptom, or error inherent in the licensed software. Cherwell Support may determine that an Incident
is in fact related to how the licensed software was implemented and/or is being used and indicates that
the customer requires additional training or Professional Services. Cherwell Support will work with you
to determine the best plan of action for Professional Services or Learning Services.
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Customer Response
Please note that once a ticket is logged with Support and should we require additional information or a
response from the customer with regards to that ticket, we will attempt to reach the customer 3 times
before we will resolve the ticket. Cherwell Support will wait a period of 3 business days following the
first request for response, indicating that the ticket will be placed on hold until we receive the
information requested, if no response is received we will issue a further request, if after 3 more business
days still no response is received the ticket will be set to “Resolved”, you will then have 3 business days
to re open the incident by clicking the “Click to Reopen incident” hyperlink in the email you will receive
as part of this process, before the incident will automatically go into “closed” state. Should contact be
made after this point a new ticket will be logged. Tickets can be placed on hold at the customer request
to cover long periods of accepted inactivity/communication.

Priority and Response Time Definitions
The following chart serves as a guide to understand how Cherwell Support assigns each Incident a
Priority, as well as the Initial Response Time you can expect. An Incident is an unplanned interruption or
reduction in quality of service. Please note that “Response Time” does not necessarily mean the
amount of time it takes to resolve or close an issue; it does, however, reflect how much time it takes for
Cherwell to acknowledge and provide an initial response to the issue on best effort.

Incident Response time expectations
Priority Severity Level Description Target Response

Time

1 Critical The software is inaccessible or
non operational

2 hours

2 High Performance of the software
is severely degraded, or is

negatively impacting business
operations.

4 hours

3 Normal There is an aspect of the way
the software has been

designed that is interfering
with work.

1 day

4 Low Requests that do not impact
work, questions or

documentation issues

2 days

Note: P1 or P2, critical issues should be reported via phone.
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Requests for System Upgrades & Refreshes
Please note that System Upgrade and System Refresh requests will be dealt with as Priority 4 tickets
with the associated response times as defined above. Cherwell Support require a minimum notice of 3
business days to carry out upgrades and refreshes.

All Test and Development System Refreshes or Upgrades will be scheduled between 8 am and 5 pm
Mountain time or 9 am and 5.30 pm GMT (dependent on location of the hosted service).

Support of mApps
Cherwell Software’s support obligation does not include providing technical assistance and resolving
issues specifically related to the implementation of mApp technologies provided by third parties which
are specific to that mApp. Cherwell may provide troubleshooting to isolate the cause of any issues
related to 3rd party mApp solutions. However, Cherwell will not make design recommendations or may
not be able to fully remediate issues related to any customized configuration specific to a 3rd party
mApp.

Once the 3rd party mApp has been implemented by the customer and is fully functional, Cherwell will
provide support to analyze any issues related to the mApp but may need to refer to the original provider
for assistance and further remediation.

Escalation of Incidents
An Incident may be escalated by you, Client Services or Support. If it is deemed that an Incident requires
escalation, we will gather the necessary resources which may include Client Services, development, our
Professional Services Organization, partners, and other resources as appropriate. You must also be
prepared to make appropriate resources available to work with Cherwell.

Expectations
Your cooperation and effort are necessary to provide you with the quality of service you desire—it is
only by working together that we can ensure our customers receive the most value from Cherwell
Support.

NOTE: If at any time during the resolution of an Incident a customer is unable to meet designated
commitments or requirements, support may be suspended on the Incident until requirements can be met
and a scheduled course of action arranged.

Supported Platforms
For information detailing currently supported platforms, server and client requirements, client operating
systems, and web application server requirements, please refer to related documentation provided on
the Customer Support site.
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Version Support Policy
Cherwell will provide support for the most current version of the Licensed Software and one prior
version, including interim releases between the two versions; for example, upon release of version 9.x
Cherwell will support version 9.x.x and 8.x.x. Support is provided in accordance with the provisions of
the customers End User License Agreement.

Cherwell Asset Management Updates & Downloads

Monthly CSID Updates (Cherwell Software Identification Database)
The CSID (previously Express Software Identification Database (ESID)®) is a comprehensive catalog of
commercial and free PC software applications. Known throughout the industry for its accuracy and
comprehensiveness, the CSID enables CAM/Express Software Manager products to identify the wide
range of software installed and used across your network. Updated monthly, the ESID gives you the
most up to date application recognition capabilities possible so you don't fall behind on your licensing.

Access to Special File Downloads
Maintained customers have access to downloads that are designed to increase product performance
and decrease administration overhead. A WMI viewer, various utilities and product patches are all
included in this category.

Best Practice Recommendations

System Administration
To obtain optimal results, Cherwell recommends two internal system administrators to manage and
protect the integrity of the system and the company’s data including:

Documented system management procedures
Regular system backups and verifications
Change management process to help track and manage changes to the system including the
operating system, application environments, and database.
Please note that if you are hosting Cherwell in the Cherwell Cloud, certain of these
administrative functions will be conducted by the Cherwell DBA

Development and Testing Environment
A separate stand alone test environment is an optimal way to reduce risk to the production
environment. The development environment allows for the testing of upgrades, potential resolutions,
isolation of issues, etc. Cherwell generally allows customers to install copies of the licensed software in
non production environments for purposes of testing, development, or disaster recovery, so long as
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such copies are not used for production purposes and the total number of concurrent users in the
production environment does not exceed the number of concurrent users authorized under your EULA
or EUSA.

Product Knowledge/Training
Cherwell requires system administrators to be equipped with product education and training on
Cherwell Service Management. User training is also highly recommended. Cherwell’s Professional
Services Organization can provide educational options through classroom training at one of Cherwell’s
corporate locations(s) or through on site consulting and training options.

Performance Management and System Tuning
Unless Cherwell Software is hosting your instance(s), Cherwell recommends that system administrators
monitor performance and disk space availability on a routine basis. As with any system, production
environments, performance, and disk space may degrade over time and can result in performance
problems or system failures.

Contact Information
Support Website: www.cherwellsupport.com

Support E mail: support@cherwell.com

camsupport@cherwell.com

Corporate Headquarters — North America

Support Phone: +1.719.386.7000

Address: 10125 Federal Drive, Suite 100
Colorado Springs, CO 80908, USA

Europe, the Middle East, and Africa Headquarters

Support Phone: +44 (0)1793 544899

Address: Delta 1200, Delta Office Park
Swindon, Wiltshire, SN5 7XZ
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Tab 4) Prior Experience and References
1. Proposer Experience in ITSM 
Beyond20 was founded on the belief that IT Services should be measured according to the 
outcomes they support, and that the technology is not an end unto itself. Processes do not have 
to be bureaucratic, and good processes can be a powerful enabler.

Beyond20 is first and foremost a process company. We are not only a Cherwell Partner, but also 
an accredited ITIL Training organization, and frequently conduct ITSM / ITIL consulting 
engagements. We practice what we preach with 100% of our staff (from developers to marketing) 
having ITIL Foundations certification, many of whom also have having Intermediate and Expert 
certifications.

2. Firm Qualifications 
Beyond20 has been in business for more than 12 years and is a woman owned, minority owned 
small business and certified Disadvantaged Business Entity (DBE). Since 2006, our solutions 
consultants have helped hundreds of organizations across a variety of industries implement ITSM 
platforms and improve ITIL processes.

We implement and deploy Cherwell Service Management every day (literally). Our experienced 
team excels at getting the most out of Cherwell, and our solutions built on the Cherwell Service 
Management Platform have been recognized for their quality.

Cherwell outsources both implementation and consulting services to Beyond20 for engagements 
they sell directly. This is strong evidence of Cherwell’s belief in the quality of the Beyond20 team.

3. Qualified References 
Out of respect for the privacy of our customers, it is Beyond20’s policy not to publish customer 
contact and detailed project information in public sector RFP responses. Should you wish to 
contact any of our customers, please contact Yas Kusakawa at yas.kusakawa@beyond20.com 
or by phone (202) 448-9073, and we will be happy to provide this information directly. 

Customer Project Description

City of Stockton, CA We implemented Cherwell Service Management for the City.

City of Detroit, MI We conducted an ITSM Assessment, Service Catalog Workshop, 
Workflow Gap Analysis, and implemented Cherwell Service 
Management for the City.

Municipality of 
Anchorage, AK

We implemented Cherwell Service Management for the City. 
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See Appendix E for case studies highlighting our customers’ experiences with Beyond20 and 
Cherwell Service Management, and see below for a sample selection of our customers.

 

4. Personnel References: 

Implementation Project Manager
The Project Manager for this engagement will be Lauren Foiles.

As project manager, Lauren will act as the Airport’s point of contact for contract related issues, be 
responsible for scheduling meetings, deliver regular project updates and manages all inquiries 
related to performance, progress, scheduling, and service. 

Additional Relevant Credentials:
ITIL Expert

ITIL v3 Foundations
ITIL v3 Intermediate Continual Service Improvement (CSI)
ITIL v3 Intermediate Operational Support and Analysis (OSA)
ITIL v3 Release, Control and Validation (RCV)
ITIL Managing Across the Lifecycle

Certified Scrum Master (CSM) certificate, Scrum Alliance
Certified Project Management Professional (PMP)
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Implementation Key Personnel
This engagement will be completed by a Solutions Architect and a Solutions Consultant.

Larry comes with over fifteen years in the field of IT Service management services delivery. Larry’s 
operational experience as a service provider in a complex municipal environment as well as his 
depth and breadth of industry experience and extensive subject matter expertise in processes, 
and strategic technology infrastructure planning brings an unmatched understanding and nuance 
to his development work.

Additional Relevant Credentials:
ITIL v3 Foundations
ITIL Intermediate – Continual Service Improvement (CSI)
Cherwell Certified Implementer®
Cherwell Asset Management Endorsement for Partners v.13.0
Extensive ITSM tool implementation experience in municipal environments

Christian has considerable experience in implementing Cherwell, including work at a Fortune500 
company where he created and automated system workflows and later helped reduce business 
process times by half. He works as a key part of Beyond20’s Professional Services team to 
develop customer solutions on the Cherwell Service Management Platform.

Additional Relevant Credentials:
ITIL v3 Foundations
ITIL Intermediate – Continual Service Improvement (CSI)
Certified ScrumMaster
Cherwell Certified Implementer®
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Tab 5) Concepts and Solutions
1. ITSM Service Management Software Solution Requirements Response

Matrix (Attachment A)
See following pages for the Requirements Response Matrix.
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2. Solution Overview 

Module and Module Integrations

Cherwell ships out of the box with 11 ITIL-verified processes. The following are highlights of the 
features the Airport is looking to implement.

Incident Management is core to any IT Service Management solution. Out-of-the-box Cherwell 
provides the features and the flexibility necessary to manage service interruptions in ways that 
make the most sense for your business.

As always in Cherwell, the relationships to other ITIL processes are fully present. Technicians 
can link an Incident record with records from any other Cherwell business object. You will find the 
fundamental relationships already there such as the ability to link to Problems, Changes, the 
CMDB, the people reporting the incident, the Services associated with the interruption, the 
Service Level Agreements for the process as well as the service affected, etc.

The out-of-the-box UIs are clean and intuitive; they are organized by the execution steps and 
there is judicious use of tabs to guide the user to the next required steps for the Incident.

Cherwell supports both reactive and proactive problem management. The system can be 
configured to recommend a course of action (such as creating a problem) based on metric data 
and related tickets.

The Problem Management business object in Cherwell is focused on three objectives:

Managing multiple incidents related to a Problem including providing workarounds to end 
users experiencing the issue and resolving related incidents as a group.
Identification of the root cause of the problem. 
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Eliminating the root cause through Change Management and preserving the process 
relationship.

One can easily create a problem from a group of related incidents, continue to relate new incidents 
as they come in during a crisis, maintain the relationships between them, and manage them as 
one all the way through to resolution through the problem interface. If a change to infrastructure 
is required in the resolution to that problem, a request for change can be initiated from the problem 
record and stay related to it. Once a problem has been identified, Cherwell can rapidly 
communicate problem details to your end users.

Cherwell can also set known outages, configure rules for alerts and stopping alerts as needed. 
Problems can be linked to automated notifications (both through e-mail/messaging, as well as 
within notification widgets on dashboards and in the Self-Service Portal), providing agents a 
simple path to alerting all stakeholders of problem-related outages. These types of notifications 
can be time-boxed (i.e., have an expiration) when they can be removed from dashboard widgets. 
Additionally, automated processes can be developed to stop alerts and notifications when an 
outage has been mitigated.

Cherwell includes the capability to search for suggested causes of problems and solutions from 
knowledge base records. Problems can be linked to Knowledge Articles and can be used to create 
such articles when a known error with a workaround, or a full solution has been implemented. 
Knowledge can be searched from any Problem record in the same way that Incidents and Service 
Requests allow for searches and consumption of Knowledge Articles.

The Problem Management module is fully integrated with the Incident Management module. A 
'Create Problem from Incident' which automatically links a ticket to a new problem and populates 
specific fields from the Incident's data is an out-of-the-box feature in Cherwell.
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Problems can be marked to be displayed in the Self-Service Portal, and the system can be 
configured to show such known Problems on technician dashboards as well.

Full and formal Change Management that follows the Request for Change (RFC) lifecycle as 
described in ITIL is an out of the box process in Cherwell. The Airport can adopt as much or as 
little of this formality as is required in their environment using Cherwell’s intuitive and codeless 
administrative toolbox.

ITIL-based visual workflows guide you through each core activity of Change Management. Know 
in advance how changes can impact your assets and eliminate conflicts, both up- and down-
stream, with the Visualization Manager (see below). Effortlessly conduct post-change analysis to 
understand how changes impacted timelines, expenses, or goals with Cherwell’s post-
implementation questionnaire.

Cherwell has an assessment phase in Change Management that allows you to document 
information about risk, technical analysis, back out plans, acceptance criteria, costs items and full 
financial impact. These are defined out of the box, but you may add or delete criteria as needed. 
We have some customers in the Financial Services sector who have a much more detailed risk 
analysis list, for example. Any additional information can be attached to the record as well.

You define when and what assessments and information is required and when and whom is 
required to approve an RFC. You may also designate how many of a particular group needs to 
approve and on what types of changes. For example, on a Minor Change you may only require 
the approval of 50% of the Change Advisory Board (CAB) members, but on Significant Changes 
it may be 100%. Once the CAB has been notified and the appropriate percentages of CAB 
members have approved the RFC, it can proceed to the next step in the process. You may choose 
Accept, Reject, or Abstain in an approval workflow and designate when an RFC is rejected and 
what additional information is required when it is rejected (reason for rejection) and to whom that 
data needs to be sent in a notification and when through a business rule.
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Cherwell will produce and display a change calendar with all upcoming changes and their 
scheduled dates. A Change Manager may literally move conflicting changes around through drag 
and drop to resolve scheduling conflicts if desired. The changes to the schedule are then 
propagated back to the RFC records.

As part of the change planning and implementation you may build multiple tasks, associate 
dependencies to define execution order and assure that all phases are complete before moving 
to the review and closing of the change. Post Implementation Reviews (PIRs) are built into each 
RFC and can be scheduled conducted at the CAB or virtually and documented in the out of the 
box screens for PIR. These also include the ability to create one or many PIR review 
questionnaires. This assures that all tasks are complete and that typical internal processes, such 
as a Software Development Lifecycle of Define, Design, Test, Implement, Update the CMDB and 
Review are completed before a change can be officially closed. And all of this can utilize templates 
and be modified as needed in a Cherwell “Blueprint” for recurring changes or even planned 
maintenance.

Managing an IT organization without a Service Catalog is like running a restaurant without a menu. 
An effective Service Catalog provides a clear means of communicating the services offered to 
customers and a foundation for meaningful reporting that enables management to effectively 
manage. Cherwell provides an actionable, easy-to-use service catalog that presents end users 
with only those specific services to which they are entitled. You can even provide associated costs, 
estimate delivery times, and leverage product catalogs to enable charge-backs.

Reduce service desk requests by providing “Google-like” one-click access to federated 
knowledge searches of existing modules, PDFs, Microsoft® Office, and URLs. Cherwell’s 
powerful knowledge management features can help your service desk team – and your customers 
– improve resolution times by providing a repository to successfully capture, structure, and reuse 
service-related knowledge.

A Pink Verified ITIL v3.0 Knowledge Management module is provided out-of-the-box at no 
additional charge. The Knowledge Management module includes strong metrics and approval 
capabilities.  Cherwell’s metrics allow you to run very comprehensive reports on all aspects of 
Knowledge Management such as usage, relevance and security levels. The Knowledge article 
Business Object is 100% user-definable and can be populated manually or with packaged content 
from any 3rd party knowledge vendor.

Cherwell utilizes what is known as a “Federated” knowledge search.  Some vendors will go out 
and search one source, bring back those results and then go out and search another source.  
Cherwell will go out and search an unlimited number of sources for knowledge all at the same 
time and bring back comprehensive results including current or past Incidents, Problems, 
Changes, etc.  This federated searching is available in both Cherwell Service Management as 
well as the Customer Self-Service Portal.  Promoting Knowledge to your end users via the Self-
Service portal is out-of-the box with Cherwell.  Cherwell’s Federated searching capabilities will 
also search the contents of attachments providing extremely powerful search results.  Cherwell’s 
“federated” knowledge allows that in addition to providing knowledge from the Cherwell 
knowledge-base, a knowledge search with return knowledge from an unlimited number and type 
of sources including such sources as: 

PowerPoint
Wikis 
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Intranets
Document repositories
Web Sources (Microsoft TechNet, Google, etc.)  

You can also define the Lifecycle of a Knowledge article. Knowledge is available to both 
Technicians and end-users. When constructed using the native authoring tools, it is simple to use 
and re-use knowledge. In this case by simply clicking on the “Use” button a number of actions 
can happen.

The knowledge article used becomes an attachment to the record. This saves the Technician 
entry time. It also standardizes entries making them more comprehensible to other technicians 
going forward.

The form now dynamically reveals the Resolution Details Tab; which was hidden prior and 
automatically fills in the fields.  Again, no typing was needed.

The Knowledge base is available for end-users within the Customer Self-Service Portal. This is 
usually a subset of the Knowledge available to IT Technicians and is managed via the applying 
of role-based security rules. This allows you to present knowledge to varying skill levels as needed 
and assure you speak to your end users “in the language of the listener” and not in “Geek-speak”.

After reviewing a potential solution, the end-user can provide several responses:

This solved my problem – which automatically opens an Incident in Cherwell, puts it in a 
queue, sends the user and email or anything else you would like to automate 
Populates the Incident with what knowledge the user utilized and 
Automatically Close the Incident.

The authorized purchaser will now have very powerful metrics regarding who used what 
knowledge, when and by whom.

Cherwell comes out of the box with a fully configurable Self-Service Portal that supports 
organizational branding, providing users with a more seamless interaction. The Cherwell Service 
Management’s Portal Client resolves a number of common pain points and offers the following 
key functionality:

Serve multiple customers, locations, constituents, etc. from one system.
Submit and check status of their Requests avoiding calls requesting updates
View and edit records (approvals, add comments, withdraw requests, etc.).
Anytime, anywhere access using any modern browser, tablet, or mobile device.
Help users to help themselves.

Cherwell's web portal is a highly interactive and user friendly. The technician interface and the 
self-service portal allow the user to see different information fields based on the content submitted.
This provides the Airport with the flexibility to support various departments within the organization 
by customizing what fields are visible when users log-in and providing a responsive form that 
displays specific fields based on user and user input.

In the Self-Service Portal users can easily request to change assets, ownership, location, etc. and 
have that request routed for reviewed/approval by a support staff member. Employees can also 
track the progress of their request via the self-service portal.
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Best of all, Airport customers using the self-service portal will never consume a license. That 
means as more of the Airport’s end users take advantage of the portal’s handy self-service, Airport
technicians move beyond firefighting to become a stronger cross-functional team at no extra cost!

The Cherwell Self-Service Portal allows end-users to log in to Cherwell in a browser and create 
business object such as new knowledge submissions (including attachments), be kept up to date 
via the notes, and see a history of all business objects created. Additionally, they are able to 
browse the Knowledge Base, and view frequently accessed documents via the Document 
Repository.

End users can easily select the desired service from your provided service catalog, and track the 
progress of their request via the self-service portal. Technicians can quickly review, approve, and 
communicate to end-users the status of the request with Cherwell’s simple One-Step actions. 
Services are defined in the Services tables and associated with any Service Level Agreements 
and Operating Level Agreements you define. Typically, a subset of these services is offered to 
end users by revealing those you want to be accessible to them in the self-service interface.

The trick is to design the portal so that it is easy and intuitive for a non-IT person to request what 
they need. In the self-service interface, you can provide an actionable, easy-to-use service 
catalog that presents end-users with only those specific services to which they are entitled. Self-
Service Portal can even be configured to provide a ‘shopping cart’ feel to service requests, 
providing end users the ability to select and add various services in a single session.

As fully-configurable, wireframe software, each aspect of Cherwell Service Management can be 
configured to support the Airport’s branding. This includes the Self-Service Portal accessed by 
customers and Technicians, the User Interface accessed by technicians, all email notifications, 
and all reports. This provides users at all levels, from executives to customers, the ability to submit 
incidents and consume information in a single, seamless, environment.
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Branding support includes but is not limited to:

Configuration of signature lines, fonts, content, and other sections of an email to match 
Airport messaging guidelines.
Image support in all email communications, dashboards, and portals to display Airport
logos.
Customizable palettes carry Airport color schemes across all customer facing and internal 
views and notifications.

Cherwell comes out of the box with powerful dashboard and reporting capabilities. Users will be 
able to run reports on any fields to which they have access.

Dashboards provide real-time, at-a-glance view to track important Business Objects and key 
performance indicators. Information is relevant to each User, Role, or Team vs. a generic 
Dashboard. Additionally, our Dashboard Viewer can allow a business manager to view a 
dashboard without using a Cherwell license.

Cherwell includes a powerful built-in report writer, but also provides integrations with MSSQL 
Reporting Services, Crystal, and other 3rd party solutions. Our built-in report writer includes 150+ 
OOTB reports which can be modified and saved – or new/custom reports can easily be created 
using the report wizard. Every field in the Cherwell system can be reported on. The report writer 
interface is wizard driven, intuitive and doesn’t require deep database knowledge or scripting skills 
to extract, transform and load data into meaningful reports that are aesthetically pleasing.

There are several file formats that reports may be exported to, including: PDF, HTML, MHT, RTF, 
XLS, XLSX, CSV, Text and Image. You may also schedule Cherwell reports to run and be 
distributed on a regular basis as needed.
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Cherwell's Facilities Management mergeable Applications (mApp) solution enables facilities 
teams to meet the needs of the business by automating workflows related to day-to-day work 
orders, work assignments, maintenance tasks, and facilities-related projects. With an intuitive 
user portal, omni-channel communication, and more, Cherwell helps modernize and optimize 
facilities management processes and provide a better service experience for employees.

Cherwell HR Case Management mApp enables organizations to streamline and automate HR 
service delivery for quick and efficient case management and on-boarding, along with a self-
service portal for better and more productive employee service experiences.
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Cherwell Service Management provides the tools and capabilities including a canonical REST 
API to integrate with business, security, discovery and inventory, infrastructure, and many other 
popular third-party solutions from vendors such as CA, SolarWinds, VMWare, Microsoft, SAP and 
Bomgar. If a prebuilt connector doesn’t already exist, the customer can build integrations or 
Beyond20 can deliver them as a service. The Cherwell integration service provides and the 
maintains integrations using the Jitterbit Integration Platform Service (iPaaS) as a central hub for 
multiple integrations. 

Cherwell integrations are “deployment-agnostic,” which means you can choose on-premises, 
SaaS, or third-party hosting, with access to the same tools and capabilities regardless of how you 
choose to deploy. Cherwell integrations are also “upgrade-resilient,” which means your 
integrations are safely protected and maintained throughout the upgrade path.

Cherwell Service Management includes out-of-the-box (OOTB) integrations that require only 
minor configurations to turn on/off, such as Microsoft Active Directory address book and 
authentication, Cherwell Discovery and Inventory, and Microsoft Outlook. Cherwell Service 
Management provides tools and functionality specifically designed to assist in configuring OOTB 
connector integrations.

Use external table imports, PowerShell, and Industry standard protocols, including Web Services 
(REST, JSON, XML, etc.), C#, Java, ODBC, LDAP, CSV, Excel, and SMTP to integrate with 
additional applications and technologies. Cherwell Service Management administrators can 
manually configure or create such integrations on their own or, if desired, work with Beyond20 for
assistance.

Cherwell provides orchestration packs that are a group of software “runbooks” with varying levels 
of configuration to meet your needs. Delivered as Cherwell mApp (“merge-able application”) 
content via the Cherwell mApp Exchange, orchestration packs include integrations with cloud 
service platforms and management solutions such AWS, Microsoft Azure, and VMware vRealize. 
Orchestration packs also extend integrations with technologies such as Microsoft Active Directory 
and Microsoft Exchange.

Cherwell mApps are a delivery mechanism for Cherwell and partner-provided integrations, 
extensions (e.g. surveys and enhanced process templates), orchestration packs, and line-of-
business solutions for HR, Facilities, or Security teams. Additional detail regarding the HR and 
Facilities mApps are provided earlier in this section. These mApps are shared on the Cherwell 
mApp Exchange, an online marketplace where IT teams can choose from hundreds of mApps 
and deploy new IT and business solutions without writing code.
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Cherwell provided and maintained integrations as a service delivered on the market leading 
Jitterbit integration platform as a service (iPaaS). Simplify maintaining multiple point-to-point 
integrations with thousands of potential applications.

Alignment With Industry
Cherwell Software continues to make improvements in its service management platform through 
its current focus of Web UX/UI. This includes a Responsive Framework for the Customer Portal 
and Browser Client for the technician. Planned improvements for the Service Experience will 
include a mobile friendly interface, consistent dialog workflows, tab screen arrangements, editors, 
and limited User Admin from the Browser Client. 

Cherwell has invested in performance and integrations that enable the CIO to focus on the 
business with a scalable and extensible platform. These improvements will include out-of-the-box
integrations to “Best in Breed” products for Network management, Reporting, and Artificial 
Intelligence. Cherwell is also to continue to make improvements in Virtual Agents, Web Services, 
and API’s for distributed architectures and ease of use administration, so that IT can deliver the 
modern service experiences their organizations expect and deserve, in a cost-effective manner.

ITIL Compliance Certification
Cherwell is Pink-Verified for 11 ITIL processes out of the box. The processes can all be modified 
to meet the Airport’s unique requirements.

Process Modeling Technology
Ease of configuration is a key differentiator for Cherwell. The administrative interfaces are intuitive 
and configuration in these interfaces supports drag and drop and NEVER require you to write a 
script or code. Creating new fields is as simple as dropping them onto a form and labeling them. 
There are a wide variety of field’s types available such as date/time, check box. Pick list, integer, 
text etc.

Cherwell’s industry unique “Codeless Business Application Technology” (CBAT) which allows 
organizations to not only modify the existing ITIL Processes available out of the box but also 
provides an organization an entire Codeless Application Development Platform (ADP) in order to 
develop other mission-critical applications such as Facilities Mgmt., bug tracking, Project Mgmt., 
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etc. and fully integrate these business objects with the other core ITIL processes. All of this is 
accomplished without ever writing code or scripts, and without having to utilize developer-level 
resources.

The graphical workflow editor pictured below makes it very easy to construct business rules and 
workflow unique to each process using intuitive visual configuration...again, no coding, no deep 
database knowledge required. 

Another powerful feature of Cherwell is its “One Step” Orchestration and Run-Book-Automation 
actions that take workflow automation to a whole new level. Think of One-Steps as pre-
programmed tasks that can be saved and re-used in future workflows or combined to completely
automate a new task, such as a new hire process.
Cherwell One Steps Can:

Create or update business objects (Incidents, Customers, Problems, etc.) 
Generate tasks 
Print 
Send e-mails 
Send Tweets
Run reports 
Write files 
Run external programs 
Page technicians 
Excel Merge 
Queue Operations (Add, Remove, Check-out, Check-in, etc.) 

There are many ways to leverage these “build-once, use again” templates across the different 
business objects (Incidents, Service Requests, Problems and Changes). This applies to many 
aspects of the solution including:

Workflow templates such as Blueprints* and the One-Step Actions describe earlier
the ability to nest these actions in a visual workflow for repeatable complex business 
processes
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the ability to pre-design templates for recurring records that pre-populate data and 
then use workflow templates to complete tasks
the use of searches, reports and dashboard widgets for recurring use of the captured 
data.

* A Blueprint is a working copy of changes to your CSM system definitions (Business Objects, 
Fields, Forms, Grids, etc.) that allows you to make offline changes and then publish them to your 
live system at a later time.

Training Programs and Tools

As part of the implementation, we ask one or more of your team members to attend the Cherwell 
Administrator/Design course. This 5 day, hands-on, training is included and can be delivered 
onsite by Beyond20. This training provides the knowledge required to configure your installation, 
build new Business Objects, relationships and forms, and easily build and modify automated 
workflows within CSM. This course also provides the training for restoration and disaster recovery 
of CSM. Report writing and dashboard creation is also included in this training.
Beyond20 believes in a “teach-you-to-fish” approach to implementing your business solution. Our 
training will include a Train the Trainer process for continued training of the Airport’s internal 
resources. This half-day to full day ‘train the trainer’ training session is for those who will provide 
users/agents training. This gives both the trainer and the end users deeper understanding of the 
tool and its functionality. We have been very successful providing this type of approach, and we 
find that most end users are ready to use the tool with minimal training. his will provide the basic 
tools needed for day-to-day administration of the system, including task scheduling, user imports, 
and other periodic administrative tasks. 
As described earlier, Beyond20 offers over 350 videos covering Cherwell, including mApp 
creation and installation, ITSM and ITIL, and project management, and Scrum and Agile. With 15-
20 new, Cherwell-specific videos added each month, this is a great way for your team to enhance 
their capabilities to manage and configure the CSM platform. These videos are available to the 
public on our YouTube Channel at www.youtube.com/Beyond20LLC.
There are Cherwell User Groups across the country, where current Cherwell users can come 
together and share ideas as well as discuss any issues. There is also a robust Community forum 
available for Cherwell users, where developers and technicians regularly collaborate to find 
efficient answers to questions as they arise.
Cherwel Software also offers training packages and a Video Learning Library that the Airport can 
leverage to quickly gain the necessary knowledge of the solution.

Licensing Options
Cherwell software licenses are based on a “concurrent” subscription licensing model, and all of 
the IT Service Management modules are included under one license. Customers who are using 
the self-service portal will NOT need a license. Dashboards and reports can also be viewed 
without consuming a license. Approvals conducted over email will also not consume a license.

Cherwell can be deployed on-premise, SaaS (in Cherwell’s environment), or at a third party (e.g. 
Amazon Web Services, Azure, etc.). The solution is the same regardless of the deployment, so 
should the Airport decide to switch from SaaS to on-premise, or on-premise to a third-party, you 
would be able to do so with your existing licenses.
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Experience in Partnerships and Lessons Learned
The Beyond20 Agile Service Management approach is a hybrid methodology adapted from the 
ITIL Continual Service Improvement Model and the core concepts of Agile and Scrum. Each 
project is broken into two week “sprints” with a deliverable at the end of each sprint that can 
potentially be delivered to customers. Each “sprint” flows naturally into the next, with no time gaps 
between sprints, but no single task should ever span more than one sprint.

Using the approach as diagrammed above, the achievements required to complete the project 
are captured in the “Product Backlog” and ordered by priority. These items are then broken down 
into tasks that can be completed within a single sprint and assigned to the team for completion. 
Beyond20 team members conduct daily scrum meetings to manage the completion of individual 
tasks. Beyond20’s Service Delivery Manager will manage the overall project using our iterative 
“inspect and adapt” cycle.

Using Agile project management principles will help to reduce project risk as lessons learned from 
previous iterations can be rapidly absorbed and applied on an ongoing basis. Each sprint will 
have a defined goal, with all tasks within the sprint supporting that goal. The goals of each sprint 
will be defined as the Beyond20 Project Manager and scrum team work through each sprint and 
the product backlog is prioritized. Input from stakeholders will also drive the goals and priorities 
of each sprint.
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Tab 6) Project Approach
1. Implementation Approach 

The scope of work requested involves the design and configuration of the Airport’s Cherwell 
Service Management system. Design sessions will support organizational process and technical 
goals as they relate to the Cherwell Service Management platform. The engagement will be 
limited to the items outlined in the following implementation plan. Beyond20 will not perform work 
beyond the estimated hours without the Airport’s prior, express written approval, via change order.

Project Management

Beyond20 Responsibilities Customer Responsibilities
Project Kick-Off

(4 hours)
Provide Customer with pre-installation checklist
Conduct pre-installation checklist overview session
Create the Project Plan Document
Create Project Kickoff Presentation
Plan and facilitate a project kick-off meeting with all 
project stake-holders at the beginning of the project

Project Management
(52 hours)

Provide oversight of project goals, tasks and project
plan
Create and maintain Project Schedule
Facilitate periodic meetings and reviews with client 
and professional services teams
Provide weekly status updates to client

Project Kick-Off
Participate in pre-installation 
checklist overview session
Complete and return pre-
installation checklist
Assist with the development of 
the Project Plan Document
Assist with creating Project 
Kickoff Presentation
Assist with the planning and 
facilitation of a project kick- off
meeting with all project stake-
holders at the beginning of the 
project

Project Management
Participate in periodic project 
status reviews
Participate in the change 
management process as needed
Participate in the maintenance of 
project issues and resolutions
Attend the project closeout

Deliverables: Pre-installation Checklist 
Project Plan Document
Project Schedule
Status Reports
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Estimated Hours: 56 hours
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Design

Responsibilities for workflow design and configuration activities
Responsibilities for design and configuration
Customer – Define and document in-scope processes. Work with Beyond20 to draft 
designs for screen layouts and forms. Define requirements and specification for reports and 
dashboards. Be available to provide input and make decisions on processes, form layout, 
etc. Provide data needed to populate tables, forms, emails, etc. Customer will define their 
key IT services prior to the start of the engagement in support of Incident classification.
Work with Beyond20 to ensure designs are feasible and can be accomplished within the 
amount of time scoped.
Beyond20 – Work with Customer to design and implement Cherwell Service Management
according to the Airport’s documented specifications. Provide guidance to ensure the design 
is feasible and can be accomplished within the amount of time scoped. Beyond20 is not 
responsible for data modification, cleansing, or alteration before, during, or after importing 
data.

Beyond20 Responsibilities Customer Responsibilities
Conduct Requirements Analysis and Solution 
Design Workshop

Beyond20 will lead interactive design workshops 
with Airport process teams to define the CSM 
configuration, during which Beyond20 will review 
documented processes with the Airport
Define System wide process and form 
standardization requirements (required data fields) 
to support unified reporting
Define data capture requirements, business rules, 
forms, objects, searches, one-steps, security, 
dashboards etc., to support processes for this phase
Review Out Of The Box (OOTB) functionality and 
implementation for:

Incident Management and Request Fulfillment
Problem Management
Change Management
Knowledge Management
Self-Service Portal
Dashboards and Reporting

Determine Security Model and User Profile Screen
Determine Priority Matrix and SLAs
Determine Dashboard and Reporting requirements
Determine Process integration requirements
Discuss gaps between OOTB and desired
functionality
Determine design to be used in Cherwell

Conduct Requirements Analysis 
and Solution Design Workshop

Ensure key stakeholders and 
process owners are available 
and engaged in the workshop
Come prepared with process 
documentation required for 
meaningful discussion and 
design for each process area
Determine what will be 
performed by Beyond20 and
what will be performed by the 
customer

Document Design
Assist with creation of Solution 
Design Document
Review Solution Design 
Document
Approve Solution Design 
Document



 BEYOND20 – Process Makes Perfect™ Page 99 

Design of Request Fulfillment will consist of 3 
Service request workflows
Determine Design for Self Service Portal
Discuss solutions and methods to achieve desired
results
Beyond20 will provide guidance to ensure the 
design and configuration is feasible and can be 
accomplished within the amount of time scoped
Determine what work will be performed by 
Beyond20 and what will be performed by the 
customer.

Document Design
Create Solution Design Document
Review Solution Design Document
Finalize Solution Design Document

Validate SOW and Design
Reconcile Statement of Work (SOW) tasks and 
estimates with Design
Create Change Order if required

Phase Specific Assumptions Process Design for up to 3 custom Incident/Request 
workflows
Form Design for up to 3 Specifics Screens
Process Design for single Portal
Email Listener and Email Templates Design
Users, Teams, and Security Design
Single Customer Type import from AD
No historical ticket imports
Activity is complete when the workshops have been 
conducted and the Solution Design Document has 
been received and approved and any required 
Change Orders have been approved.

Deliverables: Beyond20 will provide the Solution Design 
Document detailing agreed workflows and 
specifications.

Estimated Hours: 64 hours (5 days of on-site design and 3 days of 
design document creation)
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Installation and Configuration of Core Components

Beyond20 Responsibilities Customer Responsibilities
Confirm and validate Microsoft SQL environment 
Confirm and validate Cherwell Server environment 
Install*, Confirm and validate Cherwell server 
software 
Confirm and validate Cherwell browser server 
software 
Configure Cherwell software services*
Configure Cherwell Auto-deploy *
Test Cherwell software installation 
Setup connectivity to Exchange email.
Configure Email Monitor to receive incoming e-mail to 
create, update, and close Incidents. 
Email notification of assignment to relevant group or 
technician. 
Email notification to customers when required.
Configure integration with Active Directory to load
employee/customer table. 
Configure Cherwell Users (Technicians) logins for 
single sign-on.
Configure scheduler for scheduled processes
Configure Auto-deploy to install client software
Set up Airport users and applicable security. 
Beyond20 will work with the Airport to import up to 20
system users and assign users to correct teams. 
Work with the Airport to install certificates and keys in 
the Cherwell infrastructure and within the Airport’s
federated system

*On-premises deployment only

Provide access to the systems 
as well as technical resources 
familiar with each of the 
technologies and environments 
required to install and configure 
the core product components
Provide VPN information*
Assist with the email 
configuration
Provide AD/LDAP details
Provide Corporate Logo and 
Branding Details

Deliverables: Functional Test / Production Systems (two
environments)
AD Integration
One (1) Email Listener (single mailbox)

Estimated Days: 16 hours
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CSM Configuration

Beyond20 Responsibilities Customer Responsibilities
Incident Management & Service Request 
Fulfillment

(72 hours)
Create and Implement up to 3 Unique Specifics 
Forms (and supporting workflows) to support 
Incident Management and Request Fulfillment using 
configuration changes agreed to during the design 
workshop.
Configure Cherwell Forms, Relationships, Searches, 
One-steps, workflows, routing, and Business Rules 
according to the items agreed upon during the 
design sessions
Status codes and descriptions
Configure support for priority driven SLAs for 
Response, resolution, and escalations, including 
support for VIP SLAs
Perform Unit Testing

Assign Development staff and 
commit their time to working with 
Beyond20 to implement 
configurations for each process 
area
Assign Subject Matter Experts
(SME) for each integration 
source
Assist with Unit Testing

Additional Specifics to be created will impact the time estimate (Estimate assumes 3
unique specifics forms configured with up to 10 custom fields, with associated workflow. 
Estimate assumes 3 unique workflows configured, with associated rules and one-steps,
and a total of 2 approvals (e.g. one workflow with two approvals, or two workflows with one 
approval each)
Multiple (adaptive) layouts (Estimate assumes single layout per specific)

Problem Management
(8 hours)

Implement basic out of the box Problem 
Management with configurations identified in design 
sessions
Configure supporting business rules, workflow, and 
routing rules
Perform Unit Testing
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None
Change Management

(48 hours)
Implement Change Management with configurations 
identified in design sessions, for Normal, Standard
and Emergency changes
Configure supporting business rules, approvals, 
workflows, and routing rules
Perform Unit Testing

Number of approvals required in Change Management process
Number of different change types to be configured
Number of predefined changes with specific templates / rules
Number of Change Advisory Board (CAB) members and whether the CAB is the same 
people each week or variable
Need for post implementation reviews and/or surveys around Changes

Knowledge Management
(4 hours)

Configure up to 5 new fields for OOTB 
Knowledgebase (KB) forms
Configure 1 new KB mapping source.
Configure default sources for Incident, Problem, and 
Change objects.
Walk Customer through the OOTB Knowledge 
Management Workflow
Configure approval process - OOTB
Set to Read-Only after approval - OOTB
Configure review process - OOTB
Configure Knowledge Management team – OOTB
Configure Links to the Customer’s existing 
Knowledge sources
Enable automation processes in support of 
Knowledge Management
Perform Unit testing

None
Self Service Portal

(24 hours)
Import Airport Services, Categories, and 
Subcategories
Configure Cherwell to support Airport classifications
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Configure system to support Incident and Service 
Request submission and ticket status updates via 
the portal for external customers.
Configure Branding
Configure up to two custom dashboard landing 
pages (logged-in and not-logged-in)
Configure action catalog to display Service Catalog
Perform Unit Testing

Large/complex service catalog
Multiple imports of service catalog data or extensive data cleanup
Additional/complex portal configurations (multi-site, multi-tenant) will impact the time 
estimate (Estimate assumes 1 unique portal site)

Dashboards
(16 hours)

Configure up to 4 dashboards as defined during the 
Design Sessions

Complex reports may require additional development. If there are extensive reports 
needed, the number of days may need to be increased.

External Integrations
(40 hours)

Up to 40 hours of configuration and support to 
establish external database connections
Configure external database connections and 
scheduled job to import data into appropriate 
business object(s)
Creation of business objects for importing data
Perform unit testing

Estimate will be largely impacted by final scope of integration (the solution to be integrated 
to and the business purpose is currently undefined)
Depending on the number of external integrations required, this estimate may need to be 
revised.
Integrations with external systems that require access methods not indicated above will 
impact the estimate
Processing of data not accessible in standard formats (e.g., XML, JSON, relational 
database), with poor or inaccessible API documentation, or with bespoke configurations 
will impact the estimate

Deliverables: System configured to design document 
specifications

Estimated Hours 316 hours
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User Acceptance Testing

Beyond20 Responsibilities Customer Responsibilities
Beyond20 will address UAT feedback and 
implement any necessary modifications to 
configurations based on UAT feedback and agreed 
specifications

Conduct Functional Testing
Conduct System Performance 
Testing
Create Solution Test Cases
Conduct User Acceptance 
Testing
Document Defects and 
Enhancements

Phase Specific Assumptions None
Deliverables: Modifications to configurations based on test results 

and agreed specifications.
Estimated Hours: 44 hours

Go-Live

Beyond20 Responsibilities Customer Responsibilities
Go Live Support

Beyond20 will provide a “Go-Live Checklist”
To ensure successful release into production, the 
Airport and Beyond20 will review and complete all 
tasks outlined in a “Go-Live Checklist”
Beyond20 will be available for early life support of 
the system during the first week of system Go-Live

Go-Live Promotion
Promote from DEV to Production
Validate production functionality
Communicate to End Users

Phase Specific Assumptions Go Live Support will be provided for one “Go-Live”
System Go-Live to be completed within 4 weeks of 
UAT remediation completion

Deliverables: Go-Live Checklist
Estimated Hours: 24 Hours (12 for pre-Go-Live; 12 for post-Go-Live
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Training and End-user Documentation

Beyond20 Responsibilities Customer Responsibilities
Cherwell Administrator Training

(5 days)
Beyond20 will provide a 5-day Cherwell 
Administration training for up to 10 Airport staff

Technician Training
(8 hours)

Beyond20 will deliver up to 8-hours in training on 
topics selected by the Airport for up to 16 
technicians per session

Documentation and Video Creation
(12 hours)

Creation of Incident Management and Service 
Request End User guide for the Airport 

Technician Training
Customer will deliver provider 
training to the technicians not 
able to attend the Beyond20
provided classes
Schedule training
Assign resources and commit 
their time to attend the provider 
training session

Phase Specific Assumptions: Technician training to be conducted in no shorter 
than 2-hour blocks

Deliverables: Up to 8 hours of technician training
Cherwell End User Guide (Incident and Service 
Request)

Estimated Hours: 20 hours + Cherwell Administration Training
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Beyond20 will utilize the following five techniques for quality management.

Tool Description
Scrum Beyond20 will use the Scrum method to obtain regular customer feedback 

on project progress and content. Feedback will be incorporated into the 
Project

Bi-Weekly 
Sprint 

Reviews

Beyond20 will conduct bi-weekly sprint reviews with the Airport’s core 
stakeholders to demonstrate development built thus far. The Airport will
provide feedback which will be incorporated into development by means of 
the subsequent sprint cycle.

Unit Testing Beyond20 will conduct unit testing of each requirement agreed to in the 
signed Design Document to ensure each unit of development (User Story) 
passes the agreed-upon acceptance criteria. 

User 
Acceptance 

Testing

The Airport will use the agreed-upon set of requirements to conduct their 
own unit testing to ensure that each unit of development (User Story) is 
functioning as stipulated by the acceptance criteria.

RAID Log Beyond20 will create and maintain a ‘RAID Log’ to track the following 
throughout the Cherwell project lifecycle:

Risks, Assumptions, Action Items, Issues, Decisions, 
Enhancements 

We recommend having a minimum of two environments (DEV/TEST and PROD). Cherwell 
provides two hosted environments with its subscription licenses. 

 

Beyond20 can work with the Airport to migrate necessary data over into the new Cherwell Service 
Management system. Typically, the tickets will not match one-to-one, so archived tickets are 
imported into a separate database, that the Airport will be able to refer to if necessary.

The current implementation plan does not include the migration of existing ticket 

See below for a high-level breakdown of our testing procedure.

Test Server startup processes
Test IIS Application Pool access



 BEYOND20 – Process Makes Perfect™ Page 107 

Test Web Services (Portal, Web Client, Forms, Auto-Deploy)
Test User Authentication (Active Directory, local)
Test E-mail integration
Unit Testing

o Process #1
Create record
Search record
Lifecycle
Notifications (E-mail)
Automated workflows

Follow User Stories
Integration Testing

o Integration #1
o Test data integration (if applicable)
o Test API connectivity (if applicable)
o Test Scheduled Imports (if applicable)

Load Testing
o Client shall be responsible for Load/Stress testing of system

User Acceptance Training
o User Stories

Client will be provided with a UAT document, detailing all user stories 
identified during design
UAT results provided twice weekly until all defects have been addressed

 

 

Beyond20 believes in a “teach-you-to-fish” approach to implementing your business solution. Our
training will include a Train the Trainer process for continued training of the Airport’s internal 
resources. These ‘train the trainer’ training session is for those who will provide users/agents 
training. This gives both the trainer and the end users deeper understanding of the tool and its 
functionality. This will provide the basic tools needed for day-to-day administration of the system, 
including task scheduling, user imports, and other periodic administrative tasks.
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Beyond20’s Project Management approach follows the PMI’s Project Management Body of 
Knowledge for best practice in Project Management. Thus, we perform risk management as 
follows:

Plan Risk Management – performed as part of the project kick-off meeting and planning
Identify Risks, Perform Qualitative / Quantitative Risk Analysis, and Identify Risk 
Responses – captured and communicated as part of a standard risk template (following 
chart)
Control Risks – included in weekly project status reports

As noted in the Cherwell Software US Hosted Environment (Appendix C), Cherwell’s uptime 
commitment is 99.98% availability per month, except for excused outages. Cherwell’s hosting 
operations utilize front-end/application servers that can easily be replaced as needed, leveraging 
the latest virtualization technologies, and redundant data connections to multiple carriers for 
internet connectivity.

See the Cherwell Hosting Services Addendum (Tab 3, Section 1) and Cherwell Support 
Guidelines (Tab 3, Section 2) for additional information.

 

2. Change Management Process: 

As noted in the Hosted Services Addendum (Tab 3, Section 2), Cherwell shall provide 
Maintenance of the Licensed Software as defined and set forth in the Agreement. Cherwell shall 
provide Customer thirty (30) days advance notice prior to applying any updates, upgrades, 
patches, bug fixes and new releases or versions of the Licensed Software provided as part of
Maintenance (each a “Maintenance Release”) to the Cherwell-hosted Licensed Software. 
Customer may opt out of a particular Maintenance Release, provided, however, that Customer 
agrees that it will not be able to decline or defer critical security patches and updates and Cherwell 
is free in its reasonable discretion to determine which Maintenance Releases are critical. 
Customer shall be responsible for applying Maintenance Releases to any locally installed portion 
of the Licensed Software.

All production hosted environments follow a strict change control process where the risk of any
change is evaluated against the business justification to ensure a successful implementation. All 
change requests are reviewed to receive appropriate authorization prior to the scheduled change. 
This includes a two review change process and a post-implementation review. A Change Control 
Board manages the change process and is made up of representatives from Support, IT SaaS, 
and Security. The Change Control Board is chaired by the VP of IT and Security. Planned, 
unplanned, emergency, and exception changes to existing Cherwell SaaS infrastructure are 
authorized, logged, tested, and approved in accordance with industry best practices for similar 
systems. Updates to Cherwell infrastructure are planned in order to minimize impact on the 
customer and their use of the services. Cherwell will communicate with customers via email or 
through the Cherwell Customer Portal any time service use is likely to be adversely affected.



 BEYOND20 – Process Makes Perfect™ Page 109 

See Cherwell Security Whitepaper for North America (Appendix D) for additional details.

 

3. Escalation Structure/Plan: 

Beyond20 uses a tiered approach to account management to ensure effective communication at 
all levels. Project related communications are handled by a dedicated Project Manager, with 
escalation to the Service Delivery Manager, Director of Services, and Principal. Beyond20 will 
work with the Airport to assess the need for corrective action on any project-based deliverables, 
should the need arise, and will respond accordingly. Should Beyond20 be awarded the contract, 
contact information will be provided.
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1. Detailed Pricing Breakdown

Year 1 Breakdown
Description Qty. Each Year 1
Cherwell Service Management Subscription Licenses 
(billed annually) - 3-year term 20 $1,800.00 $36,000.00

CSM Annual support/maintenance 20 Included Included
CSM Hosting Fee (SaaS Only) 1 Included Included

Design Workshop and Document Creation 64 $243.75 $15,600.00
Implementation Services 388 $206.25 $80,025.00
Cherwell Administration Foundations 1 $14,500.00 $14,500.00
Technician Training 8 $206.25 $1,650.00
Total $147,775.00

5-Year Breakdown
Description Qty. Y1 Y2 Y3 Y4 Y5
Cherwell Service 
Management 
Subscription Licenses 
(billed annually) - 3-year 
term

20 $36,000.00 $36,000.00 $36,000.00 $38,160.00 $40,449.60

CSM Annual 
support/maintenance 20 Included Included Included Included Included

CSM Hosting Fee 
(SaaS Only) 1 Included Included Included Included Included

Design Workshop and 
Document Creation 64 $15,600.00 $0.00 $0.00 $0.00 $0.00

Implementation Services 388 $80,025.00 $4,950.00 $4,950.00 $4,950.00 $4,950.00
Cherwell Administration 
Foundations 1 $14,500.00 $0.00 $0.00 $0.00 $0.00

Technician Training 8 $1,650.00 $1,650.00 $1,650.00 $1,650.00 $1,650.00
Total $147,775.00 $42,600.00 $42,600.00 $44,760.00 $47,049.60
Cumulative Total $147,775.00 $190,375.00 $232,975.00 $277,735.00 $324,784.60

Terms and Delivery
See separate pricing schedule document.
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Appendix A) Out of the Box Reports
AGE Report
Average Duration by Category
Average Duration by Priority days
Average Duration by Priority hours
Average Resolution Trends
BIOS Versions
Category Trends
Change Breakdown
Change Trends
CI Change Request Metrics
CI Events by CI
CI Percent Uptime
CI Report by CI
CI Summary Report
Close Durations
Closed with no Closed Date
Computer Memory Audit
Condensed High-Volume Customers
Condensed Incident Duration Metrics
Condensed Incidents with Longest
Duration
Copy of SLA Metrics of Response
Time
Cost Per Service
CPU Speed Report
Customer Survey Trends
Customers and Their Incidents
Day of Week Metrics
Deprecate these fields
Incident Aging
Incident Detail Report
Incident Duration Metrics
Incident List with Audit Trail
Incident List with Task Audit Trail
Incident Volume by Source
Incidents by Category
Incidents by CI
Incidents by Configuration Item
Incidents by Owner
Incidents by Priority
Incidents by Source of Call
Incidents by Subcategory
Incidents by Team
Incidents Resolved at First Level

Incidents that Occur Most Often
Incidents with Longest Duration
Internal Customer List
Is Description used
Least Popular Articles
Monthly Management Incident Review
Most Popular Articles
Most Used Articles
My Closed Incidents
My Closed Incidents by Category
My Closed Incidents by Priority
My Closed Incidents by Subcategory
My Open Incidents
My Open Incidents by Category
My Open Incidents by Priority
My Open Incidents by Status
My Open Incidents by Subcategory
My Task List
My Teams Incidents
Open Incidents Detail Report
Open Problem Detail Report-
Contracted
Open Problem Detail Report-
Expanded
OS Report
Overdue Incidents
Overdue Purchas Orders
Overdue Sales Tasks
Past Month Average Duration by
Category
Past Month Average Duration by
Priority
Past Month Average Resolution
Trends
Past Month Day of Week Metrics
Past Month Incident Duration Metrics
Past Month Incidents by Category
Past Month Incidents by Owner
Past Month Incidents by Priority
Past Month Incidents by Subcategory
Past Month Incidents by Team
Past Month Incidents Resolved at
First Level
Past Month Incidents that Occur Most
Often
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Past Month Incidents with Longest
Duration
Past Month Staff Workloads
Past Month Top 10 Customer Activity
Past Month Top 10 High Volume
Customers
Past Month Trends by Day
Past Month Trends by Week
Past Week Average Duration by
Category
Past Week Average Duration by
Priority
Past Week Average Resolution
Trends
Past Week Incidents by Category
Past Week Incidents by Owner
Past Week Incidents by Priority
Past Week Incidents by Subcategory
Past Week Incidents by Team
Past Week Incidents that Occur Most
Often
Past Week Incidents with Longest
Duration
Past Week SLA Metrics of Resolution
Time
Past Week SLA Metrics of Response
Time
Past Week Staff Workloads
Past Week Trends by Day
Past Year Average Duration by
Category
Past Year Average Duration by
Priority
Past Year Average Resolution Trends
Past Year Category Trends
Past Year Change Breakdown
Past Year Change Trends
Past Year Day of Week Metrics
Past Year Incident Duration Metrics
Past Year Incidents by Owner
Past Year Incidents by Team
Past Year Incidents Resolved at First
Level
Past Year Service Trends
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Cherwell Service Management  
Application Security 
Navigating Multi-Tiered Security 

1 Background 
Cherwell Service Management (CSM) was created with highly configurable security front 
and center, and it has been a cornerstone of the platform in every release. However,
because of its granular and flexible design, the security features can present a 
labyrinthine challenge to new administrators. This guide is intended to demystify this key 
element to configuration and give all Cherwell Administrators (new and experienced) 
confidence when securing the CSM platform. 

2 Overview 
CSM was designed with a four-tiered security model. Though the lowest tier (user) is 
seldom used to apply security, it is possible for use cases where this is desirable or 
necessary.

The platform comes standard with several Security Groups (Tier 1), Roles (Tier 2), Teams 
and Workgroups (Tier 3), and users (Tier 4). As a best practice, always duplicate the 
existing Security Groups to create new ones. Find the Security Group closest to the level 
of security required, and copy it as a template to be modified. Often, the existing Security 
Groups will be sufficient for a new system, and it is always recommended that the system 
have the smallest number of Security Groups possible to provide the appropriate diversity 
of security rules. 

Along with the various tiers, there are two primary aspects of security:  Rights (what a 
user can do in the system), and Business Objects (what a user can do with records within 
the system). Each is very distinctive and provides administrators a wealth of options with 
regard to security. As a part of the system design process, it is important that an 
implementer provide a detailed guide to CSM administrators, so that they can both 
familiarize themselves with the structure of system security and provide feedback as to 
any changes or enhancements that need to be made prior to releasing the system to end 
users. This also empowers the administrators to make key decisions as to how their 
system should operate, and who should have access. 

The third pillar of the Cherwell security model defines how users will access the system.
Because there are two distinct types of users in any ITSM tool, it is important to distinguish 
each as it relates to access and security. The first type of user is what CSM refers to as 
a Licensed user. These are the analysts, technicians, admins and any other individual 
that may need to access the client (either using the standalone smart client or the 
browser-based client tool). These users will consume a license each time they log in, and 
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they will maintain that license until they log out or are disconnected by an idle timeout.
Security for this type of user is extremely important, as each individual will have access 
to create, modify and, in some cases, even delete records. If an administrator provides 
too much access, the system can be damaged; however, if too little access is granted, 
users will be unable to perform their assigned job function. Providing appropriate security 
to Licensed users not only protects the CSM platform, but it is also a key ingredient to 
user buy-in. The other type of user is what Cherwell terms a Customer. This can be, and 
often is, misinterpreted as being an external user that is not employed by the organization.
While this is one possible scenario, in the CSM platform, a Customer is defined as any 
unlicensed user that can submit service requests, incidents, and sometimes other types 
of records, such as change requests, problems, or even knowledge articles. This type of 
user, however, has very little system access. Because they are unlicensed, they are 
unable to modify any record where they are not considered the 'requester' (this is a unique 
database attribute that is set within the business object properties, and it can be 
configured for any business object that might be exposed to unlicensed users).
Additionally, these users can only access the system through e-mail or the self-service 
portal. Because of this restriction, many security settings are completely unavailable to 
these users and are not necessary to configure. 

Finally, there are several areas of the CSM platform that can be bundled into what could 
be defined as Security Accessories. Included here is authentication method—Cherwell 
supports standalone user authentication, LDAP authentication (including Active Directory 
integration), and SAML authentication (including Active Directory Federated Services 
(ADFS)). Active Directory (AD) authentication is still the most popular method of user 
access, but SAML is becoming more and more popular as companies shift their internal 
authentication methods to SaaS solutions, such as Microsoft® Azure. Also included are 
file attachment settings, which govern the size and types of attachments that can be 
stored in the system, and REST API client settings, which are required when configuring 
API-based integrations with third party tools like JIRA Software. Lastly, there is a relatively 
new but powerful security accessory, and that is ability to encrypt data at the field level.
Not only can the data be encrypted, decryption can be controlled by the existing security 
structure, so it is very simple to grant/revoke access to users, as required. 

3 Security Model 
As described in the overview, the Cherwell Security Model is made up of four (4) distinct 
tiers, or levels, of security. The interactions of these different tiers is very important, and 
it all begins with the user (Tier 4). Every user in Cherwell is assigned to a single Security 
Group (Tier 1). A user may not be a member of more than one Security Group but must 
be a member of one Security Group. Within each Security Group, there are one or more 
Roles (Tier 2). Each user that is assigned to a specific Security Group has access to any 
Role that is a part of that Security Group. Each user can be assigned to zero or more 
Teams (Tier 3) (see Figure 1). It is not advisable to have a human user (one that is used 
by an individual to log into the system and perform work) that is not assigned to at least 
one Team. Once a user is assigned to one Team, a default Team must be chosen. 
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Figure 1 

When a user logs into the Cherwell Client, he/she is prompted for the Role to use (if more 
than one is available in the user's Security Group). This Role will be used throughout the 
user's session. While logged in, a user has access to all of the Teams that he/she is 
assigned in the system. These concepts will be further defined in the sections below. 

3.1 Tier 1 – Security Groups 
3.1.1 Purpose 
The Security Group is the keystone for all Cherwell activity. Each distinct group controls 
nearly every aspect of what can and cannot be done within the platform. This includes 
things as basic as whether a user has access to the Client (Smart or Browser) to 
extremely granular things such as visibility and/or edit rights to a single field on a form, 
and everything in between. 

3.1.2 Best Practice 
As previously discussed, it is considered best practice to keep the number of Security 
Groups in a single Cherwell implementation to a minimum. Unless there is a compelling 
reason to have several Security Groups with only minor variations in access, such as 
regulatory requirements or an overly curious user base, having many Security Groups 
only adds to administrative overhead, and it can lead to costly mistakes when updating 
access across several Security Groups at once. Where possible, it is advisable to train 
users where the lines are drawn as far as system access goes, and in those cases where 
two similar groups exist with only slight variations in access, provide full disclosure to 
each group and explain that while they each have access to certain aspects of the system, 
only one group should ever make changes in that manner. If the nuance in access is 
expressly around record and/or field visibility, this can be handled through other means 
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at a lower Security Tier, negating the need to create entirely new Security Groups for this 
purpose.

3.1.3 Configuration 
This is not to say that an administrator should not create a new Security Group when it 
makes good sense to do so. In fact, it can be of great benefit to split out functions into 
multiple Security Groups. For example, if CSM is being used to perform multiple functions 
within the organization, such as Human Resources (HR) or Facilities management, there 
is a compelling argument for creating individual Security Groups for these functions.
Often, especially as it relates to HR, some records should be completely hidden from 
other groups (think of termination requests). In this instance, it is likely imperative that 
such records do not appear in searches by non-HR groups. When configuring other non-
IT functions within the CSM platform, such as Facilities, it may be more convenient for 
those groups not to see IT related records, and in this case, creating a Security Group 
specifically for them gives the administrator the ability to hide unrelated records, and even 
processes, simplifying the user experience for non-IT functions (see Figure 2).

Figure 2 

In this example, the HR Security Group has access to any record in the system. The IT 
Security Group has access to IT Records and Facilities Records, and the Facilities Group 
only has access to Facilities Records. The constraint on HR records is one of necessity, 
as there are always HR related issues that must be restricted to only the HR function. The 
constraint for the Facilities Security Group is one of convenience. There is generally no 
reason that a user performing the Facilities function would need access to IT Records, so 
the administrator can limit the records available to provide a simpler, cleaner user 
experience for Facilities. It might also be advisable to limit HR access to other types of 
records for the same reason, or it may be that all records should be visible to HR. That is 
a decision left to the administrator and the platform stakeholders. But this illustrates the 
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flexibility of the platform as it relates to access and user experience. It is important to note 
that if a set of records is made unavailable to a Security Group, that group will not even 
be aware that those records exist in the system. They will be removed from search results, 
dashboards, related item tabs and controls, etc. Exceptions can be granted based on 
specific criteria (such as Task ownership, which is a common request from 
administrators), so that in very specific cases, one or more of these records can be 
exposed to a different Security Group for action or disposal. 

Beyond record visibility and access, Security Groups also control all Rights access within 
the platform. These are things like the ability to modify Dashboards, Reports, Calendars, 
etc. As well as whether or not a user can launch the Client (Smart or Browser) and/or the 
Administrator application. There are, in fact, hundreds of individual Rights that can be 
granted or denied for each Security Group. For the most part, these Rights are configured 
for non-administrative accounts (Administrators generally are given all Rights within the 
system); however, it can be useful to create tiered Rights in larger implementations where 
there may be value in creating sub-administrators or junior administrators. In these cases, 
some higher level Rights may be granted to a junior administrator without giving away the 
farm. For instance, a junior administrator may be given the right to access the 
Administrator tool, but he/she may not be able to publish a blueprint, reserving that Right
to administrators only. 

3.1.4 Summary 
• Security Groups control all access to the system, Business Objects, and Rights; 
• It is best practice to limit the total number of Security Groups for ease of 

administration; 
• Security Groups can be used to limit access to certain records within the system; 
• Security Groups are used to control specific access Rights throughout the platform. 

3.2 Tier 2 – Roles 
3.2.1 Purpose 
Roles occupy a unique position within the Security model in that they are not assigned to 
users, and users cannot be assigned to specific Roles. Instead, Roles are assigned to 
Security Groups—sometimes to more than one. Once a Role is assigned to a Security 
Group, all members of that Security Group have access to log in under the Role. 

3.2.2 Best Practice 
Roles are best used when controlling user experience in CSM. Most commonly, Roles 
are responsible for providing default dashboards, heads-up display, task pane, and 
Business Object visibility. This is a convenient way for administrators to control how each 
different type of user interacts with CSM. 

Roles are also one of the more underutilized functions in CSM. In most implementations, 
only two major applications of Role are leveraged by the system:  the first, and most 
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common, is utilizing Roles for self-service portal users, differentiating this view from the 
default, Client view—this is a built in feature, and most administrators do not make any 
major modifications; the other is to control the default dashboard experience for various 
users in the Client view. However, there are quite a few additional uses for Roles, and 
these can be very useful, especially for implementations with multiple user types (e.g., IT, 
HR, and Facilities each requiring different access, but also a different user interface). 

3.2.3 Configuration 
Common configuration of Roles is very straightforward within CSM. Within the 
administration tool, each Role can be configured separately, providing the ability to select 
custom default dashboards, task pane items, and even setting what business objects are 
available for search and creation. Keep in mind that Role selection does not specifically 
alter the level of access a user has within the tool, save for very specific instances, when 
a Role may be used to limit access to a field, link or One-Step within a Business Object. 

Limiting functionality based on Role is not a common practice, but it does have some 
valuable use cases. One of the most common uses is to restrict the ability to step through 
a workflow based on Role selection. For instance, when dealing with Knowledge 
Management, the organization may wish to limit which user(s) can publish an article. This 
could be limited by Security 
Group, but often this does 
not work out, since each 
user with this authority may 
have varying access 
requirements based on their 
normal function within CSM. 
In this case, a Role could be 
created for this specific 
purpose—Knowledge
Management. If one of the 
users assigned to a Security 
Group that contains this 
Role logs in using the 
Knowledge Management 
Role, the user would then 
have access to publish a 
knowledge article. The 
same user, logged in with a 
different Role, would not 
have this authority (See
Figure 3).

As demonstrated in the previous section, access to records can be limited based on 
Security Group membership, but one can also control the overall user experience based 

Figure 3 
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on Role usage. Take, for example, the requirement that Facilities users need to have a 
different set of fields and a different workflow when submitting a Service Request. In this 
instance, the Administrator 
could use a Specifics form to 
provide additional fields 
necessary to fulfill such a 
requirement; however, all of 
the existing fields on a
Service Request form may 
not be necessary, or even 
well understood, within this 
context. In such a case, an 
entirely different form can be 
presented to the Facilities 
Role with different 
requirements and a different 
workflow (See Figure 4).

As you can see, the same 
user may login with two 
different Roles, and each 
allows the user to submit a 
Service Request in CSM;
however, based on the Role 
selected, a different form and 
workflow will be followed.  Once the work is completed, CSM can be configured to resolve 
the Service Request and provide a seamless experience to the original end user. 

This configuration may be more complex than is often required, but it can be extremely 
useful if widely varying requirements exist for different Roles. It is also important to note 
that when adding a Business object to a new Role based view, forms and fields are no 
longer aligned. This means that if a particular field needs to have the same functionality 
across more than one view, the updated attribute(s) must be applied to each view 
individually. This can lead to more complicated administration and higher rates of 
inconsistency across views. Whenever an Administrator determines that a separate view 
is necessary for a specific Business Object, it is critical that detailed documentation is 
kept current for the system, especially if more than one Administrator is responsible for 
system upkeep. 

Finally, keep in mind that if a new view is created, it is not necessary to copy Business 
Objects to the new view if they do not need to be unique.  For example, while Incidents 
and Service Requests may need different forms and workflows for IT and Facilities, both 
Roles may interact with Knowledge Management identically; consequently, the 
Administrator would not create a copy of Knowledge in the new view.  In this case, CSM 

Figure 4 
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will simply utilize the same forms and workflows from the default view.  This can simplify 
things considerably, allowing the system to continue to use pre-existing configurations 
when a custom view is not required. 

3.2.4 Summary 
• Roles are assigned to Security Groups, providing access to all users in the group; 
• Roles can be used to provide a different user experience; 
• Roles can restrict access to certain workflows, links and one-steps; 
• Creating multiple views requires rigorous documentation and change processes to 

ensure consistency across the tool. 

3.3 Tier 3 – Teams and Workgroups 
3.3.1 Purpose 
Teams and Workgroups are meant to provide functional structure for users and 
customers within CSM.  While there is little security that can be provided by Team or 
Workgroup membership, this is a key tier to the overall Security Model.  A User can be 
assigned to zero or more Teams within CSM; however, it is important to remember that if 
a User is a member of at least one Team, he/she must be assigned a 'Default Team'.  
This definition is used for several One-Steps within CSM, and the system will not allow a 
User who is assigned to a Team to be saved without setting the Default Team 
membership for that User. 

3.3.2 Best Practice 
All human Users should be assigned to at least one Team within CSM.  The only Users 
that should exist without Team membership are service accounts, such as the default 
administrator account, and any accounts set up to run the various Cherwell Servers (E-
mail Monitor, Scheduling Agent, etc.). This can also be used for any User that you do not 
want to be assigned (or own) any record in Cherwell.  It is possible that some members 
of the organizational leadership may never need to work with records in CSM, but they 
may need access to the Dashboard Viewer application.  This type of User should not be 
added to any Teams, so that records are not assigned to him/her mistakenly. 

Within CSM, there should be as many Teams as there are functions.  What this means is 
that if you have Facilities Users disposing of Service Requests, there really should be a 
Facilities Team.  But there may be several Facilities related Teams as well.  Perhaps 
there is a specific function for setting up conference rooms, and a different function for 
deploying cubicle furniture for new employees.  This might require two separate Teams 
in CSM to ensure Requests and Tasks are appropriately assigned. 

Because it is possible to assign Users to multiple Teams in Cherwell, it is important that 
Administrators maintain this Team membership rigorously.  It can become very messy if 
a User transfers from the DBA Team to the Web Development Team and no changes are 
made to his/her Team in CSM.  In such a case, the User would be inundated with
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database requests and incidents but receive no notifications regarding web application 
bugs, etc. Additionally, it may be useful for an Administrator to assign himself/herself to 
many of the Teams in CSM while testing, but this can become very burdensome during 
normal daily operations.  Users should only be assigned to the Teams for which they 
regularly perform functions. 

As mentioned, Teams allow for some limited security within CSM, and it is possible to
restrict access to records and fields based on team membership and status (fields and 
records can be constrained to just managers of a team).  

3.3.3 Configuration 
Configuring Teams is very simple in the Cherwell Administrator application.  Each Team 
is added individually, and users can be added from the Team administration window, or 
a single user can be added to many Teams from the User Info administration window.  
When adding from the User Info interface, it is possible to flag a user as a Team Manager.  
This information is used for Security purposes when limiting access to specific records 
and/or fields within a Business Object.  Any User can be the manager of multiple Teams, 
and each Team can have multiple Managers.  This can get problematic if you are using 
Team Manager for any other purpose in the system, and using the Team Manager flag 
requires specific external data views to access—this functionality is outside the scope of 
this paper. 

Once a Team is added and has Users and at least one manager associated, it can then
be used to constrain certain objects and fields based on Team membership and status.  

Utilizing the Security Group 
management tool within the 
Administrator application, entire 
Business Objects, as well as any 
individual field, can be configured to 
allow access based on Team 
membership (see Figure 5). 

As you can see, there are a lot of 
extended options that can be 
controlled based on the ownership of 
a record.  You will also notice that 
there is a Department membership 
section as well.  This is a very handy 
additional field available at the User 
level that can be used to further 
control access.  This level of granular 
control is available at the field level as 
well.

Figure 5 
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Another way to use Team membership to control access to records—especially in those 
cases where certain types of records should be completely hidden from various Teams 
in the system—is to utilize a custom expression to limit visibility.  Such an expression can 
be built to explicitly allow access to records based on various criteria (ownership, 
classification, etc.) and then limited by Team membership.  As can be seen in Figure 5, 
there is a checkbox to limit availability based on an expression.  This gives an 
Administrator the ability to write any expression to control access to a Business Object. 

3.3.4 Summary 
• Teams and Workgroups contain Users and are not constrained by Security Group 

or Role; 
• A User can be assigned to zero or more Teams; 
• Once a User is assigned to at least one Team, that user must have a Default Team 

assignment;
• Service Accounts and Administrator Accounts should not be assigned to any 

Team;
• Each Team can have zero or more Managers; 
• Team membership and status can be used to constrain access to Business 

Objects and/or fields; 
• Custom expressions can be used to restrict visibility of certain Business Objects 

3.4 Tier 4 – Users 

3.4.1 Purpose
Users are the core unit in Cherwell.  Each individual User is assigned to a single Security 
Group, can access any Role contained within that Security Group, and can be assigned 
to one or more Teams in the system.  Each of these levels, as discussed, can provide 
varying degrees of security.  It is important to note that there are two distinct User types 
in Cherwell: Licensed Users—commonly referred to as Technicians, and Portal Users—
generally known as Customers.  These will be discussed in greater detail later on, but it 
is important to understand that Technicians generally have both a Licensed User account 
as a Portal User account.  While they will almost always have the same credentials, they 
are used for very different purposes.  While a Licensed User has the ability to log into the 
Cherwell client application and modify any ticket for which they have been given rights, 
Portal Users can only log into the self-service portal and work with tickets they have 
submitted to the system.  This is a very critical point to fully understand.  It is quite common 
to forget that when a User logs into the self-service portal, his/her rights are much more 
limited than if he/she logs into the client application.  It is, in fact, a different User account 
that is being used to access the self-service portal. 

3.4.2 Best Practice 
There has been much discussion around how to best allocate Users in the system, 
specifically regarding Licensed Users.  The main point of contention revolves around 
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Administrator level Users.  Some organizations choose to provide a single User account 
for each Administrator, which effectively gives that User an additional level of security 
access even when he/she is simply working on a record in the system as a Technician.  
The flip side of this philosophy is to create Administrator specific accounts for each 
Technician that is designated as an Administrator for the system.  This approach splits 
the access—even if only administratively—for that User, ensuring that when he/she is 
working on a record, the access level remains the same as any other non-Administrator 
User in the system. 

The fact is, either method works, as long as the appropriate policies and training are 
provided to ensure that the chosen process works as intended.  This paper recommends 
utilizing separate accounts for system administration and daily work.  Such separation 
provides a greater deal of flexibility from a security standpoint, and it ensures that users 
that have Administrator accounts are not accidentally performing restricted activities in 
the course of their normal daily tasks. If this path is chosen, it is important to ensure that 
the Administrator account created for each of the system's administrators does not get 
assigned to a Team to ensure that no Incidents and/or requests are assigned to that User.  
Instead, daily work should be assigned to the support team/individual responsible for 
disposing of that type of Incident/Request. 

Since the majority of Users are usually being imported from an external authentication 
system (such as Microsoft® Active Directory), a good amount of data will be automatically 
mapped into the UserInfo table (this is the table in Cherwell where Licensed User data is 
stored).  Common fields not included in an import are Department (which can be useful 
as a security tool, as explained below), Phone Numbers, Address, and Physical Location 
(such as an office or cubicle designation).  If it is important to your organization that these 
data points are captured, it will require modifying the default data mapping included with 
CSM. This is similar for Portal Users, as some fields may not be mapped by default. 

User Departments can be extremely helpful as an additional security parameter for 
Licensed Users.  Each User can be assigned to one Department in the system, and this 
can then be used in controlling access to Business Objects and fields (see Figure 5).  If 
Department is an attribute in the LDAP system being used for authentication, this can be 
mapped directly to a User record in CSM. 

Portal Users are nearly always imported from an external source, whether it is a system 
such as Microsoft® Active Directory or a flat text file.  As most systems will have hundreds, 
and often many thousand, Portal Users, it is considered overly cumbersome to attempt 
to populate this table manually.  There are occasions, however, when the Cherwell table 
must be maintained using flat text files, instead of direct data imports/links.  In these 
cases, it is necessary to build a temporary table to hold the periodic import of updated 
user information, and then either a SQL stored expression, or a Cherwell One-Step must 
be utilized on a scheduled basis to update the Cherwell Customer table.  The reason for 
this is that the import of a flat-text file is not considered 'intelligent'.  That is to say, the 
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only options for importing flat-text into Cherwell is to either augment the existing data with 
newly created records or to completely replace the records already in the table.  Neither 
of these is a viable solution for the following reasons:  1) if the import only creates new 
records, then the existing data will never be updated, and you will be left with stale 
information; 2) if the import replaces the data already in the system, new unique identifiers 
(known as RecID's) will be created, thus leaving relationships between Users and their 
records broken—the system will be filled with 'orphaned' records with no requester 
associated.  So, the alternative is to create a temporary table to hold all of the newly 
acquired data, and then run a script (either in SQL as a Stored Procedure, or in Cherwell 
as a One-Step) to update the existing data in the Customer Business Object. The specific 
process for how to write this script is outside the scope of this paper. 

3.4.3 Configuration 
Licensed Users (Technicians) 
These Users are configured using the Administrator application.  They can be imported 
(from a supported LDAP system), or they can be manually added by an Administrator.  
Regardless of how Technicians are added, they must be created one at a time.  There is 
currently no way to mass import Licensed Users into Cherwell.  When imported, Security 
Group membership is selected prior to creation of the User record.  It is important to pay 
attention to this fact, as users can be imported using the wrong Security Group, and that 
can cause issues—especially if a User is erroneously imported into a Security Group 
much higher than one to which he/she should have access.  Users can be imported from 
multiple sources, so it is not necessary to only import from a single LDAP source (or even 
a single domain, in the case of Microsoft® Active Directory).  This can be helpful in highly 
complex systems where multiple authentication sources may be in use.  For imported 
Users, authentication is handled by the source system, so there is no need to add a 
password for these records.  For manual entry, a username and password must be 
provided.  The only requirements at creation for any User (whether imported or manually 
added) are a username (and password for manual entries), and a Full Name.  It is, 
however, very important to also include contact information—an e-mail address at the 
very least.  Team membership can wait until all Users have been added to the system. 

Once a Licensed User has been added to the system, he/she will have immediate access 
and rights as assigned for his/her Security Group.  There is no waiting period or need to 
reload data definitions for the creation of a new User. 

Security Group Mapping 
If the organization is using Active Directory, it is possible to map AD Groups to Cherwell 
Security Groups.  What this allows an Administrator to do is provide a way for Licensed 
Users to be auto-created upon login.  Essentially, by mapping an AD Group directly to a 
Cherwell Security Group, when a member of that AD Group logs into Cherwell for the first 
time, his/her User will be instantly created in the system, mapping all selected fields to 
his/her User record.  However, this does not add the User to any Teams in Cherwell.  This 
is a key point, since without Team membership much functionality may be limited.  Team 
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membership is always a manual process in the Cherwell system.  This is, however, a very 
convenient way to ensure all Users that should have access to Cherwell have a User 
record created without the need to compile a list, assuming that AD Group membership 
is correct and up-to-date.

Portal Users (Customers) 
Portal Users are created from the Client Application.  This is a key difference, and it is 
important to note that manual creation of Customers in CSM can be delegated to 
Technicians, so as to reduce the workload on system Administrators.  There is a Group 
Object in Cherwell called Customers, and this table contains all non-licensed Users in the 
system.  Individual User types can be designated by creating additional Group Member 
Objects (through the Administration application), so that the organization can delineate 
between employees, contractors, vendors, etc.  This can be very useful for highly complex 
organizations that need to provide access to a wide variety of end users and control their 
user experience and access to various parts of the system. 

Customer records, like User records can be created by import from an external data 
source or by manual entry.  However, unlike Licensed Users, Portal Users can be 
imported en masse from an LDAP source.  This makes it very trivial to set up a scheduled 
import/update of all Customer records in the system, thus further automating access and 
security.

There is also an additional step to provide access to the self-service portal to each of 
these User records.  This step involves setting the Security Group and credentials the 
User will use to access the self-service portal.  This can be done manually for individuals 
or for a group as a batch process.  Also, because the batch process can be scheduled 
against a specific search group, different User types can be placed in different Security 
Groups.

And this is where having multiple 
Customer Group Member Objects 
can be critical. As can be seen in 
Figure 6, breaking the Customer 
Group into smaller Group Member 
Objects can provide a simple way 
to logically separate different end 
user groups into Security Groups.  
And each of these Security Groups 
can be given access to different 
types of records within Cherwell.  
For example, Vendors may be 
restricted to only viewing Purchase 
Orders and Invoices, while 
Employees and Contractors will 

Figure 6 
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have access to create/modify Incidents and Service Requests.  Additionally, based on the 
actual Group Member Object in use, additional records can be provided, such as giving 
Employees access to personal time-off records. 

3.4.4 Summary 
• There are two types of Users in Cherwell, Licensed Users (Technicians) and Portal 

Users (Customers); 
• Users can be imported from an external data source, such as an LDAP system, or 

they can be manually entered; 
• Licensed Users can only be imported one at a time; Portal Users can be imported 

as a batch job; 
• If an external authentication system, such as Microsoft® Active Directory, is used, 

only the username needs to be stored in Cherwell; 
• Portal Users must be given access to the self-service portal through an additional 

step, which can be scheduled and run as a periodic batch job; 
• Multiple Customer types can be created within Cherwell to provide various levels 

of access and user experience to different types of Users. 

4 Security Properties 
Beyond the various tiers of security within Cherwell, there are also specific right within the 
tool itself that can be granted or revoked.  These are simply referred to as 'Rights' and 
they are varied and highly granular.  Each specific right has one of two constructs.  Either 
the Right is Boolean (grant/deny), or it is more nuanced.  The secondary construct 
consists of the following:  Allow, View, Add, Edit, and Delete.  These constructs are 
dependent on the type of Right in question, and can be expanded based on context.  The 
second portion of this section is dedicated to Business Object Rights, which have been 
discussed at some length in previous sections, but they will be further broken down here 
for clarity. 

4.1 Rights 
4.1.1 Purpose 
Rights govern the various activities any given User can perform within CSM, based on 
Security Group Membership.  This includes everything from the ability to access the 
application to whether or not a User can directly modify data definitions using the 
Definition Editor. 

4.1.2 Best Practice 
The number of Rights that can be controlled within Cherwell is too vast to fully cover in 
this paper; however, there are some basic Rights which should be mentioned, as they 
are key to some basic security principles within the system. 
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Run the Application 
This Right is as basic as it gets, and it is important to ensure that all Licensed Users can 
access the Cherwell Client application in order to dispose of records properly.  It is not 
necessary to ensure that this Right is denied to Portal Users, since logging into the 
application requires a Licensed User account, but it is good practice to deny the Right to 
those Security Groups that do not need access to the Cherwell Client. 

Table Management 
This is a very tricky Right, but it is generally considered good practice to limit access to 
lookup tables in the Cherwell Client application to Administrators, or possibly to a 'junior' 
Administrator Security Group in order to minimize the impact that can be realized by 
making changes to data validation tables. 

System Blueprints 
Blueprint creation, modification and publishing should be limited to Administrators, or 
possibly to a Junior Administrator, as needed.  Regular Technicians have no need to 
create or access Blueprints, and modifications should be placed under the organizations 
Change Management process. 

Dashboards (and Widgets) 
This is a set of Rights that should be discussed at length and decisions made based on 
the organization's level of confidence in its User community.  The ability to create and 
maintain Team, or even personal, dashboards and widgets can be very useful for 
Technicians; however, it is also important that the organization ensure that key 
performance indicators are being presented to the appropriate Users.  Providing access 
to this set of Rights should be approached with thoughtful consideration. 

There are many other Rights which each individual Organization will need to review and 
assess on a case by case basis, and this list is only meant to be a launch point for 
Administrators.

4.1.3 Configuration 
System Rights are configured per Security Group, much as Business Object Rights 
(detailed below).  They must be modified and managed from the Cherwell Administrator 
application, in the Security section.  Once Rights are modified, it requires affected Users 
to log out and back into the system, so it is generally good practice to perform these 
modifications during low usage times to ensure greater coverage of the User base.  It is 
also possible to lock the system when making these sorts of changes; however, this is 
not always a viable option if the organization runs a 24/7 Service Desk. 
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Each Right group generally has multiple 
Rights that can be configured, and each 
Right is noted by an icon indicating 
which construct it is using (green 
check/red 'x' for allow/deny and a small 
padlock for complex settings).  The 
constructs are laid out as checkboxes, 
so it is very easy to see each setting as 
the Right is selected.  There is no way to 
export this list of settings, so an 
Administrator must go through each 
Right group individually to record and 
maintain each Right. 

4.1.4 Summary 
• Rights control what activities 

members of each Security Group 
can and cannot perform within the 
system;

• Rights are combined into Rights groups for ease of administration; 
• Some Rights are Boolean in nature, while others offer more complex configuration 

settings;
• Rights must be set individually for each Security Group in the system 

4.2 Business Objects 
4.2.1 Purpose 
Security settings for Business Objects makes it possible for Administrators to very tightly 
control what tables can be accessed and modified, as well as providing field level 
granularity as it relates to visibility, editing, and even deleting records within CSM.  
Because data is at the heart of everything we do in Cherwell, this is likely the most widely 
configured area of security within the system. 

As a system is configured and matures, Administrators will find themselves returning to 
this portion of the tool frequently to update how Users interact with the system based on 
Security Group, Role and even Team membership. 

4.2.2 Best Practice 
The Business Object security section is comprised of two basic levels, Object Security 
and Field Security.  Each Security Group can be configured to have very general rights 
associated with each Object, or an Administrator may need to get extremely specific with 
some Objects.  For the most part, the out of the box configuration should work as a good 
starting point for each default Security Group.  As has been mentioned elsewhere in this 
paper, it is always recommended that an existing Security Group is duplicated to create 

Figure 7 
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a new one, so that an Administrator does not need to go through each and every setting 
individually, instead depending on existing settings to make things substantially easier.  
This is not to say that each setting should not be reviewed. 

Each Object and the general section, has a setting for New Fields and New Objects, 
respectively.  These can be used to set general access to both existing and new fields 
and objects in the system.  This should be used sparingly, as often it is important that
newly created fields are not open to all Security Groups equally.  However, if a certain 
Security Group, such as Administrators, needs access to every field in every record, it is 
appropriate to set access rights at this level.  Keep in mind that, especially as it relates to 
New Objects, this will allow or deny access for every new table added to the system.  One 
of the most infuriating mistakes Administrators can make is to forget that most lower level 
technicians, and especially Portal Users, will not have access to newly created objects 
and fields, and thus will not be able to fill out new forms in the self-service portal. 

If it is determined that more complex security is necessary for a specific Business 
Object—as is often the case with the Incident object—ensure that security is being 
updated for all impacted Security Groups.  When using custom expressions to allow 
access to certain records, remember that security is written in the affirmative, meaning 
that every group that requires a specific type of access will need to be updated.  It is not 
enough to simply write the expression for one Security Group.  All groups must be 
modified.

4.2.3 Configuration 
Business Object security is 
configured from the 
Administrator application.  
Much like system Rights, it is 
comprised of groupings, in 
this case by Business 
Object.  Each object is 
broken down into its 
individual fields.  Field 
structure and attributes are 
not, for the most part, taken 
into account, except as it 
relates to encryption.  At the 
Business Object level, the 
New Field setting will appear 
first in the list, and as 
previously discussed, this 
controls all existing fields 
and any new fields created 
for that object.  There is, Figure 8 
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however, an exception to this rule.  It is possible, by modifying a field's security attributes, 
to 'de-couple' a field from the New Field setting.  Once an individual field's attributes differ 
from those that are set in New Field, it will no longer update alongside the New Field 
settings.  In order to re-align a field with the New Field settings, its attributes must be 
matched to those of New Field, and then it will follow the New Field settings going forward.  
This allows Administrators the ability to provide a general security setting, but maintain
the possibility of setting a few fields with custom attributes. 

There are several settings for each Business Object, General, Encrypted Fields, and 
Attachments.  If a Business Object has a defined lifecycle, there will be additional 
attributes for handling modifications for records that are in an archived, or read-only, state.  
These should generally be restricted for all Users except Administrators, in order to 
maintain the integrity of closed/archived records. 

This is also where an Administrator can decide whether an object should be governed by 
ownership.  A checkbox to allow different rights based on ownership is available for each 
Business Object.  Once checked, an expanded list of attributes for each level of ownership 
is presented.  Any attribute that is checked at the top level will be automatically selected 
and greyed out in each ownership section.  In order to customize that attribute, it must 
first be unchecked at the parent level. 

The ownership terms are as follows: 

Record Owner:  This is the User that has the 
attribute of 'Owner' for the record.  It is usually 
the name stored in the OwnedBy field in out of 
the box configurations. 

Department Member:  As discussed in the User 
section, above, this value is set on the UserInfo 
record.  Each User can be a member of exactly 
one Department, and that value is used in this 
attribute group to control access to a Business 
Object or Field. 

Manager of Owner:  This value is also maintained on each User record.  Each User can 
have exactly one Manager, and that value is used here. 

Team Member:  This value represents any member of the Team that owns the record.  
This value is an attribute set on each Business Object, and is generally represented by 
the field OwnedByTeam in out of the box configurations. 

Team Manager:  This attribute is set for each individual User in the system.  Any User 
can be flagged as the Manager of any Team of which he/she is a part. 

Figure 9 
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Ownership based security only pertains to the ability to view, edit, create and/or delete a 
record, and it does not govern attachments or encrypted fields.  These attributes are set 
for each Security Group, regardless of record ownership. 

Ownership based security is also available at the field level, though there are only two 
attributes that can be set for each field, view and edit. 

4.2.4 Summary 
• Business Object Security controls access to each table and all of its fields in the 

system;
• General security can be set for all Business Objects and/or all fields for each 

Security Group; 
• Each Business Object has unique settings for record access, attachments, and 

field encryption; 
• Each Business Object can have ownership specific security settings; 
• Each field within a Business Object can also have ownership specific security 

settings.

5 Security Accessories 
Cherwell has several accessories to assist in maintaining and controlling security within 
the system.  In addition to those discussed below, Cherwell also provides key-based 
security for API integration and file attachment security.  These concepts are beyond the 
scope of this paper. 

5.1 Authentication Methods 
5.1.1 Purpose 
Cherwell provides for basically three (3) types of authentication to the platform:  1) local 
user credentials, 2) LDAP authentication, 3) SAML authentication.  Each has its pros and 
cons, and often all three are leveraged in a single system. 

Local Authentication 
Local users will always exist in Cherwell.  Service accounts must be local should 
connectivity to any external authentication source fail.  These accounts include the 
general administrator account, and each of the accounts for automated business 
processes and e-mail monitoring. 

LDAP Authentication 
This method is almost ubiquitous now, and it generally comes in the form of Active 
Directory integration.  Cherwell has a native integration with Active Directory, which 
makes configuration of this authentication type very simple. 
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SAML Authentication 
This is the newest authentication type provided by Cherwell.  This allows for what is 
known as federated authentication, where an external, third party system, handles 
authentication through a secure handshake/token exchange.  Since the advent of 
Microsoft® Azure and Active Directory Federated Services (ADFS), this method has 
become increasingly popular since its introduction in 2012.  Most new clients are using 
federated authentication, and this option makes it very easy to set up externally facing 
systems.

5.1.2 Best Practice 
What type of authentication an organization uses is nearly always governed by what is 
available.  Most companies leverage some sort of LDAP system, and that is generally in 
the form of Active Directory.  And, as mentioned, SAML is becoming increasingly popular 
as the race for the cloud intensifies.  However, it is usually deciding how much of each 
type of authentication should be used, rather than what type.  As discussed, there must 
be at least 2-3 local service accounts within Cherwell to handle administration and 
automated services.  But it is likely also a good idea to configure both AD and SAML as 
a more redundant way to handle authentication.  The biggest advantage to using AD is 
also the ability to schedule imports of Users on a periodic (usually daily) basis.  This is 
especially true if the user base is in the thousands, or even tens of thousands. 

A typical model might look something like this: 

Figure 10

In this case, the system is using local accounts for administration and automated 
processes, while it is fed User data from Active Directory, and then utilizes a federated 
authentication service (such as ADFS) to authenticate most users into the system.  This 
is a very efficient model, and it lends itself well to both secure, internal systems and public 
facing systems.  It is especially effective for SaaS implementations, where the system is 
remote to the organization and only available over the internet. 
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5.1.3 Configuration 
Local authentication does not require a great deal of configuration, as it is natively 
supported.  In this model, a username and password must be manually created for each 
Licensed User, and portal credentials must also be manually created for each customer 
account.

For LDAP configuration, configuration is done from the Administrator application as part 
of a Blueprint.  In order to set up LDAP, a service account with browse privileges to the 
LDAP structure must be added, and the schema path to the organizational unit (OU) 
where the user records are stored must be known.  Cherwell supports both LDAP and 
LDAPS (which requires a secure certificate on the source system).  Once established, 
both Licensed Users and Portal Users can be imported from the LDAP system.  It is also 
advisable to set up a periodic update of Portal Users from the LDAP source system in the 
Cherwell Scheduler.  Licensed Users must be imported ad hoc and cannot be 
automatically updated from the source system. 

SAML configuration requires the use of shared certificates and metadata between the 
Cherwell system and the federated system.  There is ample documentation available from 
Cherwell on setting up SAML for use with Active Directory Federated Services (ADFS), 
which is the most commonly used identity provider for a SAML implementation.  Cherwell 
supports all Shibboleth v2 compliant federated systems.  Each organization's SAML 
administrator will be able to configure and provide the necessary data and certificates to 
allow their system to accept SAML authentication as an identity provider.  SAML is very 
straightforward to configure in Cherwell, requiring only the XML metadata file from the 
identity provider, as well as the redirect URI, to complete. 

5.1.4 Summary 
• There are 3 distinct types of authentication supported within Cherwell: Local, 

LDAP, and SAML 
• Local authentication requires that username/password combinations are stored in 

the Cherwell database 
• LDAP and SAML authentication require that only a login name be stored in the 

Cherwell database; actual authentication is passed off to the source system, 
making for a more secure, easier to maintain, authentication model 

• Cherwell supports both LDAP and LDAPS 
• Cherwell supports all Shibboleth v2 compliant SAML identity providers 

5.2 Field Level Encryption 
5.2.1 Purpose 
The final security concept presented in this paper is field level encryption.  Cherwell has 
always encrypted data transfer in motion, but until recently, data encryption at rest was 
only available at the database level, using SQL tools.  However, with more recent versions 
of the tool, field level data encryption has become part of the platform.  This is a key 
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concept for many regulatory requirements, such as HIPAA, FERPA and PCI compliance.  
At rest data encryption shows Cherwell's commitment to increasing security demands in 
each organization, and as with all of CSM's security concepts, it is a very configurable 
element of the platform. 

5.2.2 Best Practice 
At rest data encryption at the field level should be used only where necessary.  Such 
encryption limits the ability of the tool to report on field values, and if it is overused, it can 
make the tool much less usable.  However, where such encryption is necessary, whether 
to meet organizational standards or regulatory requirements, it is an extremely useful tool 
in the Cherwell Administrator's toolbox. 

The most common use of field level encryption generally revolves around personally 
identifiable information (PII).  This can be something as seemingly mundane as a user's 
home address and/or phone number, up to and including a Social Security Number.  But 
it can be used for other sensitive data as well.  Consider the earlier examples of using the 
Cherwell platform for HR processes.  Field level encryption could be used to mask salary 
information, employee review data, or even termination notes.  None of these are 
governed by external regulations, but most organizations (and their employees) would 
certainly prefer to keep this data private. 

Encrypted fields should not be used for data that ought to be shared between many 
different individuals.  There is never a need to mask the information in a Service Request 
if it needs to be accessed and acted upon by possibly multiple resources within the 
organization.  This simply adds overhead that is not necessary, and it makes such data 
impossible to report upon.  It is advisable to discuss and come to consensus on which 
fields should and should not be encrypted, and then train users to utilize encrypted fields 
for sensitive data, and to leave things like PII out of open fields like request descriptions 
and work notes. 

5.2.3 Configuration 
Encrypting any field is as easy as checking a box in that field's properties within a
blueprint.  All data in that field will instantly be encrypted.  Allowing access to encrypted 
fields is nearly as simple, and it is configured from the Security Group Business Object 
properties in the Security section of the Administrator tool.  Each Security Group can be 
allowed or denied visibility and edit rights of encrypted data fields.  This configuration is 
at the Business Object level, so if view and/or edit rights are granted to a Security Group 
for an object, such as Incident, then members of that Security Group would be able to 
view and/or edit any encrypted field in that table. 

Once a field has been encrypted it is no longer available to reports and dashboards, so it 
is important to keep this in mind during design.  Additionally, if a User is granted view or 
edit rights, the encrypted fields must be placed on the object's form in order for anyone to 
decrypt or modify the data contained within an encrypted field. 
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5.2.4 Summary 
• Cherwell encrypts all data 'in motion' within the application; 
• Field level encryption (or data encryption 'at rest') is a recent addition to the CSM 

platform;
• Field level encryption can be used to secure PII and other regulatory data, as well 

as organizational data that is deemed sensitive; 
• It is good practice to limit encryption to those fields that truly require it; 
• Any individual field can be encrypted; 
• Security to allow view/edit for encrypted fields exists at the Business Object level; 
• Encrypted fields are not available for reporting or dashboards. 

6 Conclusion 
Cherwell's four-tiered security model provides vast possibilities for allowing and 
constraining access to nearly every aspect of the toolset.  Because each level can be 
configured independently, Administrators are able to pinpoint access to everything from 
the application itself to individual fields within a single table in the database, and almost 
anything one could dream up in between.  By leveraging Security Group membership, the 
tool can provide specific user experiences based on function within the organization, 
making Cherwell much more than just an ITSM tool.  Roles give an administrator the 
ability to present wholly different forms and dashboards to each type of user in the system.  
And Team membership makes it possible to quickly delegate responsibility to groups of 
users automatically. 

The flexibility of the basic security model coupled with the granularity provided by system 
and object rights is truly second to none in the industry today.  Each action that can be 
performed is configurable at the individual user level, if necessary, and access to entire 
sections of the platform can be tightly controlled and maintained. 

Add to this the multiple ways the system can be accessed, leveraging existing 
authentication technologies and natively integrating with industry standard protocols, and 
Cherwell demonstrates its full potential from a security standpoint. 

Configuring each aspect of security within Cherwell is a complex task, and it should be 
undertaken with a great deal of planning.  Each organization is different and has varying 
security requirements.  However, with the vast array of tools available within the CSM 
platform, it is possible to meet these requirements and provide a useful, highly secure 
toolset that can be used across the enterprise. 
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Appendix C) Cherwell Software US Hosted Environment
See following pages for Cherwell’s US Hosted Environment Document.
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Appendix D) Cherwell Security Whitepaper for North 
America

See following pages for Cherwell’s Security Whitepaper for North America.



 BEYOND20 – Process Makes Perfect™ Page 166 

Appendix E) Case Studies
See following pages for case studies highlighting our customers experiences working with 
Beyond20 and Cherwell Service Management.



As a provider of hybrid IT solutions tailored for mid-market and enterprise companies, 
OneNeck® IT Solutions knows something about the importance of delivering IT services 
through an integrated platform, and ensuring all users are working with the most 
up-to-date version of those services. That is the type of corporate intelligence that has 
helped the Scottsdale, AZ-based subsidiary of Telephone and Data Systems grow into a 
650-employee organization with clients around the world.

Yet OneNeck, like many other companies focused on business-critical missions, has not 
always found it easy to achieve integration and upgrades in its own IT Service 
Management (ITSM) software. The organization had invested in three ITSM systems, 
including a proprietaty solution the company developed in-house. Over time, these tools 
became out of date and limiting; OneNeck found itself several iterations behind the most 
recent upgrades to the point a fresh integration was the only way to go.

“That was the underlying factor for us to look at changing platforms,” said Steve Bazinet, 
Director of Business Applications for OneNeck. “We were looking for a new platform that 
could consolidate all of the service desk tools throughout our different locations. We 
began investigating options and that is when we learned about Cherwell.”

CUSTOMER SUCCESS 
STORY

“we completely 
trust the people 
who are working in 
our environment.”

-- steve bazinet
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THE FUTURE

THE RESULT

What most impressed Bazinet about Cherwell was the long-term savings OneNeck 
could achieve in managing and maintaining the ITSM software. “Beca se of Cherwell’s 
codeless environment, we could make enhancements to the system without having to 
hire java developers. That was probably the biggest factor, but we also appreciated 
the ease of upgrades, particularly that we could do upgrades without losing 
customizations.”

OneNeck initially went live with Incident Management, quickly adding Change, Problem, 
and Configuration Management. Within two months, OneNeck had migrated 99.9% 
of its customers to Cherwell. The development process posed some learning curves 
for the organization, but Bazinet says BEYOND20’s support and assistance proved 
invaluable.

“They’ve been very responsive to our needs at every step,” Bazinet said. “We 
completely trust the people who are working in our environment.”

The Cherwell solution has proven to be a wise investment for OneNeck. 
Bazinet appreciates the ease of adding and modifying custom modules to the platform 
using the Mergeable Application (mApp) Exchange, thus eliminating the time and expense 
of building each new system change from scratch. He also has found Cherwell beneficial 
in that it has allowed for automation and integration of email management.

“Previously, I had to copy and paste email from my own client into our IT 
service management systems because they were so outdated we couldn’t receive emails 
directly in them,” Bazinet said. “We estimate that eliminating manual handling of email from 
our service desk alone will save us approximately $300,000 a year - and that only accounts 
for one-fifth of the users of the system

Bazinet says the plan now is to develop a metrics dashboard so managers can monitor how 
their teams are performing in areas such as incident response and resolution time. The 
sales team is also exploring the potential to automate the sale of low-dollar items 
through the portal, thus benefiting customers by eliminating the need for paperwork. 
OneNeck is exploring additional opportunities to realize its corporate vision through 
the Cherwell platform and excited about how this platform can support the organization 
in its continued growth.

THE SOLUTION
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For nearly 100 years, Metro Credit Union has helped its members achieve their financial goals through 

exceptional service and guidance. It is a commitment that has made the nonprofit financial co-op the largest 

state chartered credit union in Massachusetts, with $1.7B in assets and 190,000 members.

Yet, there was a time when Metro Credit Union found itself in need of some guidance to maintain that 

impressive legacy. For years, the organization had tracked every aspect of the audit + exam process - from 

scheduling to final reports - using Excel. It had become clear that this approach was no longer sufficient to 

meet their needs in keeping up with regulatory requirements. 

“There was no real workflow,” explains Traci Michel, Senior Vice President of Operations within Metro Credit 

Union. “Everything was manual and tracked in spreadsheets, and those were passed around via email. That 

made accountability difficult because we could not be sure that people were consistently updating those 

spreadsheets to indicate where they were in a particular audit process. We wanted to track deadlines and 

progress, so we started looking for a way to do this more efficiently.”

CUSTOMER SUCCESS 
STORY

“It’s very easy 
to manage the 
system, and 
beyond20 has 
played a large 
part in making 
that possible.”

QUICK WINS
• REAL-TIME DASHBOARDS
• CONSISTENT, EASY-TO-MANAGE BUSINESS PROCESS WORKFLOWS
• IMPROVED COLLABORATION & INTEGRATION ACROSS BUSINESS UNITS
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THE FUTURE

THE RESULT

The consensus at Metro Credit Union was that Cherwell’s platform was best suited to meet the organization’s 
requirements, not just because it would make tracking of auditing and exams easier but also because it could be 
wrapped into other business units, such as Human Resources and IT. But Michel says it was Beyond20’s expertise 
and support that illustrated how the software could meet, and ultimately exceed, Metro Credit Union’s 
expectations.

“We realized pretty quickly just how adept the Beyond20 team is when it comes to helping you use this platform,” 
Michel says. “Through Q&A sessions and whiteboarding, they were able to capture our key requirements for the 
audit tracking process and then they used that information to help us learn all about the technology so we could 
become fully self-sufficient in managing and supporting the platform.”

Michel notes that Beyond20 played a key role in helping Metro Credit Union employees adjust to Cherwell’s 
dashboard-focused environment. “In the beginning, users were asking if they could get an email every time a 
particular incident happened. With Beyond20’s guidance, we were able to build custom, real-time dashboards that 
proved to be absolutely vital in viewing the current state of the organization. They helped make that culture shift 
possible.”

Once that shift occurred, the benefits of the Cherwell platform, and Beyond20’s implementation support, quickly 
became clear.  “We gained better tracking on repeat findings, which are a high priority to remediate,” Michel says. 
“Whereas in the past it would have been a largely manual process to compile reporting, we now have that 
information at our fingertips, so it is very easy to pull together year-over-year comparisons.”

Michel says Metro Credit Union realized that the same Cherwell software that had enhanced tracking of the audit 
lifecycle could lead to greater efficiencies in other business units. With help from Beyond20, the organization 
extended the platform, allowing HR to track each employee’s lifecycle, and then track the employee’s access to 
applications. 

“We now have an end-to-end solution that tracks the request for access to an application, associates it with an 
individual, and then terminates that access when the individual leaves the organization. That really ties everything 
together, and it has prompted our team to look for the next logical process they can pull into the system.”

More recently, Metro Credit Union extended the system to include a number of additional real-time dashboards, 
resulting in invaluable metrics that had previously been unavailable. “We realized that 20% of all of our helpdesk 
tickets were created for password resets, and that enabled us to look at how we could offer enhanced self-service 
password reset options.  It will free our IT team to focus on more vital initiatives, so having those metrics enables 
us to make better business decisions about how we allocate resources.”

The Cherwell platform continues to benefit Metro Credit Union in many ways, from improved collaboration and 
integration across business units, to better metrics on system downtimes that help prevent reoccurrences. The 
organization is looking to extend the software into other areas, such as providing a one-stop shop for all internal 
operational ticketing. Michel says the Cherwell solution, coupled with Beyond20’s support, will be crucial to Metro 
Credit Union’s growth.

“What’s been fantastic about the software is that it scales. I do not need to make major changes to it so that it 
continues to work for us as we grow. All it takes is a tweak. It’s very easy to manage the system, and Beyond20 
has played a large part in making that possible.”

THE SOLUTION
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For nearly three decades, Ashburn, Virginia-based Intelligent Decisions (ID) has been developing and 

delivering highly sophisticated IT solutions to the Federal government. The superior quality of the 

company’s solutions is exemplified by Dismounted Soldier, a fully immersive virtual training system 

that has significantly enhanced the quality of the instruction our nation’s soldiers receive for all forms 

of combat.

The company recognized that supporting future growth would require internal processes as 

sophisticated as its technology solutions. Everyday tasks such as product shipments, finalizing 

agreements, approving expenses, and invoice preparation could be performed manually when the 

company was smaller, but needed to be automated to prevent bottlenecks in the company’s 

operations at scale. ID executives realized intelligent decisions were required to make these 

processes more manageable and automated.

Stephen Dempsey, Senior Director, Professional Services PMO at ID, says the solution to the 

company’s situation began to take shape as he looked into ITIL® training for staff. After a small 

engagement, he quickly realized Beyond20 was the partner ID needed in order to support the 

organization’s goals.

CUSTOMER SUCCESS 
STORY:

“Beyond20 was 
invested in our 
success and 
passionate about 
what they were 
working on.”

-- Stephen dempsey

USTOMER SUCCESS 
ORY:
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THE RESULT

“Many of the examples Beyond20 used in the ITIL training sessions were non-technical, from a service 

standpoint,” Dempsey recalls. “We determined we could do this internally with the services that we provide our 

own employees, such as managing subcontracts and invoice payments. Beyond20 gave us a demonstration of 

how Cherwell could automate those processes, and we proceeded to do a prototype for Dismounted Soldier.”

Work began on a prototype to automate shipping and maintenance of Dismounted Soldier Training System 

equipment. Each training system has customized, technologically advanced components, all requiring occasional 

maintenance and servicing. Given that hundreds of these systems are currently in use by the military, keeping 

track of the status of each part poses considerable logistical challenges, especially when done manually.

“We had documented all of the parts and components that we wanted to manage and monitor using 

Cherwell’s configuration management database (CMDB) module, and Beyond20 helped us upload all of it. The 

result was that we could see real-time status of shipments using the Dismounted Soldier return material 

authorization (RMA) system, and that improved the productivity of our shipping department by 50%.

Once the prototype provided proof of concept, Beyond20 proceeded to build out the system, drawing on ID’s 

feedback requirements at each stage. Dempsey says he was particularly impressed with how flexible Beyond20 

was in incorporating changes to the solution.

“Beyond20 was invested in our success and passionate about what they were working on, whether it was the 

actual tool or ensuring we got what we needed,” Dempsey says. “As the scope of the program expanded, 

Beyond20 consistently rose to the challenge, determined to get it right for us. And where we discovered desired 

functionalities that were not built into the ITSM platform, they acted as our advocate with Cherwell to get that 

done.”

The solution built to support the Dismounted Soldier program went on to win the award for “Most Innovative 

Use of Cherwell” at the 2015 Cherwell Global Conference.

Thanks in part to ID’s ITIL training and extensive documentation of processes, implementation of the Cherwell 

platform was completed in a few short months, with additional support and guidance following system go-live. 

Given that 200 ID employees had previously completed ITIL training with Beyond20, they were able to 

configure the ITSM solution quickly to meet the organization’s needs. Now that processes were automated, 

Dempsey notes that ID had more capacity to respond to and win requests for proposals (RFPs) - directly 

increasing company revenue; to track subcontractor contracts and secure more timely approvals of security 

clearances; to reduce management time spent on low-value tasks by 50%; and to give leadership greater visibility 

into organizational bottlenecks. In addition, invoices were being prepared and issued in half the time it took to 

do so manually, which meant payments were more prompt and processed more quickly, significantly improving 

bottom-line performance.

Beyond those wins, Dempsey was impressed with the ease and flexibility of the Cherwell ITSM solution. “We 

could customize it without having to code. With Beyond20’s assistance, we were able to link it to our timesheet 

system so all of our charge codes were there for invoicing, eliminating the need to manually copy data. Plus we 

were able to develop robust dashboards that gave us unprecedented real-time visibility into our operations.”

THE SOLUTION
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Appendix F) Resumes
See following pages for resumes of the following key personnel.

Lauren Foiles – Project Manager
Larry Martin – Solutions Architect
Christian Greenleaf – Solutions Consultant
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Lauren Foiles, PMP, CSM, ITIL Expert

Relevant Experience

Service Delivery Manager – Beyond20 9/2017 – Present

Manage a team of 15 individuals comprising Solutions Consultants and Project 
Managers/Assistants
Accountable for the overall successful delivery of all services provided by the Professional 
Services division ranging from software development to consulting engagements    
Successfully hired and onboarded eight employees from January to September 2018
Created formal onboarding process by defining and documenting team policies, 
procedures, standards, organization chart, etc. 
Actively mentor and coach team members via a bi-weekly team retrospective and monthly 
manager touch base meetings 
Provide professional development roadmaps for direct reports and ensure continuous 
learning and professional growth 
Create new roles within a growing team to delegate critical team tasks/functions to ensure 
continual service improvement 
Accountable for division budget and salaries and PTO for all team members 
Serve as the point of escalation for all active engagements and customers working to 
ensure positive project and relationship outcomes 
Act as lead Project Manager on high-priority engagements handling the project kick-off,
requirements gathering, stakeholder management and communication, quality assurance, 
budget and scope maintenance, and eventual project close out 
Produce monthly metrics for team utilization and bill rates and conduct team health checks 
in support of business revenue targets 
Manage the overall pipeline and resource allocation for all upcoming and in-progress 
services- consisting of a minimum of 25 active engagements 

Project Manager – Beyond20 7/2014 – 9/2017

Managed hundreds of successful Cherwell implementation/enhancement projects
Worked within the Program Management Office to lead the progression of IT and Project 
Management processes through the development lifecycle: Design, Implementation, and 
Adoption
Developed and maintained project management charter, plan, scope, and master 
schedule for process improvement initiatives utilizing the IT Infrastructure Library (ITIL) 
framework and Cherwell Service Management (CSM)
Provided weekly status reports on overall projects and individual ITSM process initiatives
Collected, communicated, and managed project risks. Ensured projects were progressing 
within cost, schedule and scope constraints
Acted as a liaison, providing regular communication and feedback between sponsors, 
project team, and other stakeholders
Developed Gantt charts and project timelines to maintain accountability for all Cherwell 
project timelines and ensure deadlines were met
Developed documentation to successfully plan and execute new process improvement 
initiatives. This includes: process flowcharts, work instructions, policies, and procedures
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Internship Program Manager – Council on Hemispheric Affairs 1/2014 – 6/2014

Conducted in-depth research and analysis on Latin American and Caribbean affairs and 
authored Opinion-Editorials, letters to the editor, and research articles for COHA’s website 
and highly regarded publication, the Washington Report on the Hemisphere (WHR)
Conducted and participated in interviews, and attended Congressional Hearings, 
conferences, and seminars
Pursued research on funding opportunities and reached out to potential financial 
contributors to COHA
Provided fact checking and editorial assistance on fellow intern articles as well as Senior 
Research Fellow articles
Oversaw the Internship Program and managed a team of 8 project assistants. Created 
process flows, program policies, templates, and repeatable processes for project team 
members
Managed the recruitment, screening, and interview process of over 75 applicants as 
Internship Program Manager and hired 30 new research associates for Summer 2014

Program Center Manager – Neighborhood Outreach Connection 5/2013 – 1/2014

Managed the day-to-day operations of a grass-roots, community development afterschool 
program overseeing 120 enrolled students, 15 teachers, and student volunteers
Created and maintained master calendars and schedules to ensure proper resource 
allocation throughout the program center
Accountable for all inventory and resources and tracked program budget throughout the 
fiscal year
Conducted audits to document against all budget baselines and reported compliance 
reports back to donors and grant organizations
Communicated with Beaufort County School County (BCSD) and other stakeholders to 
implement state learning standards, run virtual learning internet program, and tracked 
student progress on standardized tests
Coordinated and planned special events with local partners such as BCSD, Beaufort 
Memorial Health Center, School Readiness Program, and The Library to engage the local 
community.

Certifications
ITIL v3 Foundations
ITIL v3 Intermediate Certifications:

Continual Service Improvement (CSI)
Release, Control and Validation (RCV)
Operational Support and Analysis (OSA)
Managing Across the Lifecycle (MALC)

ITIL Expert 
Certified ScrumMaster
Project Management Professional

Education
Bachelor of Arts in International Affairs, 2013
The University of Georgia Athens, GA

Additional Training
Microsoft Specialist: Managing Projects with Microsoft Project 2013 (orange belt)
Microsoft Certified Professional
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Larry O. Martin

Relevant Experience

Solutions Consultant 5/2016 – Present

Onsite and offsite ITSM consulting engagements. Consulting engagements include but are not
limited to the following:

Configure and develop customer solutions on the Cherwell Service Management 
Platform
Create of Apps that allow for rapid build-out of enhancements in Cherwell Service 
Management
Develop custom applications on the Cherwell Service Management Platform
Integration of Cherwell with other solutions such as System Center Configuration 
Manager, Cherwell Asset Management, Skype, Active Directory, etc.
Lead customer technical demos, both live and via remote meeting tools
Conduct training classes for customers on the use of software tools and ITIL / ITSM 
processes
Produce tutorial videos on how to accomplish complex tasks with Cherwell Service 
Management
Serve as a Beyond20 ITSM / ITIL evangelist and “Thought Leader”
Write blog postings, articles and white papers
Perform speaking engagements on leading ITSM/ITIL and Project Management topics
Participate in online groups and discussion forums on relevant topics

Contractor – AZ State Retirement System, SCCM 2012 Implementation 1/2016 – 5/2016

Built SCCM 2012 Current Branch environment and utilized the system to meet the 
Agency’s need to deploy JRE 8 in support of their Kofax and FileNet initiatives.
Reduced the operating system images in the environment from 12+ to 1, reducing 
over-head and simplifying the environment, allowing for easier maintenance.
Have introduced mechanisms (offline servicing, build and capture) to ensure that any 
image deployed to desktops is up to date the moment it is deployed, rather than relying 
upon WSUS and other mechanisms to patch it after deployment.
Trained Helpdesk staff in how to use the environment, including more advanced 
skillsets such as how to build driver packages, update imaging task sequences, and 
build application deployments within the environment.
Integrated Heat PatchLink Desktop into the SCCM environment, allowing for 3rd party 
application patching.

Manager, Device Management Services 6/2008 – 3/2015

Technical Subject Matter Expert for the migration from SCCM 2007 to SCCM 2012, 
assisting other departments as needed in their migration efforts, while also building 
role-based administration, collections, imaging task sequences, application packages 
and all other aspects of the environment for my 3000+ customers.
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Technical lead for the City of Seattle’s Citywide End User Computing Group, providing 
technical leadership and guidance to 9 different IT Organizations, often providing 
hands on issue resolution.
Concurrently managed multiple teams of 4-24 direct reports (union, non-union, 
contract staff) including Service Desk, Desktop Support, Cellular Analysts, 
Purchasing, and Warehousing supporting 25 lines of business and 4000-7000 end 
users and the Seattle Mayor’s Office. 
Designed deployment process for a Windows 7 migration for 4000 users completed in 
nine months. Used single technician on alternate work schedules to limit overtime cost. 
Deployed Office 365 Enterprise (G3) as a pilot for 400 users. Defined deployment 
process that became used throughout City of Seattle, including executives and 
Mayor’s office.
At request of Seattle CTO, represented department on interdepartmental team formed 
to establish policies and processes for citizens to enroll children in new preschool 
program created by referendum. Implemented SharePoint to improve collaboration.
Advised Seattle DOT on mission-critical Hansen (Infor) rollout. Recommended 
delayed start to accommodate SCCM 2007 rollout. Deployed to 500 desktops with one 
technician for two hours, saving 126 employee hours. 
Deployed Windows 8.1 in the enterprise temporarily supported by SCCM 2007 while 
preparing SCCM 2012 environment. Completed roughly 300 installs in one quarter. 
Supported other teams deploying Microsoft’s Surface Pro.
Strategized automation of several manual processes allowing staff to focus on 
customer service and project work.
Built, documented, and managed city’s IT Exception process for over 10,000 end 
users, approved by the CTO and executive level technology board. Built in Cherwell 
ITSM.
Primary technician for the Mayor of Seattle through two administrations and four 
CTOs.
Chaired City of Seattle Citywide End User Computing Group (EUCG). Made 
recommendations to CTO and Directors for needs across multiple departments, 
adhering to budget constraints.

Supervisor – Desktop Services 2/2003 – 6/2008

Promoted to Supervisor while concurrently performing as the technical lead due to my 
proven ability to multi-task and desire to grow professionally. 
Supervised a staff of 12 technicians supporting ~4000 customers/endpoints.
Met with customer departments on a weekly basis to ensure we were properly 
supporting their IT initiatives and needs, while also reviewing Service expectations and 
tweaking staff performance.
Mentored staff and began working on ITIL based Service Management, introducing 
new concepts and business processes.
Performed performance evaluations as required, mentoring staff as needed to 
increase our service levels.
Negotiating with customer departments on system and application upgrades, ensuring 
staff were assigned to meet the needs of the business.

Technical Lead – Technical Support Services 3/2001 – 2/2003

Due to my work as a contractor, I was given the role of Technical Lead upon hiring 
into the City as a full-time employee.
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Performed remote and desk-side trouble-shooting for all Windows PC issues.
Created an IT Inventory application to aid in managing the environment, giving 
technicians much needed configuration data.
Created new standards for deployment testing to ensure that we minimized 
interruptions to the customer and business.
Core member of the Change Management team, ensuring that all changes were 
properly discussed, tested and ready for production.

System Analyst 7/1999 – 3/2001

Systems integration consultation services. Partner with customers to determine 
business requirements, establish project direction, spec hardware and software 
needs. Gather and prepare technical resources to integrate applications, completing 
promised work on time.
Redesign, maintain, and upgrade standard workstation images for better version 
control.
Train end users, clarifying technical terminology as needed.
Provide engineering and technical support to first-tier help desk analysts.
Selected as Macrostaff Employee of the Year for the year 2000.
On-site analyst for the City’s Emergency Operations Center during WTO.
On-site analyst for the Year 2000 roll-over.
Primary Support for the U.S. Conference of Mayors held in Seattle. 

Areas of Expertise
Systems Analysis and Diagnosis, Project Management, Consultation Services, Leadership, 

Customer Service, Problem Management, Business Process, Technical Leadership

Certifications 
ITIL v3 Foundation

Technical Competencies
System Center Configuration Manager, Service Delivery, ITIL, Software Deployment, 

Operating System Deployment, Project Management, Problem Management, Change 
Management, Team Building, Continuous Improvement, Process Automation, ITSM, 
Microsoft Office 97 - 365, Windows Registry, Business Analysis.
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Christian Greenleaf

Relevant Experience

Solutions Consultant – Beyond20 4/2017 – Present

Onsite and offsite ITSM consulting engagements. Consulting engagements include but are not 
limited to the following:

Configure and develop customer solutions on the Cherwell Service Management 
Platform
Creation of Apps that allow for rapid build-out of enhancements in Cherwell Service 
Management
Develop custom applications on the Cherwell Service Management Platform
Integration of Cherwell with other solutions such as System Center Configuration 
Manager, Skype, Active Directory, etc.
Lead customer technical demos, both live and via remote meeting tools
Conduct training classes for customers on the use of software tools and ITIL / ITSM 
processes
Produce tutorial videos on how to accomplish complex tasks with Cherwell Service 
Management
Serve as a Beyond20 ITSM/ITIL evangelist and “Thought Leader”
Write blog postings, articles and white papers
Perform speaking engagements on leading ITSM/ITIL and Project Management topics
Participate in online groups and discussion forums on relevant topics

IT Systems Specialist, Cherwell Admin – D. R. Horton 8/2016 – 4/2017

Analyze business processes and implement solutions to cut process times in half, on 
average
Compile documentation of system workflows
Develop custom reporting dashboards for individual teams and managers
Facilitate data transactions by interlocking core IT and HR systems through Cherwell
Support all questions and enhancement requests as Subject Matter Expert

Cherwell Service Management Implementation, Lead Architect – D. R. Horton 10/2015 – 7/2016

Handled the creation and automation of system workflows, approvals and forms
Implemented Incident, Change Request, Problem, Knowledge, Task, Product Catalog 
Discussion, as well as several self-made Business Objects
Designed a self-service portal with extensive service catalog
Integrated and adapted mApps to fit the needs of the project
Configured 8 separate service accounts with email monitors to streamline support 
requests to the correct team

Help Desk Specialist – D. R. Horton 8/2015 – 9/2015

Active Directory account management
Installed and configured printers from a network server
Imaged machines with MDT
Software deployment via SCCM

Tier 2 Desktop Support Consultant – Texas Christian University 8/2014 – 8/2015
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Installed software and assorted peripherals
Utilized remote desktop software to provide support for users
Trained new Tier 1 technicians

Tier 1 Lead Technician – Texas Christian University 11/2011 – 7/2014

Maintained Phone and Chat queue’s
Provided frontline support and diagnosis at a walk-up desk
Responsible for Tier 1 tickets and customer SLAs

Certifications
CompTIA A+
HDI Desktop Support Technician
ITIL Foundations
ITIL Intermediate: Continual Service Improvement

Education
Bachelor’s degree
2015
Texas Christian University, Fort Worth, Texas

Skills
Mac (10.6 – 10.11), Windows (XP, 7, 8/8.1, 10, Server 2012 R2), iOS, Android
Active Directory, Bomgar, Cherwell, TrackIT, Lotus Notes, MDT, SCCM, Sharepoint, VNC, 

Zeacom
















