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BUSINESS ASSOCIATE AGREEMENT PROVISIONS 
 

This Business Associate Agreement (the “Agreement”), is made by and between the 
Grantee (Business Associate) and the City of Austin, a Texas home rule municipal 
corporation (Covered Entity) (collectively the “Parties”) to comply with privacy standards 
adopted by the U.S. Department of Health and Human Services as they may be amended 
from time to time, 45 C.F.R. parts 160 and 164 (“the Privacy Rule”) and security standards 
adopted by the U.S. Department of Health and Human Services as they may be amended 
from time to time, 45 C.F.R. parts 160, 162 and 164, subpart C (“the Security Rule”), and 
the Health Information Technology for Economic and Clinical Health (HITECH) Act, Title 
XIII of Division A and Title IV of Division B of the American Recovery and Reinvestment 
Act of 2009 and regulations promulgated thereunder, and any applicable state 
confidentiality laws.   

RECITALS 

WHEREAS, Business Associate provides services outlined in Exhibit A.1 (“Services”) of 
the Master Services Agreement to or on behalf of Covered Entity;  

WHEREAS, in connection with these Services, Covered Entity discloses to Business 
Associate certain protected health information (“PHI”) that is subject to protection under the 
HIPAA Rules; and 

WHEREAS, the HIPAA Rules require that Covered Entity receive adequate assurances 
that Business Associate will comply with certain obligations with respect to the PHI 
received, maintained, or transmitted in the course of providing Services to or on behalf of 
Covered Entity. 

NOW THEREFORE, in consideration of the mutual promises and covenants herein, and 
for other good and valuable consideration, the receipt and sufficiency of which is hereby 
acknowledged, the Parties agree as follows: 

A. Definitions.  Terms used herein, but not otherwise defined, shall have the meaning 
ascribed by the Privacy Rule and the Security Rule. 

1. Breach.   “Breach” shall have the same meaning as the term “Breach” in 45 
C.F.R. §164.402.     

2. Business Associate.  “Business Associate” shall have the same meaning as 
the term “business associate” in 45 C.F.R. §160.103 and in reference to the 
party to this agreement, shall mean Grantee. 

3. Covered Entity.  “Covered Entity” shall have the same meaning as the term 
“covered entity” in 45 C.F.R. §160.103 and in reference to the party to this 
agreement shall mean the City of Austin, a Texas home rule municipal 
corporation. 

4. Designated Record Set.  “Designated Record Set” shall mean a group of 
records maintained by or for a Covered Entity that is:  (i) the medical records 
and billing records about Individuals maintained by or for a covered health 
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care provider; (ii) the enrollment, payment, claims adjudication, and case or 
medical management record systems maintained by or for a health plan; or 
(iii) used, in whole or in part, by or for the covered entity to make decisions 
about Individuals.  For purposes of this definition, the term “record” means 
any item, collection, or grouping of information that includes protected health 
information and is maintained, collected, used, or disseminated by or for a 
covered entity. 

5. HIPAA Rules.  The Privacy Rule and the Security Rule, and amendments 
codified and promulgated by the HITECH Act are referred to collectively 
herein as “HIPAA Rules.”   

6. Incident.  “Incident” means a Security Incident as defined by 45 CFR 164.304 
and includes a potential or attempted unauthorized access, use, disclosure, 
modification, loss, disruption, or destruction of PHI or interference with 
system operations in an information system, which has the potential for 
jeopardizing the confidentiality, integrity, or availability of the PHI.   

7. Individual.  “Individual” shall mean the person who is the subject of the 
protected health information. 

8. Protected Health Information.  “Protected Health Information” or PHI shall 
have the same meaning as the term “protected health information” in 45 
C.F.R. §160.103, limited to the information created, received, maintained, or 
transmitted by Business Associate from or on behalf of covered entity 
pursuant to this Agreement.   

9. Required by Law.  “Required by Law” shall mean a mandate contained in law 
that compels a use or disclosure of PHI. 

10. Secretary.  “Secretary” shall mean the Secretary of the U.S. Department of 
Health and Human Services, or his or her Designee. 

11. Sensitive Personal Information.  “Sensitive Personal Information” shall mean 
an individual’s first name or first initial and last name in combination with any 
one or more of the following items, if the name and the items are not 
encrypted:  a)  social security number; driver’s license number or 
government-issued identification number; or account number, or credit or 
debit card number in combination with any required security  code, access 
code, or password that would permit access to an individual’s financial 
account; or b)  information that identifies an individual and relates to: the 
physical or mental health or condition of the individual; the provision of health 
care to the individual; or payment for the provision of health care to the 
individual.  

12. Subcontractor.  “Subcontractor” shall have the same meaning as the term 
“subcontractor” in 45 C.F.R. §160.103. 

13. Unsecured PHI.  “Unsecured PHI” shall mean PHI that is not rendered 
unusable, unreadable, or indecipherable to unauthorized individuals through 
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the use of a technology or methodology specified by the Secretary in the 
guidance issued under Section 13402(h)(2) of Public Law 111-5.   

B. Purposes for which PHI May Be Disclosed to Business Associate.  In connection 
with the Services provided by Business Associate to or on behalf of Covered Entity 
described in this Agreement, Covered Entity may disclose PHI to Business 
Associate for the purposes of providing a social service.  

C. Obligations of Covered Entity.  If deemed applicable by Covered Entity, Covered 
Entity shall: 

1. provide Business Associate a copy of its Notice of Privacy Practices (“Notice”) 
produced by Covered Entity in accordance with 45 C.F.R. 164.520 as well as 
any changes to such Notice;  

2. provide Business Associate with any changes in, or revocation of, 
authorizations by Individuals relating to the use and/or disclosure of PHI, if 
such changes affect Business Associate’s permitted or required uses and/or 
disclosures; 

3. notify Business Associate of any restriction to the use and/or disclosure of 
PHI to which Covered Entity has agreed in accordance with 45 C.F.R. 
164.522, to the extent that such restriction may affect Business Associate’s 
use or disclosure of PHI; 

4. not request Business Associate to use or disclose PHI in any manner that 
would not be permissible under the Privacy Rule if done by the Covered 
Entity; 

5. notify Business Associate of any amendment to PHI to which Covered Entity 
has agreed, that affects a Designated Record Set maintained by Business 
Associate;  

6. if Business Associate maintains a Designated Record Set, provide Business 
Associate with a copy of its policies and procedures related to an Individual’s 
right to: access PHI; request an amendment to PHI; request confidential 
communications of PHI; or request an accounting of disclosures of PHI; and  

7. direct, review and control notification made by the Business Associate to 
individuals regarding a Breach of their Unsecured PHI in accordance with the 
requirements set forth in 45 C.F.R. §164.404.   

D. Obligations of Business Associate.  Business Associate agrees to comply with 
applicable federal and state confidentiality and security laws, specifically the 
provisions of the HIPAA Rules applicable to Business Associates, including: 

1. Use and Disclosure of PHI.  Except as otherwise permitted by this Agreement 
or applicable law, Business Associate shall not use or disclose PHI except as 
necessary to provide Services described above to or on behalf of Covered 
Entity, and shall not use or disclose PHI that would violate the HIPAA Rules 
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if used or disclosed by Covered Entity.  Provided, however, Business 
Associate may use and disclose PHI as necessary for the proper 
management and administration of Business Associate, or to carry out its 
legal responsibilities.  Business Associate shall in such cases: 

(a) provide information and training to members of its workforce using or 
disclosing PHI regarding the confidentiality requirements of the HIPAA 
Rules and this Agreement; 

(b) obtain reasonable assurances from the person or entity to whom the 
PHI is disclosed that: (a) the PHI will be held confidential and further 
used and disclosed only as Required by Law or for the purpose for 
which it was disclosed to the person or entity; and (b) the person or 
entity will notify Business Associate of any instances of which it is 
aware in which confidentiality of the PHI has been Bbreached; and 

(c) agree to notify Covered Entity of any instances of which it is aware in 
which the PHI is used or disclosed for a purpose that is not otherwise 
provided for in this Agreement or for a purpose not expressly permitted 
by the HIPAA Rules. 

2. Data Aggregation.  In the event that Business Associate works for more than 
one “Covered Entity,” as that term is defined generally in the HIPAA rules, 
Business Associate is permitted to use and disclose PHI for data aggregation 
purposes, however, only in order to analyze data for permitted health care 
operations, and only to the extent that such use is permitted under the HIPAA 
Rules.  

3. De-identified Information.  Business Associate may use and disclose de-
identified health information if written approval from the Covered Entity is 
obtained, and the PHI is de-identified in compliance with the HIPAA Rules.  
Moreover, Business Associate shall review and comply with the requirements 
defined under Section E. “Permitted Uses and Disclosures by Business 
Associate” of this Agreement. 

4. Safeguards.   

(a) Business Associate shall maintain appropriate safeguards to ensure 
that PHI is not used or disclosed other than as provided by this 
Agreement or as Required by Law.  Business Associate shall 
implement administrative, physical, and technical safeguards that 
reasonably and appropriately protect the confidentiality, integrity, and 
availability of any paper or electronic PHI it creates, receives, 
maintains, or transmits on behalf of Covered Entity.  

(b) Business Associate shall assure that all PHI be secured when 
accessed by Business Associate’s employees, agents, or 
subcontractor.  Any access to PHI by Business Associate’s 
employees, agents, or subcontractors shall be limited to legitimate 
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business needs while working with PHI.  Any personnel changes by 
Business Associate, eliminating the legitimate business needs for 
employees’, agents’ or contractors’ access to PHI – either by revision 
of duties or termination – shall be immediately reported to Covered 
Entity.  Such reporting shall be made no later than the third business 
day after the personnel change becomes effective.   

5. Minimum Necessary.  Business Associate shall ensure that all uses and 
disclosures of PHI are subject to the principle of “minimum necessary use 
and disclosure,” i.e., that only PHI that is the minimum necessary to 
accomplish the intended purpose of the use, disclosure, or request is used or 
disclosed; and the use of limited data sets when possible. 

6. Disclosure to Agents and Subcontractors.  If Business Associate discloses 
PHI received from Covered Entity or created or received by Business 
Associate on behalf of Covered Entity, to agents, including a subcontractor, 
Business Associate shall require the agent or subcontractor to agree to the 
same restrictions and conditions as apply to Business Associate under this 
Agreement.  Business Associate shall ensure that any agent, including a 
subcontractor, agrees to implement reasonable and appropriate safeguards 
to protect the confidentiality, integrity, and availability of the paper or 
electronic PHI that it creates, receives, maintains, or transmits on behalf of 
the Covered Entity.  Business Associate shall be liable to Covered Entity for 
any acts, failures or omissions of the agent or subcontractor in providing the 
Services as if they were Business Associate’s own acts, failures, or 
omissions, to the extent permitted by law.  Business Associate further 
expressly warrants that its agents or subcontractors will be specifically 
advised of, and will comply in all respects with, the terms of this Agreement. 

7. Individual Rights Regarding Designated Record Sets.  If Business Associate 
maintains a Designated Record Set on behalf of Covered Entity, Business 
Associate agrees as follows: 

(a) Individual Right to Copy or Inspection.  Business Associate agrees that 
if it maintains a Designated Record Set for Covered Entity that is not 
maintained by Covered Entity, it will permit an Individual to inspect or 
copy PHI about the Individual in that Set as directed by Covered Entity 
to meet the requirements of 45 C.F.R. § 164.524.  If the PHI is in 
electronic format, the Individual shall have a right to obtain a copy of 
such information in electronic format, and if the Individual chooses, to 
direct that an electronic copy be transmitted directly to an entity or 
person designated by the individual in accordance with HITECH 
Section 13405(c) of the HITECH Act.  Under the Privacy Rule, Covered 
Entity is required to take action on such requests as soon as possible, 
but not later than 30 days following receipt of the request.  Business 
Associate agrees to make reasonable efforts to assist Covered Entity 
in meeting this deadline by responding to the Individual’s request 
within 15 days following receipt of the request.  The information shall 
be provided in the form or format requested if it is readily producible in 
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such form or format; or in summary if the Individual has agreed in 
advance to accept the information in summary form.  A reasonable, 
cost-based fee for copying health information may be charged.  If 
Covered Entity maintains the requested records, Covered Entity, 
rather than Business Associate, shall permit access according to its 
policies and procedures implementing the Privacy Rule. 

(b) Individual Right to Amendment.  Business Associate agrees, if it 
maintains PHI in a Designated Record Set, to make amendments to 
PHI at the request and direction of Covered Entity pursuant to 45 
C.F.R. §164.526.  If Business Associate maintains a record in a 
Designated Record Set that is not also maintained by Covered Entity, 
Business Associate agrees that it will accommodate an Individual’s 
request to amend PHI only in conjunction with a determination by 
Covered Entity that the amendment is appropriate according to 45 
C.F.R. §164.526. 

(c) Accounting of Disclosures.  Business Associate agrees to maintain 
documentation of the information required to provide an accounting of 
disclosures of PHI, whether PHI is in paper or electronic format, in 
accordance with 45 C.F.R. §164.528 and Section 13405 (c) of the 
HITECH Act, and to make this information available to Covered Entity 
upon Covered Entity’s request, in order to allow Covered Entity to 
respond to an Individual’s request for accounting of disclosures.  
Under the Privacy Rule, Covered Entity is required to take action on 
such requests as soon as possible but not later than 60 days following 
receipt of the request.  Business Associate agrees to use its best 
efforts to assist Covered Entity in meeting this deadline but not later 
than 30 days following receipt of the request.  Such accounting must 
be provided without cost to the individual or Covered Entity if it is the 
first accounting requested by an individual within any 12month period; 
however, a reasonable, cost-based fee may be charged for 
subsequent accountings if Business Associate informs the individual 
in advance of the fee and is afforded an opportunity to withdraw or 
modify the request.  Such accounting is limited to disclosures that were 
made in the six years prior to the request (not including disclosures 
prior to the compliance date of the Privacy Rule) and shall be provided 
for as long as Business Associate maintains the PHI. 

8. Internal Practices, Policies, and Procedures, and Audit.  Except as otherwise 
specified herein, Business Associate shall make available its internal 
practices, policies, books, records, and procedures relating to the use and 
disclosure of PHI, received from or on behalf of Covered Entity to the 
Secretary, or his or her agents for the purpose of determining Covered 
Entity’s compliance with the HIPAA Rules, or any other health oversight 
agency, or to Covered Entity.  Records requested that are not protected by 
an applicable legal privilege will be made available in the time and manner 
specified by Covered Entity or the Secretary. Except to the extent prohibited 
by law, Business Associate agrees to notify Covered Entity immediately upon 
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receipt by Business Associate of any and all requests for PHI by or on behalf 
of any and all federal, state, and local government authorities. 

9. Notice of Privacy Practices.  Business Associate shall abide by the limitations 
of Covered Entity’s Notice of which it has knowledge. Any use or disclosure 
permitted by this Agreement may be amended by changes to Covered 
Entity’s Notice; provided, however, that the amended Notice shall not affect 
permitted uses and disclosures on which Business Associate relied prior to 
receiving notice of such amended Notice. 

10. Withdrawal of Authorization.  If the use or disclosure of PHI in this Agreement 
is based upon an Individual’s specific authorization for the use or disclosure 
of his or her PHI, and the Individual revokes such authorization, the effective 
date of such authorization has expired, or such authorization is found to be 
defective in any manner that renders it invalid, Business Associate shall, if it 
has notice of such revocation, expiration, or invalidity, cease the use and 
disclosure of the Individual’s PHI except to the extent it has relied on such 
use or disclosure, or if an exception under the Privacy Rule expressly applies. 

11. Knowledge of HIPAA Rules.  Business Associate agrees to review and 
understand the HIPAA Rules as it applies to Business Associate, and to 
comply with the applicable requirements of the HIPAA Rule, as well as any 
applicable amendments. 

12. Incident Notification.  To the extent feasible, Business Associate will use 
commercially reasonable efforts to ensure that the technology safeguards 
used by Business Associate to secure PHI will render such PHI unusable, 
unreadable and indecipherable to individuals unauthorized to acquire or 
otherwise have access to such PHI in accordance with U.S. Department of 
Health and Human Services (HHS) Guidance published at 74 Federal 
Register 19006 (April 17, 2009) or such later regulations or guidance 
promulgated by HHS or issued by the National Institute for Standards and 
Technology (also known as “NIST”) concerning the protection of identifiable 
data, such as PHI. Business Associate will report, as required by 45 C.F.R. 
§164.314(a)(2)(i)(C), Incidents to Covered Entity, including promptly 
reporting any successful Incident of which it becomes aware and at the 
request of the Covered Entity, will identify: the date of the Incident; scope of 
Incident; Business Associate’s response to the Incident; and the identification 
of the party responsible for causing the Incident.  

13. Information Breach Notification for PHI.  Business Associate expressly 
recognizes that Covered Entity has certain reporting and disclosure 
obligations to the Secretary and the Individual in case of a security Breach of 
unsecured PHI.  Where Business Associate accesses, maintains, retains, 
modifies, records, stores, destroys, or otherwise holds, uses or discloses 
unsecured paper or electronic PHI, immediately following the “discovery” 
(within the meaning of 45 C.F.R. §164.410(a)) of a Breach of such 
information, Business Associate shall notify Covered Entity of such Breach.  
Initial notification of the Breach does not need to be in compliance with 45 
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C.F.R. §164.404(c); however, Business Associate must provide Covered 
Entity with all information necessary for Covered Entity to comply with 45 
C.F.R. §164.404(c) without reasonable delay, and in no case later than three 
days following the discovery of the Breach.  Business Associate shall be 
liable for the costs associated with such Breach if caused by the Business 
Associate’s negligent or willful acts or omissions, or the negligent or willful 
acts or omissions of Business Associate’s agents, officers, employees or 
subcontractors.   

14. Breach Notification to Individuals.  Business Associate’s duty to notify 
Covered Entity of any Breach does not permit Business Associate to notify 
those individuals whose PHI has been Breached by Business Associate 
without the express written permission of Covered Entity to do so.  Any and 
all notification to those individuals whose PHI has been Breached shall be 
made by the Business Associate under the direction, review, and control of 
Covered Entity.  The Business Associate will notify Covered Entity via 
telephone with follow-up in writing to include: name of individuals whose PHI 
was Breached; information Breached; date of Breach; and form of Breach.  
The cost of the notification will be paid by the Business Associate.   

15. Data Breach Notification and Mitigation Under Other Laws.  In addition, 
Business Associate agrees to implement reasonable systems for the 
discovery and prompt reporting of any breach of individually identifiable 
information (including but not limited to PHI and referred to hereinafter as 
“Individually Identifiable Information”) and Sensitive Personal Information 
subject to Section 521.053 of the Texas Business and Commerce Code that, 
if misused, disclosed, lost or stolen, would trigger an obligation under one or 
more State data breach notification laws (each a “State Breach”) to notify the 
individuals who are the subject of the information.  Business Associate agrees 
that in the event any Individually Identifiable Information and Sensitive 
Personal Information is lost, stolen, used or disclosed in violation of one or 
more State laws, Business Associate shall promptly: (i) notify the Covered 
Entity within 15 calendar days of such misuse, disclosure, loss or theft; (ii) 
cooperate and assist Covered Entity with any investigation into any State 
Breach or alleged State Breach; (iii) cooperate and assist Covered Entity with 
any investigation into any State Breach or alleged State Breach conducted 
by any State Attorney General or State Consumer Affairs Department (or their 
respective agents); (iv) cooperate with Covered Entity regarding the 
obligations of Covered Entity and Business Associate to mitigate to the extent 
practicable any potential harm to the individuals impacted by the State 
Breach; and (v) assist with the implementation of any decision by any State 
agency, including any State Attorney General or State Consumer Affairs 
Department (or their respective agents), to notify individuals impacted or 
potentially impacted by a State Breach.  This requirement shall survive the 
expiration or termination of this Agreement and shall remain in effect for so 
long as Business Associate maintains PHI, Individually Identifiable 
Information, or Sensitive Personal Information. 
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E. Permitted Uses and Disclosures by Business Associates.  Except as otherwise 
limited in this Agreement, Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of Covered Entity as specified in this 
Business Associate Agreement or in a Master Services Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by Covered Entity, 
or the minimum necessary policies and procedures of the Covered Entity.  Also, 
Business Associate may use PHI to report violations of law to appropriate federal 
and state authorities, consistent with the HIPAA Rules. 

1. Use.  Business Associate will not, and will ensure that its directors, officers, 
employees, contractors and other agents do not, use PHI other  than as 
permitted or required by Business Associate to perform the Services or as 
required by law, but in no event in any manner that would constitute a violation 
of the Privacy Rule or Security Rule if used by Covered Entity. 

2. Disclosure.  Business Associate will not, and will ensure that its directors, 
officers, employees, contractors, and other agents do not, disclose PHI other 
than as permitted pursuant to this arrangement or as required by law, but in no 
event disclose PHI in any manner that would constitute a violation of the Privacy 
Rule or Security Rule if disclosed by Covered Entity. 

3. Right Title and Interest. Business Associate acknowledges and agrees that 
Covered Entity owns all right, title, and interest in and to all PHI, and that such 
right, title, and interest will be vested in Covered Entity.  Neither Business 
Associate nor any of its employees, agents, consultants or assigns will have any 
rights in any of the PHI, except as expressly set forth above.  Business Associate 
represents, warrants, and covenants that it will not compile and/or distribute 
analyses to third parties using any PHI without Covered Entity’s express written 
consent.  

F.  Application of Security and Privacy Provisions to Business Associate.  

1. Security Measures.  Sections 164.308, 164.310, 164.312 and 164.316 of Title 45 
of the Code of Federal Regulations dealing with the administrative, physical and 
technical safeguards as well as policies, procedures and documentation 
requirements that apply to Covered Entity shall in the same manner apply to 
Business Associate.  Any additional security requirements contained in Sub Title 
D of Title XIII of Division A of the HITECH Act that apply to Covered Entity shall 
also apply to Business Associate.  Pursuant to the foregoing requirements in this 
Section F.1, the Business Associate will implement administrative, physical, and 
technical safeguards that reasonably and appropriately protect the 
confidentiality, integrity, and availability of the paper or electronic PHI that it 
creates, has access to, or transmits.  Business Associate will also ensure that 
any agent, including a subcontractor, to whom it provides such information, 
agrees to implement reasonable and appropriate safeguards to protect such 
information.  Business Associate will ensure that PHI contained in portable 
devices or removable media is encrypted.   
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2. Annual Guidance.  For the first year beginning after the date of the enactment of 
the HITECH Act and annually thereafter, the Secretary shall annually issue 
guidance on the most effective and appropriate technical safeguards for use in 
carrying out the sections referred to in Section F.1 “Security Measures” of this 
Agreement and the security standards in subpart C of part 164 of title 45, Code 
of Federal Regulations.  Business Associate shall, at their own cost and effort, 
monitor the issuance of such guidance and comply accordingly.   

3. Privacy Provisions.  The enhanced HIPAA privacy requirements, including but 
not necessarily limited to accounting for certain PHI disclosures for treatment, 
restrictions on the sale of PHI, restrictions on marketing and fundraising 
communications, and payment and health care operations contained in Subtitle 
D of Title XIII of Division A of the HITECH Act that apply to the Covered Entity, 
shall equally apply to the Business Associate. 

4. Application of Civil and Criminal Penalties.  If Business Associate violates any 
security or privacy provision specified in Section 13404(a) and (b) of the HITECH 
Act, Sections 1176 and 1177 of the Social Security Act (42 U.S.C. 1320d-5, 
1320d-6) shall apply to Business Associate with respect to such violation in the 
same manner that such Sections apply to Covered Entity if it violates such 
provisions.   

G. Term and Termination. 

1. Term.  This Agreement shall be effective as of the Effective Date and shall be 
terminated when all PHI provided to Business Associate by Covered Entity, or 
created or received by Business Associate on behalf of Covered Entity, is 
destroyed or returned to Covered Entity.   

2. Termination without Cause. Either Party shall have the right to terminate this 
Agreement for any reason upon 30 days written notice. 

3. Termination for Cause.  Upon Covered Entity’s knowledge of a material breach 
by Business Associate, Covered Entity shall either: 

(a) Provide an opportunity for Business Associate to cure the breach within 30 
days of written notice of such breach, or end the violation and terminate this 
Agreement, whether it is in the form of a stand-alone agreement or an 
addendum to a Master Services Agreement, if Business Associate does not 
cure the breach or end the violation within the time specified by Covered 
Entity; or 

(b) Immediately terminate this Agreement whether it is in the form of a stand-
alone agreement or an addendum to a Master Services Agreement if 
Business Associate has breached a material term of this Agreement and 
cure is not possible. 

4. Effect of Termination.  Upon termination of this Agreement for any reason, 
Business Associate agrees to return or destroy all PHI received from Covered 
Entity, or created or received by Business Associate on behalf of Covered Entity, 
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or maintained by Business Associate in any form.  If Business Associate 
determines that the return or destruction of PHI is not feasible, Business 
Associate shall inform Covered Entity in writing of the reason thereof, and shall 
agree to extend the protections of this Agreement to such PHI, and limit further 
uses and disclosures of the PHI to those purposes that make the return or 
destruction of the PHI not feasible for so long as Business Associate retains the 
PHI.  This Section shall survive the expiration or termination of this Agreement 
and shall remain in effect for so long as Business Associate maintains PHI. 

H. No Warranty. PHI IS PROVIDED TO BUSINESS ASSOCIATE SOLELY ON AN “AS 
IS” BASIS. COVERED ENTITY DISCLAIMS ALL OTHER WARRANTIES, 
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE. 

I. Miscellaneous. 

1. INDEMNIFICATION.  TO THE EXTENT PERMITTED BY LAW, BUSINESS 
ASSOCIATE AGREES TO INDEMNIFY AND HOLD HARMLESS COVERED 
ENTITY FROM AND AGAINST ALL CLAIMS, DEMANDS, LIABILITIES, 
JUDGMENTS OR CAUSES OF ACTION OF ANY NATURE FOR ANY RELIEF, 
ELEMENTS OF RECOVERY OR DAMAGES RECOGNIZED BY LAW 
(INCLUDING, WITHOUT LIMITATION, ATTORNEY’S FEES, DEFENSE 
COSTS, AND EQUITABLE RELIEF), FOR ANY DAMAGE OR LOSS 
INCURRED BY COVERED ENTITY ARISING OUT OF, RESULTING FROM, 
OR ATTRIBUTABLE TO ANY ACTS OR OMISSIONS OR OTHER CONDUCT 
OF BUSINESS ASSOCIATE OR ITS AGENTS IN CONNECTION WITH THE 
PERFORMANCE OF THEIR DUTIES UNDER THIS AGREEMENT.  THIS 
INDEMNITY SHALL APPLY EVEN IF COVERED ENTITY IS ALLEGED TO BE 
SOLELY OR JOINTLY NEGLIGENT OR OTHERWISE SOLELY OR JOINTLY 
AT FAULT; PROVIDED, HOWEVER, THAT A TRIER OF FACT FINDS 
COVERED ENTITY NOT TO BE SOLELY OR JOINTLY NEGLIGENT OR 
OTHERWISE SOLELY OR JOINTLY AT FAULT.  THIS INDEMNITY SHALL 
NOT BE CONSTRUED TO LIMIT COVERED ENTITY’S RIGHTS, IF ANY, TO 
COMMON LAW INDEMNITY. 

Covered Entity shall have the option, at its sole discretion, to employ 
attorneys selected by it to defend any such action, the costs and expenses of 
which shall be the responsibility of Business Associate.  Covered Entity shall 
provide Business Associate with timely notice of the existence of such 
proceedings and such information, documents, and other cooperation as 
reasonably necessary to assist Business Associate in establishing a defense 
to such action. 

These indemnities shall survive termination of this Agreement, and Covered 
Entity reserves the right, at its option and expense, to participate in the 
defense of any suit or proceeding through counsel of its own choosing. 
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2. Mitigation.  If Business Associate violates this Agreement or either of the HIPAA 
Rules, Business Associate agrees to mitigate any damage caused by such 
breach. 

3. Rights of Proprietary Information.  Covered Entity retains any and all rights to the 
proprietary information, confidential information, and PHI it releases to Business 
Associate. 

4. Survival.  The respective rights and obligations of Business Associate under 
Section E.3 “Right Title and Interest” of this Agreement shall survive the 
termination of this Agreement. 

5. Notices.  Any notices pertaining to this Agreement shall be given in writing and 
shall be deemed duly given when personally delivered to a Party or a Party's 
authorized representative as listed in Section 8.7 of the Master Services 
Agreement between the City and Grantee or sent by means of a reputable 
overnight carrier, or sent by means of certified mail, return receipt requested, 
postage prepaid.  A notice sent by certified mail shall be deemed given on the 
date of receipt or refusal of receipt.      

6. Amendments.  This Agreement may not be changed or modified in any manner 
except by an instrument in writing signed by a duly authorized officer of each of 
the Parties hereto.  The Parties, however, agree to amend this Agreement from 
time to time as necessary, in order to allow Covered Entity to comply with the 
requirements of the HIPAA Rules. 

7. Choice of Law.  This Agreement and the rights and obligations of the Parties 
hereunder shall be governed by and construed under the laws of the State of 
Texas, without regard to applicable conflict of laws principles. 

8. Assignment of Rights and Delegation of Duties.  This Agreement is binding upon 
and inures to the benefit of the Parties hereto and their respective successors 
and permitted assigns.  However, neither Party may assign any of its rights or 
delegate any of its obligations under this Agreement without the prior written 
consent of the other Party, which consent shall not be unreasonably withheld or 
delayed.  Notwithstanding any provisions to the contrary, however, Covered 
Entity retains the right to assign or delegate any of its rights or obligations 
hereunder to any of its wholly owned subsidiaries, affiliates or successor 
companies.  Assignments made in violation of this provision are null and void. 

9. Nature of Agreement.  Nothing in this Agreement shall be construed to create (i) 
a partnership, joint venture or other joint business relationship between the 
Parties or any of their affiliates, (ii) any fiduciary duty owed by one Party to 
another Party or any of its affiliates, or (iii) a relationship of employer and 
employee between the Parties. 

10. No Waiver.  Failure or delay on the part of either Party to exercise any right, 
power, privilege or remedy hereunder shall not constitute a waiver thereof.  No 
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provision of this Agreement may be waived by either Party except by a writing 
signed by an authorized representative of the Party making the waiver. 

11. Equitable Relief.  Any disclosure or misappropriation of PHI by Business 
Associate in violation of this Agreement will cause Covered Entity irreparable 
harm, the amount of which may be difficult to ascertain.  Business Associate 
therefore agrees that Covered Entity shall have the right to apply to a court of 
competent jurisdiction for specific performance and/or an order restraining and 
enjoining Business Associate from any such further disclosure or breach, and for 
such other relief as Covered Entity shall deem appropriate.  Such rights are in 
addition to any other remedies available to Covered Entity at law or in equity.  
Business Associate expressly waives the defense that a remedy in damages will 
be adequate, and further waives any requirement in an action for specific 
performance or injunction for the posting of a bond by Covered Entity. 

12. Severability.  The provisions of this Agreement shall be severable, and if any 
provision of this Agreement shall be held or declared to be illegal, invalid or 
unenforceable, the remainder of this Agreement shall continue in full force and 
effect as though such illegal, invalid or unenforceable provision had not been 
contained herein. 

13. No Third Party Beneficiaries.  Nothing in this Agreement shall be considered or 
construed as conferring any right or benefit on a person not a party to this 
Agreement nor imposing any obligations on either Party hereto to persons not a 
party to this Agreement. 

14. Headings.  The descriptive headings of the articles, sections, subsections, 
exhibits and schedules of this Agreement are inserted for convenience only, do 
not constitute a part of this Agreement, and shall not affect in any way the 
meaning or interpretation of this Agreement. 

15. Entire Agreement.  This Agreement, together with all Exhibits, Riders and 
amendments, if applicable, which are fully completed and signed by authorized 
persons on behalf of both Parties from time to time while this Agreement is in 
effect, constitutes the entire Agreement between the Parties hereto with respect 
to the subject matter hereof, and supersedes all previous written or oral 
understandings, agreements, negotiations, commitments, and any other writing 
and communication by or between the Parties with respect to the subject matter 
hereof.  In the event of any inconsistencies between any provisions of this 
Agreement or in any provisions of the Exhibits, Riders, or amendments, the 
provisions of this Agreement shall control. 

16. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor of a 
meaning that permits Covered Entity to comply with the HIPAA Rules and any 
applicable state confidentiality laws.  The provisions of this Agreement shall 
prevail over the provisions of any other agreement that exists between the 
Parties that may conflict with, or appear inconsistent with, any provision of this 
Agreement or the HIPAA Rules. 
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17. Regulatory References.  A citation in this Agreement to the Code of Federal 
Regulations, the Federal Register, or any other federal guidance or policy shall 
mean the cited section or reference as they may be amended from time to time.   

 


	A. Definitions.  Terms used herein, but not otherwise defined, shall have the meaning ascribed by the Privacy Rule and the Security Rule.
	1. Breach.   “Breach” shall have the same meaning as the term “Breach” in 45 C.F.R. §164.402.
	2. Business Associate.  “Business Associate” shall have the same meaning as the term “business associate” in 45 C.F.R. §160.103 and in reference to the party to this agreement, shall mean Grantee.
	3. Covered Entity.  “Covered Entity” shall have the same meaning as the term “covered entity” in 45 C.F.R. §160.103 and in reference to the party to this agreement shall mean the City of Austin, a Texas home rule municipal corporation.
	4. Designated Record Set.  “Designated Record Set” shall mean a group of records maintained by or for a Covered Entity that is:  (i) the medical records and billing records about Individuals maintained by or for a covered health care provider; (ii) th...
	5. HIPAA Rules.  The Privacy Rule and the Security Rule, and amendments codified and promulgated by the HITECH Act are referred to collectively herein as “HIPAA Rules.”
	6. Incident.  “Incident” means a Security Incident as defined by 45 CFR 164.304 and includes a potential or attempted unauthorized access, use, disclosure, modification, loss, disruption, or destruction of PHI or interference with system operations in...
	7. Individual.  “Individual” shall mean the person who is the subject of the protected health information.
	8. Protected Health Information.  “Protected Health Information” or PHI shall have the same meaning as the term “protected health information” in 45 C.F.R. §160.103, limited to the information created, received, maintained, or transmitted by Business ...
	9. Required by Law.  “Required by Law” shall mean a mandate contained in law that compels a use or disclosure of PHI.
	10. Secretary.  “Secretary” shall mean the Secretary of the U.S. Department of Health and Human Services, or his or her Designee.
	11. Sensitive Personal Information.  “Sensitive Personal Information” shall mean an individual’s first name or first initial and last name in combination with any one or more of the following items, if the name and the items are not encrypted:  a)  so...
	12. Subcontractor.  “Subcontractor” shall have the same meaning as the term “subcontractor” in 45 C.F.R. §160.103.
	13. Unsecured PHI.  “Unsecured PHI” shall mean PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a technology or methodology specified by the Secretary in the guidance issued under Section ...

	B. Purposes for which PHI May Be Disclosed to Business Associate.  In connection with the Services provided by Business Associate to or on behalf of Covered Entity described in this Agreement, Covered Entity may disclose PHI to Business Associate for ...
	C. Obligations of Covered Entity.  If deemed applicable by Covered Entity, Covered Entity shall:
	1. provide Business Associate a copy of its Notice of Privacy Practices (“Notice”) produced by Covered Entity in accordance with 45 C.F.R. 164.520 as well as any changes to such Notice;
	2. provide Business Associate with any changes in, or revocation of, authorizations by Individuals relating to the use and/or disclosure of PHI, if such changes affect Business Associate’s permitted or required uses and/or disclosures;
	3. notify Business Associate of any restriction to the use and/or disclosure of PHI to which Covered Entity has agreed in accordance with 45 C.F.R. 164.522, to the extent that such restriction may affect Business Associate’s use or disclosure of PHI;
	4. not request Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by the Covered Entity;
	5. notify Business Associate of any amendment to PHI to which Covered Entity has agreed, that affects a Designated Record Set maintained by Business Associate;
	6. if Business Associate maintains a Designated Record Set, provide Business Associate with a copy of its policies and procedures related to an Individual’s right to: access PHI; request an amendment to PHI; request confidential communications of PHI;...
	7. direct, review and control notification made by the Business Associate to individuals regarding a Breach of their Unsecured PHI in accordance with the requirements set forth in 45 C.F.R. §164.404.

	D. Obligations of Business Associate.  Business Associate agrees to comply with applicable federal and state confidentiality and security laws, specifically the provisions of the HIPAA Rules applicable to Business Associates, including:
	1. Use and Disclosure of PHI.  Except as otherwise permitted by this Agreement or applicable law, Business Associate shall not use or disclose PHI except as necessary to provide Services described above to or on behalf of Covered Entity, and shall not...
	(a) provide information and training to members of its workforce using or disclosing PHI regarding the confidentiality requirements of the HIPAA Rules and this Agreement;
	(b) obtain reasonable assurances from the person or entity to whom the PHI is disclosed that: (a) the PHI will be held confidential and further used and disclosed only as Required by Law or for the purpose for which it was disclosed to the person or e...
	(c) agree to notify Covered Entity of any instances of which it is aware in which the PHI is used or disclosed for a purpose that is not otherwise provided for in this Agreement or for a purpose not expressly permitted by the HIPAA Rules.

	4. Safeguards.
	(a) Business Associate shall maintain appropriate safeguards to ensure that PHI is not used or disclosed other than as provided by this Agreement or as Required by Law.  Business Associate shall implement administrative, physical, and technical safegu...
	(b) Business Associate shall assure that all PHI be secured when accessed by Business Associate’s employees, agents, or subcontractor.  Any access to PHI by Business Associate’s employees, agents, or subcontractors shall be limited to legitimate busin...

	5. Minimum Necessary.  Business Associate shall ensure that all uses and disclosures of PHI are subject to the principle of “minimum necessary use and disclosure,” i.e., that only PHI that is the minimum necessary to accomplish the intended purpose of...
	6. Disclosure to Agents and Subcontractors.  If Business Associate discloses PHI received from Covered Entity or created or received by Business Associate on behalf of Covered Entity, to agents, including a subcontractor, Business Associate shall requ...
	7. Individual Rights Regarding Designated Record Sets.  If Business Associate maintains a Designated Record Set on behalf of Covered Entity, Business Associate agrees as follows:
	(a) Individual Right to Copy or Inspection.  Business Associate agrees that if it maintains a Designated Record Set for Covered Entity that is not maintained by Covered Entity, it will permit an Individual to inspect or copy PHI about the Individual i...
	(b) Individual Right to Amendment.  Business Associate agrees, if it maintains PHI in a Designated Record Set, to make amendments to PHI at the request and direction of Covered Entity pursuant to 45 C.F.R. §164.526.  If Business Associate maintains a ...
	(c) Accounting of Disclosures.  Business Associate agrees to maintain documentation of the information required to provide an accounting of disclosures of PHI, whether PHI is in paper or electronic format, in accordance with 45 C.F.R. §164.528 and Sec...

	8. Internal Practices, Policies, and Procedures, and Audit.  Except as otherwise specified herein, Business Associate shall make available its internal practices, policies, books, records, and procedures relating to the use and disclosure of PHI, rece...
	9. Notice of Privacy Practices.  Business Associate shall abide by the limitations of Covered Entity’s Notice of which it has knowledge. Any use or disclosure permitted by this Agreement may be amended by changes to Covered Entity’s Notice; provided, ...
	10. Withdrawal of Authorization.  If the use or disclosure of PHI in this Agreement is based upon an Individual’s specific authorization for the use or disclosure of his or her PHI, and the Individual revokes such authorization, the effective date of ...
	11. Knowledge of HIPAA Rules.  Business Associate agrees to review and understand the HIPAA Rules as it applies to Business Associate, and to comply with the applicable requirements of the HIPAA Rule, as well as any applicable amendments.
	12. Incident Notification.  To the extent feasible, Business Associate will use commercially reasonable efforts to ensure that the technology safeguards used by Business Associate to secure PHI will render such PHI unusable, unreadable and indeciphera...
	13. Information Breach Notification for PHI.  Business Associate expressly recognizes that Covered Entity has certain reporting and disclosure obligations to the Secretary and the Individual in case of a security Breach of unsecured PHI.  Where Busine...
	14. Breach Notification to Individuals.  Business Associate’s duty to notify Covered Entity of any Breach does not permit Business Associate to notify those individuals whose PHI has been Breached by Business Associate without the express written perm...

	E. Permitted Uses and Disclosures by Business Associates.  Except as otherwise limited in this Agreement, Business Associate may use or disclose PHI to perform functions, activities, or services for or on behalf of Covered Entity as specified in this ...
	G. Term and Termination.
	1. Term.  This Agreement shall be effective as of the Effective Date and shall be terminated when all PHI provided to Business Associate by Covered Entity, or created or received by Business Associate on behalf of Covered Entity, is destroyed or retur...
	2. Termination without Cause. Either Party shall have the right to terminate this Agreement for any reason upon 30 days written notice.
	3. Termination for Cause.  Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered Entity shall either:
	4. Effect of Termination.  Upon termination of this Agreement for any reason, Business Associate agrees to return or destroy all PHI received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity, or maintained ...

	H. No Warranty. PHI IS PROVIDED TO BUSINESS ASSOCIATE SOLELY ON AN “AS IS” BASIS. COVERED ENTITY DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURP...
	I. Miscellaneous.
	1. Indemnification.  To the extent permitted by law, Business Associate agrees to indemnify and hold harmless Covered Entity from and against all claims, demands, liabilities, judgments or causes of action of any nature for any relief, elements of rec...

	Covered Entity shall have the option, at its sole discretion, to employ attorneys selected by it to defend any such action, the costs and expenses of which shall be the responsibility of Business Associate.  Covered Entity shall provide Business Assoc...
	These indemnities shall survive termination of this Agreement, and Covered Entity reserves the right, at its option and expense, to participate in the defense of any suit or proceeding through counsel of its own choosing.
	2. Mitigation.  If Business Associate violates this Agreement or either of the HIPAA Rules, Business Associate agrees to mitigate any damage caused by such breach.
	3. Rights of Proprietary Information.  Covered Entity retains any and all rights to the proprietary information, confidential information, and PHI it releases to Business Associate.
	4. Survival.  The respective rights and obligations of Business Associate under Section E.3 “Right Title and Interest” of this Agreement shall survive the termination of this Agreement.
	5. Notices.  Any notices pertaining to this Agreement shall be given in writing and shall be deemed duly given when personally delivered to a Party or a Party's authorized representative as listed in Section 8.7 of the Master Services Agreement betwee...
	6. Amendments.  This Agreement may not be changed or modified in any manner except by an instrument in writing signed by a duly authorized officer of each of the Parties hereto.  The Parties, however, agree to amend this Agreement from time to time as...
	7. Choice of Law.  This Agreement and the rights and obligations of the Parties hereunder shall be governed by and construed under the laws of the State of Texas, without regard to applicable conflict of laws principles.
	8. Assignment of Rights and Delegation of Duties.  This Agreement is binding upon and inures to the benefit of the Parties hereto and their respective successors and permitted assigns.  However, neither Party may assign any of its rights or delegate a...
	9. Nature of Agreement.  Nothing in this Agreement shall be construed to create (i) a partnership, joint venture or other joint business relationship between the Parties or any of their affiliates, (ii) any fiduciary duty owed by one Party to another ...
	10. No Waiver.  Failure or delay on the part of either Party to exercise any right, power, privilege or remedy hereunder shall not constitute a waiver thereof.  No provision of this Agreement may be waived by either Party except by a writing signed by...
	11. Equitable Relief.  Any disclosure or misappropriation of PHI by Business Associate in violation of this Agreement will cause Covered Entity irreparable harm, the amount of which may be difficult to ascertain.  Business Associate therefore agrees t...
	12. Severability.  The provisions of this Agreement shall be severable, and if any provision of this Agreement shall be held or declared to be illegal, invalid or unenforceable, the remainder of this Agreement shall continue in full force and effect a...
	13. No Third Party Beneficiaries.  Nothing in this Agreement shall be considered or construed as conferring any right or benefit on a person not a party to this Agreement nor imposing any obligations on either Party hereto to persons not a party to th...
	14. Headings.  The descriptive headings of the articles, sections, subsections, exhibits and schedules of this Agreement are inserted for convenience only, do not constitute a part of this Agreement, and shall not affect in any way the meaning or inte...
	15. Entire Agreement.  This Agreement, together with all Exhibits, Riders and amendments, if applicable, which are fully completed and signed by authorized persons on behalf of both Parties from time to time while this Agreement is in effect, constitu...
	16. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity to comply with the HIPAA Rules and any applicable state confidentiality laws.  The provisions of this Agreement shall prevail over...
	17. Regulatory References.  A citation in this Agreement to the Code of Federal Regulations, the Federal Register, or any other federal guidance or policy shall mean the cited section or reference as they may be amended from time to time.


